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aaa new node
aaa authentication |ogin default radius enable
aaa aut hentication ppp default if-needed radius
aaa aut horization network default radius
enabl e password ci sco
|
chat-script default "" at&fls0=1&h1&r 2&c1&d2&b1e0g2 K
|
interface EthernetO

i p address 10.29.1.3 255.255.255.0
|

!--- CHAP/PPP authentication user: interface Asyncl ip
unnunber ed Et hernet0 encapsul ati on ppp async node
dedi cated peer default ip address pool async no cdp
enabl e ppp authentication chap ! !--- pap/pPPP
authentication user: interface Async2 ip unnunbered
Et hernet 0 encapsul ati on ppp async node dedi cated peer
default ip address pool async no cdp enable ppp
aut hentication pap ! !--- Login authentication user with
autocommand PPP: interface Async3 ip unnunbered
Et hernet 0 encapsul ati on ppp async node interactive peer
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default ip address pool async no cdp enable ! ip |oca
pool async 10.6.100.101 10.6. 100. 103 radi us-server host
171.68.118. 101 radi us-server tineout 10 radi us-server
key cisco ! line 1 session-tineout 20 exec-tinmeout 120 0
script startup default script reset default nmodemDialin
transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 2 session-tinmeout 20
exec-timeout 120 O script startup default script reset
default nbodem Dialin transport input all stopbits 1
rxspeed 115200 txspeed 115200 fl owcontrol hardware

line 3 session-tinmeout 20 exec-timeout 120 O aut osel ect
during-1ogin autosel ect ppp script startup default

script reset default nodem Di alin autocomand ppp
transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! end
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# Handshake with router--router needs "radi us-server key cisco":

10.29.1.3 cisco
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# User who can telnet in to configure
adm n Password = "adm n"
User - Servi ce- Type = Logi n- User

# ppp/ chap authentication line 1 - password nust be cl eartext

# address assigned from pool on router
chapuser Password = "chapuser™

User - Servi ce- Type = Franed- User

Fr aned- Prot ocol = PPP

# ppp/ pap authentication line 2

# address assigned from pool on router

# Can al so have 'Password = "UNI X" which uses /etc/passwd
papuser Password = "papuser”

User - Servi ce- Type = Franed- User

Fr aned- Prot ocol = PPP

# ppp/ chap authentication line 1 - password nust be cl eartext

# address assigned by server
chapadd Password = "chapadd"
User - Servi ce- Type = Franed- User
Fr aned- Pr ot ocol = PPP,

Franed- Address = 10. 10. 10. 10

# ppp/ pap authentication line 2
# address assi gned by server
papadd Password = "papadd"

User - Servi ce- Type = Franed- User
Fr aned- Pr ot ocol = PPP,

Franed- Address = 10.10. 10. 11

# authentication user line 3

per

per

chap rfc 1994

chap rfc 1994



# address assigned from pool on router

# Can al so have 'Password = "UN X" whi ch uses /etc/passwd
aut haut o = "aut haut o"

User - Servi ce- Type = Logi n- User
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[Start] > [Programs] > [Accessories] > [Dial-Up Networking] ®JEIZIEIRL £ 9,
[Connections] > [Make New Connection] ZiZRL ., EHEOBZADLE T,
EFLEBEOEHREADLET, [Configure] > [General| T, ETFALANRESEREZZIRLET
o EEL, COTOFIVIRY DAGRAICLBEVWTLSEZ L,

[Configure] > [Connection] Zi#R L . 87—REY h&2FEAL, NUTFT13L, 1AMNYTE
Y NEEALET, [BEORE|T, (A1 VILTHEICASVILN—2%2ED]2EIRL,
200 & (CERLEDL D EBAREREF Y EILLET,

[FEHREREITRI/N—ROIT7 7088 [ ZBRRATEEIOKEZEIRLET,
. [Configure] > [Options] D T Tk, AT—RXABEZRVTAEF IV ILBVTSEEZ L,

[OK] &2 Yo LET,

RBENBFEESEANL., [RNBLV[ZETI1ZIVYILET,
FLVWERTAOHFARTRENES, TOTA28H7) Y UL, [Properties] > [Server

Type]Z:BIRLUE T,

. PPP:WINDOWS 95, WINDOWS NT 3.5, InternetZi®iRL, BEZF >3 EFIv o

LBWTKEEZV, FAEhERY NT—07ORINOTOLBELEETCP/IPZH#RL T
<EZL,

10. [TCP/IP settings] T[Server assigned IP address]. [Server assigned name server

addresses]. # & U’ [Use default gateway on remote network] ZiZRL £3, [OK] 2T ) v
ILFET,

M. A—Y—HDFFAAV=FETINIOIVY VLT EREI VA RUERE, A4 VILTDICE.
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EBUTY, flskE, [Configure] > [Options]™ 4 > R T[Bring up terminal window after
dialing] ZA >/ IC4dCETY,

TAA=ZRZTILU )Y UL T[#EEL(Connect TO)| V4 > RUEBE, A4 VILTBBE,
[A—H & (Username)]7 1 —JL RE[/NATD— R(Password)] 7 1 =)L RIZCADLBWVWTLEE VY

o [Connect] ZT7 )Y OLET, L—FNOEHRF LTINS, BV RIICI-FBEN
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TORTYINADR=7TD)RZY—=), (BEFI—YEH) (OIT) . BE®D show I R&EY

R—=—bLEF, OIT ZHAL T, show AN ROEID DM ERRLET,

p:

debug AN REFEATZHIIC, Tdebug AN ROEELETH, 25BL TSEEL,

. terminal monitor : BEN X —IFILB LY 3> NDdebug IR > REAESATLALS

— XYV E—TJERFLET,

. debug ppp negotiation:PPP D BAEF I EEE NBPPP/NT Y RERRLE T, PPPOBIBE

ICEPPPAZ 23 AR I—hENET,

- debug ppp packet : EZEE NEPPPINT Y RERRLET, (O RIE, FHLAX

WONTYNEDTERRLUET, )

. debugpppchap : V547> M (112K W BIDCisco IOSY 7RI I T V) —ADEHEE ) &

AZ2BBLTVWAHLESHICETRIRERERTLET,

- debug aaa authentication : AAA/TACACS+ FREEICBIT 2 1EHERRLET,
- debug aaa authorization : AAA/TACACS+ FAICB T2 1BHERTLET,
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radiusd -x -d <full_path_to_users_clients_dictionary>
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