X172 TILSSH)NT Y RRBIZOWT

2

BUHIC
e
2

ERTAA A= b
SSHZ’O k)L
SSH3z#

BE1R

FL®IC

CORFIXVRNTR, EF21T72TI(SSH)FRISI—232HB0ONTY NLARILZHEIZOV
THALET,

AR SR

BHF
EXNBEFIVTFAOBRECHIZARI 2 e HERENET,

* [Authentication]
- WERE

- BEM

- F-XXHH

FERATHIK—% N
CORFIXVNE, BEDN—RIVDITN-23AVICREENDEOTREHELA,

CORFIXVNOERE. REDFARRELCHAZTNARAICETVWTERENELEZ, DR
FAXKANTEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRKLTLE
ER

SSHZ’'OKI3L

SSHZARILE, 1A0OAVE1I—EASEOOAVEI—RIZREBVE—NOTA TS
EODEETT, SSHP 7V T =232V @ 9SAT U NY—NT—FTIOFFICEIVTHY,
SSHIZA T RV ARY A&SSHY —/NIZEKEL T,



SSHAR #t
1. SSHOBRH D AT Y 7 Identification String Exchange.
adZAT 2 NENTY MERERL., ThERXRODBHRZECT—NICEFELET,

- SSHZ’ARNILN—>3>
* [Software Version]

|i 323 5.946E818 18.65.54.8 16.166.51.72 55Hv2 82 Client: Protocol (SSH-2.8-PuTTY_Release_@.76)

Frame 323: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
Ethernet II, Src: Cisco_3c:7a:99 (80:85:%a:3c:7a:88), Dst: Cimsys_33:44:55 (89:11:22:33:44:55)
Internet Protocol Version 4, Srg: 108.65.54.8, Dst: 1@.186.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1, Ack: 1, Len: 28
v 5SH Protocol
Protocol: SSH-2.8-PuTTY_Release_©.76

94T RN7ORINDON—=232FSSH20, VI RIITT7O/N—2 32 EPutty 0.76TY,

b.H—/NEk, SSHZ7ORIIN=232 VYT RNIITN-I3 2 Z8CHEDIDXFIIRBT
WELET,

|| 326 6.816955 18.186.51.72 le.65.54.8 SSHv2 73 Server: Protocol (SSH-2.8-Cisce-1.25)

Frame 326: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 8
Ethernet II, Src: Cimsys 33:44:55 (@@:11:22:33:44:55), Dst: Cisco_3c:7a:@0 (@@:@5:9a:3c:7a:0@)
Internet Protocol Version 4, Src: 18.186.51.72, Dst: 18.65.54.8
Transmission Control Protecel, Src Port: 22, Dst Port: 56127, Seq: 1, Ack: 29, Len: 19
~ SSH Protocol
Protocol: S5H-2.8-Cisco-1.25

H—NOZ7ORNINN—23 2 ESSH2.0T, Y7 NIJITTF/)N—2 32 (&Ciscol.25TT,

2. ROATY 7°l& TAlgorithm Negotiation.1 €96 CcDATY T T, 9FA4T7 > NEeY—=/NOEEH
ROFTINIVALZZISI—NLET,

- BXm

- BS1t

« HMAC (\Y S 1IR—ADX Y £—TRII—R )
. EfME

1. 94T &, YR—KNFBT7ITVXLEEEL T, Key Exchange InitX Yy £—> %4
—NICEBLET, PIDdVXLAREERIEMICH > TUARNENRET,

+ 329 6.8219%9@ 1@.65.54.8 10.186.51.72 S5Hv2 238 Client: Key Exchange Init

Frame 323: 238 bytes on wire (1984 bits), 238 bytes captured (1984 bits) on interface @
Ethernet II, Src: Cisco_3c:7a:0@ (@@:85:9a:3c:7a:0@), Dst: Cimsys_33:44:55 (@0:11:22:33:44:55)
Internet Protocel Version 4, Src: 19.65.54.8, Dst: 18.186.51.72
Transmission Control Protocol, Src Port: 56127, Dst Port: 22, Seq: 1181, Ack: 2@, Len: 184
[3 Reassembled TCP Segments (1256 bytes): #327(536), #328(538), #329(184)]
~ SSH Pratocol
~ S5H Version 2 (encryption:aes2S6-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 1252
Padding Length: ii
v Key Exchange
Message Code: Key Exchange Init (28)
Algorithms

F-IL DL



v Algorithms
Cookie: 47a96215afc520@3180b60342370a185
kex_algorithms length: 315
kex_algorithms string [truncated]: curved48-chaSl2,curve25519-sha2se,curve2s519-cha256@libssh.org, ecdh-cha2-nistp256,ecdh-cha2-nistp384,ecdh-sha2-nistp52l,dif
server_host_key_algorithms length: 123
server_host_key_algorithms string: rsa-sha2-512,rsa-sha2-256,ssh-rsa,ssh-eddds,ssh-ed25519,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521, ssh-dss
encryption_algorithms_client_to_server length: 1383
encryption_algorithms_client_to_server string: aes256-ctr,aes256-cbe,rijndael-cbe@lysator.liu.se,aesl92-ctr,aesl92-cbe,aesl128-ctr,aesl28-cbe,chacha2e-polylies
encryption_algorithms_server_to_client length: 1389
encryption_algorithms_server_to_client string: aes256-ctr,aes256-cbec,rijndael-cbe@lysator.liu.se,aesl92-ctr,aesl92-cbe,aesl28-ctr,aesl28-cbe,chachaz@-polylies
mac_algorithms_client_to_server length: 155
mac_algerithms_client_te_server string: hmac-shal-258,hmac-shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-shal-96-etn
mac_algorithms_server_to_client length: 155
mac_algorithms_server_to_client strimg: hmac-zha2-256,hmac-shal, hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-shal-96-etm
compression_algorithms_client_to_server length: 26
compression_algorithms_client_to_server string: none,zlib,zlib@openssh.com
compression_algorithms_server_to_client length: 26
compression_algorithms_server_to_client string: none,zlib,zlib@openssh.com

DZAT Y RHFYR—RTBTITVALA

b. 4 —/\l& B B MKey Exchange InitX v £—J TIE&L, Y R—KNIBFIIVXLZEIVARNL
X7,

C.nSOXYE—JRERICRBEEND D, MAODN—FTAHFTILIVXL) AN EEREBL
F9, MADAITHR—RENTVWBRTILIVXALAICL—BHNHEDEHEERF. ROATY TICHIKE
o TEIWC—HITBIT7IIAVXLNBVEE, Y—NEIZAT7RDIVARNESELUL HR—
NIBDHRMDOFTIIVXLEBEBIRLET,

AdIZATRNEY—NFHBOTIIVXLICEETERVEES, F—BEFXRELET,

334 6.993250 10.186.51.72 18.565.54.8 S5Hv2 366 Server: Key Exchange Init

Frame 334: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits) on interface @
Ethernet II, Src: Cimsys_33:44:55 (8€:11:22:33:44:55), Dst: Cisco_3c:7a:99 (00:85:9a:3c:7a:00)
Internet Protocol Version 4, Src: 10.106.51.72, Dst: 10.65.54.8
Transmission Contrel Protocol, Sre Port: 22, Dst Port: 56127, Seq: 2@, Ack: 1285, Len: 312
« 55H Protocol
v 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 388
Padding Length: 4
v Key Exchange
Message Code: Key Exchange Init (28)
Algorithms

H—N—F—XHBOHH

3. ZM#E. Ml TkeyExchange7 T—AICAV), DHFEF—XrEFRAL THERZZERL., T—N
ZAatLE T,

a.PZAT > NEF—RTZERLPulicand Pivae, DH Group Exchange Init/\ Y N TDHABEF
—ZEELET, COF—RTR., BEF—OHELCERAEIET,

337 6.201114 19.65.54.8 18.186.51.72 S5Hv2 326 Client: Diffie-Hellman Group Exchange Init
Frame 337: 326 bytes on wire (2688 bits), 326 bytes captured (2688 bits) on interface @
Ethernet II, Src: Cisco_3c:7a:@@ (88:85:9a:3c:7a:88), Dst: Cimsys_33:44:55 (@0:11:22:33:44:55)
Internet Protocel Versien 4, Src: 10.65.54.8, Dst: 10.106.51.72
Transmission Contrel Protocel, Sre Port: 56127, Dst Port: 22, Seq: 13@9, Ack: 612, Len: 272
55H Protocol
~ 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)

Packet Length: 268
Padding Length: &
~ Key Exchange
Message Code: Diffie-Hellman Group Exchange Init (32)
Multi Precisicn Integer Length: 256
DH client e! 1485ab@eff368031363467ad6653967d5a64eac4734a5dek..
Padding String: 5cB1f2cffcds

-

254 T > NDHLABF — & Diffie-Hellman? )L — 7" X O #1 2i{t,

b.h—NEZTNBEDprwicandPrivaeF—RT7Z2ERLET, 7TA4AT7 > NOLRAF—EHBEOF



—RTEFERALTHEREEZTETS
cH—NIE, XROADZEHAL TExchange/\Y > 1 £5ELE T,

s DSAT > NERISTFES

« H—NIDXZFI

« U5 A4T > RKEXINITOXR A O— R

o H—)YKEXINITOXRA O— R

« RARF—ASOHY—NLEF— ( RSAF—KRT)
e 94T NDHLREF—

« H—/\DHABF—

- HERBF—

d\Y> 10 ER, Y—/NERSAMEBEF—2Z2FALT/N\YZ21IZBALEY,

e—NiE, KOARZEL XY —DH_Exchange_ReplyZER L £7,

s HT—NNORSALRHAF— (VAT MY —NZRATE2OZZETH L)

s U—NODHRRAF— (HEREEZFTEITDLY)

« HASH (MZEFX—E/\VvZ 15tE0—HTHB . Y—/NZRIAL. Y —NHFHLEuEZ
Y WML EZAIATEEY )

343 5.330017 16.186.51.72 18.65.54.8 SSHv2 358 Server: Diffie-Hellman Group Exchange Reply

Internet Protocol Version 4, Src: 10.186.51.72, Dst: 18.65.54.8
Transmission Control Protocol, Src Port: 22, Dst Port: 56127, Seqg: 1148, Ack: 1581, Len: 236
[2 Reassembled TCP Segments (832 bytes): #342(536), #343(298)]
S5H Protocel
w SSH Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 828
Padding Length: 8
v Key Exchange
Message Code: Diffie-Hellman Group Exchange Reply (33)
v KEX host key (type: ssh-rsa)
Host key length: 279
Heost key type length: 7
Host key type: ssh-rsa
Multi Precision Integer Length: 3
RSA public exponent (e): @leeel
Multi Precision Integer Length: 257
RSA modulus (N): 8898c7d23c%ababd738f87b5c2aeeledeS1bacs7978aa5af..
Multi Precision Integer Length: 256
DH server f: 3a17a8995531f12d4629a48ab6F25715bc1810a3debbec6793.
KEX H signature length: 271
KEX H signature: 80080€077373682d72736160009100691d2cBI6761bCTAEL...
Padding String: @oooeeeceeesssss

% — /\DHZ\ B — & Diffie-Hellman ¥ )L — 7 T # S 2%

f. DH_Exchange_Reply® Z{E#&. V7547 NIREUBFETN\Y 1 %258L, BELENY Y
1EBL, Y—/NORSALHAF—ZFEAL TESILLET,

9.2fELIEHASHZESLIBHEIC. VATV NI —NORREFT—2#BIZLBENHY X
T CORALIE, FBABCAICKI > TEBRETNETIRIIAAZTZHEAL TITONE T, iLAE
AFEELBEWVWEERE. T—NOREAF—ZZTANBIPESHEZIZATURIRELET,



A TFIRIINAAEEFEALBAVT/INA AICHISH TSSHERTHBRIC, H—/NDORBEF
—ZFHTRTANDEIORODBDRYTTIYTHARTENDENBYET, ERTS
ERICRYTTYTHARTENBVWRSICTRICE, Y—NNOFRARNF—ZFrv> 2
ICEMIBDEZBIRTEXT,



Warning 7 b

/i\H Continue connecting to an unknown server and add its
™ host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's R5A key details are:

Algeorithrm: ssh-rsa 2042
SHA-256:

vos:

If you trust this host, press Yes. To connect without adding host key to the
cache, press Mo, Te abandon the connection press Cancel.

Copy key fingerprints to dipboard

E Yes I""' Mo Cancel Help

H—/NORSAF¥—

4 ChTHEMBHIERESNLELD, BAORARSIABURZEALTINSORERBLERT
(HEMBREIESHLORREBZYERT ),

. BE{F—

.« VE—:Ch5l. EFIUTAERLTBEDICHBTLIULXLADANE LTHE
EhBEKTY

. BAMF—

F—XHOKRTIE, NEWKEYS XYV E—DORBIZL>TEHENET, COXYVE—JIZLKDT
. BUEBEFLBOITRNTOXYE—IACNSsOFHFLVWF—2FRAL TBS{LBELRVORES N
BLEZHASENFTT (FHLLF—ICK2T, HFILLF—RBES{tLEhTFEA ),

346 6.338368 18.106.51.72 l8.85.54.8 SSHv2 7@ Server: New Keys
347 6.365552 18.65.54.8 18.186.51.72 55Hv2 78 Client: New Keys

Frame 346: 7@ bytes on wire (568 bits), 78 bytes captured (568 bits) on interface @
» Ethernet II, Src: Cimsys_33:44:55 (B@:11:22:33:44:55), Dst: Cisco_3c:7a:@@ (@@:85:9a:3c:7a:@8)
» Internet Protocel Version 4, Src: 10.186.51.72, Dst: 10.65.54.8
» Transmission Contrel Protecel, Sre Port: 22, Dst Port: 56127, Seq: 1444, Ack: 1581, Len: 16
¥ 55H Protocol
v 55H Version 2 (encryption:aes256-ctr mac:hmac-sha2-256 compression:none)
Packet Length: 12
Padding Length: 18
v Key Exchange
Message Code: New Keys (21)
Padding String: @eeegceeceessseesssd

DZA4AT 2 NET—NOHFHLWF—



5 RBENDATY TR Y —EAVIIARNTY, V74T &, SSHY—EARAV I ITARNNT Y
RZEH—NICEFLTI—YRIAZMABLET. Y —/VIESSH Service AcceptX ¥ £—2 TRE
L., 947 RNCOJAEERLET, COXHEF, BYSThERL2BFyrIILENLTHT
bhET,

BYIE 5 ¥

* https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
» https://datatracker.ietf.org/doc/html/rfc4253
« DRADTIV AN R—BEXTO—R



https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://datatracker.ietf.org/doc/html/rfc4253
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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