ASA & Catalyst 3750X /) —X A4 Y F
TrustSec DEREFIE NT TN a—FT142T H
1R

&

BE
BIE&MY
=4
FRIZ I R—F b
BRIE
XY RI—UK
Traffic flow
ERIE
ip device tracking 13X > RZFER L 7= 3750X TOR— M FE
SoEf, SGT, B KLU SGACL @R —d ISE 5RE
ASA B KLU 3750X T?D CTS 58
3750X (BB ) BLTASA (FE ) TO PACZOEEDa_>J
ASA B LU 3750X TRIREBEDFH
3750X THHR— N EREIDREE L EA
3750X TOHRI S —DEH
SXPR# (JAF—ELTMHASA, AE—H—E L T® 3750X)
SGTACLZFERALEASATORNS 7490 74IRIVT
ISE (RBACL) 88D O—RULERVS—&FHLEIT0XTORNT 714V 90 74)L%1)
pavi
=
N Sl
PAC Z’OE> a_>Y
REQOEH
RS —OEH
SXP X
ASA T® SGACL
B E B R

B=

CNFEETIF, Cisco tF1T7EREEFIVT A P75 4A4F A (ASA) & Cisco Catalyst
3750X 1) —X A4 ¥ F (3750X ) £ T Cisco TrustSec (CTS ) ZFRE TR FEICODVWTHAL
£,



tFI1UF A4 TIN—F 8Y (SCT) EIPFRLABOIYEV Y EREBTZH. ASA
SGT Exchange Protocol ( SGT ) ZFALE T, RIC. SCTICEIKF7oVLA I~ NO—=JL U
ARZFEALT, RZ74Vv0ZT714IRVTULET, 3750X &k, A—IXR—ADT IR
>~ ~O—JL VAN (RBACL ) % Cisco Identity Services Engine (ISE ) A5& > >O—RL., ¥
NSICESVWTKRT 714V IZTAINRIILET, CORETIE. BEOBHEPTFHEID
TFINYTIZOVTEHBATRIESH, NTYRN LRILOFHZRLUET,

IR &4

RHF
ROEECEYTDEANZABS HRENET,

L.CTSOOAVKR—F B
. ASA & & T Cisco I0S @ CLI 2 E

FERATIIVR—F2 b
CORFIAYNOBHRE, ROYTRIIFEN-RITTON—DaVEETVTVET,

. CiscoASAVYT7 RIIT7 N—232 9.1 L&

- Microsoft ( MS ) Windows 7 & & ' MS Windows XP

. Cisco 3750X Y 7RI F7 N—23 2 15.0 LARE

- CiscOISEV 7RI T N—232 1.1.4 A&

CORFIXKNDERIE, BEOSRREICHDTNAAICESIVTHERENELE, COR
FIAIXPNTERATDIIXNTOFNA ARG, FI (F7 2D ) REORELSEBLTVET
o MRORXY ND—UNFEBEBPTHBIEEICE., EOLKSHBIOANRICDVTE, TOEEN

FECODVTHEICERLU THEBENfHVET,

i

XY ND—IR



ASA1
Dutside Go/o GO/1 [ rsiche
192.16E.1.1 192.164.2.1
E1/0/8 G1/0/
Vianlo Viano

G108
G1/0/2 3750X%-5 GLl/0/1
ISE Viani0 Vlan20
-[lD-J'-lE-IEE-.lIE'Iﬁ Tag: 2 Tag: 3

Tag name: VLANI1D Tag name: VLAM2D

Windows7 WindowsXP
192.168.1.200 192.168.2.200

Traffic flow
X, NZ74v 0 70—%23RLET,

. R—REREED =, 3750X % G1/0/11 XL G1/0/2 TRELE T,

- ISE (FFRRE, RRAl, BRETHIT142T (AAA) H—NELTHEREhET,

-MAC 7 RLA/NA/NA (MAB) l& MS Windows 7 OFRGEICERAENE T,

. IEEE 802.1x l&, AT ARAAFRANRELEES BV EEZRTEHIZ, MS Windows XP (Z

FRENhET,

EFEICEAIEN3E, ISE X SGT #iRL, 3750X FZN R T =By IV ICNAV RLUE
o T, MADAT—23>0OIP 7 RL A% ipdevicetracking Y RZFEAL TEHLE
FTo R, A4V FIESXP #EAL T, SGTEIPFRLABOIYE>VY F—7 )% ASA (C
EELET, MHID MSWindows PCIZ ASAZRTT7AINRNDIL—FT A2 THFHYVET,

SGTILXYEVIENEIPPRLANSORS 74 v 0% ASANZETSHE, SGT ICETWV
TACLEMERATEDLSICHRYET, Eh, 3750X £IL—2 (FHD MS Windows AF—= =
DOFTFILNTF—=RIIA ) ELTHEALTVSRESIE, ISEXASHA D O—REhERDS



—ICETSVWTRZ71v0&TANRIVITEET,

K, BEERIAEDATYTEZRLET, THTAOATY TICOVWTR, CORFIXNOD
TNThOEI A THULLBALET,

- ip device tracking Y > RZfEMA L 1z 3750X THR— KN3B3

- 8dl. SGT, H&VtEF1UTa1 JI—7F2€A I bO—J)L VAK (SGACL) DRV
> —DOFREA D ISE R E

. ASA B KT 3750X TD CTS &&E

. 3750X ( BE) ) B KRV ASA ( F8 ) TD Protected Access Credential (PAC ) ®7'OE> 3
-7

- ASA B KT 3750X THIRFEDEH

. 3750X TDOR— NFRIEDRELS &K TiE A

. 3750X TORD S —DEFH

. SXP R (UAF—ELTHASA, AE—H—&E L TD 3750X )

. SGTACLZEALEASATORNT 7490 74IR2VT

SEASAUO—RULERUS—EFERLEIISOXTORNTT714v D T4NRIYT

B

ip device tracking A > RZERA L 1= 3750X THR— MFERE

ZhiE, 802.1x £/ ld MAB O —fRHIBRERET T, ISELSTIUT A7 RBAEFEAL TLVDE
BIlZDH, RADIUS OFRAEE ( CoA) MIETT,

aaa new node

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

I Radi us COA

aaa server radius dynami c-aut hor
client 10.48.66.129 server-key cisco
server-key cisco

p device tracking

nterface G gabitEthernet1/0/1
description w ndowsxp

swi tchport node access

aut henti cation order mab dot 1x
aut hentication port-control auto
mab

dot 1x pae aut henti cat or

spanni ng-tree portfast

nterface G gabitEthernetl/0/2
description w ndows7

swi tchport node access

aut henti cation order mab dot 1x
aut hentication port-control auto
mab

dot 1x pae aut henti cat or



spanni ng-tree portfast

radi us-server host 10.48.66. 129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting

radi us-server vsa send authentication

SBRE, SGT, &V SGACL AR —0 ISE R&&E
ISE (Z1&. [Administration] > [Network Devices] TEREL =R Y KD —0 FNA AN MH EEHLE
T,

stlranles
CISCO  [dentity Services Engine

ﬂ Home  Oparalions = Policy ®  Administration =

== Gystem 5% |dentity Management [ [ Metwork Resources | &, Web Partal Management

Fetwork Devices |  Metwork Device Groups Extzrnal RADILIS Semvers RADIUS Semer Sequences S04 ABA Sarvers MAC Managers
P .
[ 1etwork Der Metwork Devices
[* J] JEdr eadd [yDuplicate | guimport @pExport » @ Generats PAC | 3¢ Delete » |
o Mame « [FfMask Location Type
[ Wetwark Devices ' = - - -
O 37s0x 10.48.66.10... All Locations All Device Types
O asa 10.48.67.15... All Locations All Device Types

| i Default Devics

MAB FREE % £ 9 % MS Windows 7 @154, [Administration] > [Identity Management] >
[Identities] > [Endpoints] TL> KR4/ NID(MACT7 RLR) ZERTHIHENHVYET,

N
CISCO Identity Services Engine

: Tl Operations icy w Administration
Home  Operations Falicy Administratior

=%= Systern | Zgb |denfity Management | g Metwork Resources |2£ Web Portal Management
ldentities Groups External ldentity Sources ldentity Source Sequences Settings
( o Endpoints
Identities P
[ M p] 2 E 1
- J Edit =pAdd M Delete » @almport »
- '.'D'.'
e = Endpoint Profile a MAC Address
— | Users
— 2 [] Cisco-IP-Phone 00:07:50:32:69:41
~— Endpoints » ) ,
L [] windows7 Workstation 00:50:56:99:4E:E2
[ | Latest Metwork Scan BEesults »

802.1x FRALZFEH T % MS Windows XP M54 . [Administration] > [Identity Management] >
[Identities] > [Users] T1—% ID ( 1—HHR ) ZHERTEIHLENF HYET,



st uan]s
CISCO Identity Services Engine

{4 Home Operations Palicy Administration

=%= Systern | Jeb |dentity Management = g Metwork Resources |28 Weh Portal Management

[dentities Groups External ldentity Sources ldentity Source Sequences Settings
f . Network Access Users
Identities
[ " P] J Edit <pAdd (i) Change Status »  @almport
o~ & -
N Status Name « Description

| Users ¥

. O] Enabled ¢ cisco
— Endpoints
— ’ ] Enabled € guest
[ Latest Metwork Scan Results »

J1—%%& cisco AfERAENET, chsOILFov)LEERAL T, MS Windows XP %
Extensible Authentication Protocol-Protected EAP ( EAP-PEAP ) AICEREL £,

ISE Tlk, F7 2L MORIRVS—HEREINET (ChEZELAVTIEEL ) . RAIC
MAB REEA MRS —, 2 FBHIC 802 1x RIAANFERAEhET,

stfuenlns
CISCO Identity Services Engine

& Home Oparations - Palicy = Administrafon w

| L) Authenbcalion | E‘ﬁ.ulhnrizaliun lﬁ. Profiling L"PiF"nﬂurE

[esj Chiemt Pravizioning =) Security Group Atesss &, Policy Elements

Authentication Policy

Diefine tha Authenticaton Policy by selecting the protocols that ISE should use b0 communicats with the network devicas, and fe idanily sources that it should usa Tor authentication.
Palicy Type ') Simple (= Rule-Based

* || MAB I | wired_Mam P | allow protocols | Allowed Protocal : Default NeZ) | and.. )
(B - ||Dotlx it [ wired_g02.1 3 | atlow protocols [Allowed Protocol ; Defaukt WD | and.. )
= || Wireless MAR |t | Wingliess_MAR i | alow protocols | Allowed Protecal : Default NeD | and..

* | [ Custem wireless | it | RagiusNas-Par - | allow protecals [allowed Protecal : Default NeD) | and..

B8 Default Rule (If no match) allow protocols | Allowed Protocol : Default Mel) | and usa identity source . | Imfernal Users

AR —EERET BICIE. [Policy] > [Results] > [Authorization] > [Authorization Profiles] T&2
A7O77ANEERTDHVEN HVYET, MSWindows7 D7OT77AI)IZIE, IXTHORS
74y oEHTTHL YU O— RTHER ACL ( DACL ) B8 1= VLAN10-Profile ZERL £ 7,



atfuanfus
CI5C0  [dentity Services Engine

ﬁ Home  Oparalions - Policy w Administration w

[z) Authenfication  [s) Authorizaion  [4 Profiing  |@ Posture  [c) ClientProvisioning  |) Security Group Access  © B, Policy |

Dicionarias  Conditions CELT
Fae = is Authorization Profiles = VLAN1O0-Frofile
£S5 e
Authorization Profile
| L)
== & Mame | LANLD-Profile |
r L Anthenticabion Description |
= L Authorization
= (0] Autharization Profiles “Arcess Type | ACCESS ACCEPT [ =]
i Blacihele \Wireless_Access
@ WA I' Common Tasks
2 Cisco_P_Phones BACL Name [PERMIT ALL TRAFFIC -]
i3 Denyhccess ]
5@ Permeaccess VLAN TagD 1 | Edit Tag |iDiame| 10
L]
@ - 4 O Wolce Domaln Permission
2 VLAHI00- VoiceProfie s
(@ VLANZO-Profie [ Web Authentication
5@ ianz
» (5 Downicadable ACLs [ Auto Smart Port
B T indine Prichors Mordes Profileo

MS Windows XP (Zl&, VLAN &S (20 ) B EHEORETH S VLAN20-Profile ZEAL £

o

ISE TSGT JIN—7 (27 ) ZF&RET SI_I1F. [Policy] > [Results] > [Security Group Access] >
[Security Groups] I-BEIL £,

E:ZUVBSERBRTEFR LA, 1ZR<RYDZEBS LI > THBNICBRELET,
RETEDDIESCTENHTT,

|I|Illlh
CISCo  Identity Services Engine

£ Home Operations Policy Administration w

[2) Authentication  [s] Authorization  [4] Profling [ Posture  [g ClientProvisioning  [) Security Group Access

Dictionaries Conditions Resulls

ff Faa=Tie Security Groups
( o] -
- JEdit gbaAdd  golmport @ Export » | M Delete » | () Push
= = o
Ll I W Name « SGT(Dec/Hex) Description
B Authentication
: — . M:T _ O Unknown o/ 0000 Unknown Security Group
s Z &t
= oo 00 vLAN1O 2 / 0002 SGA For VLAN10 PC
p— filing
: :' s O VLAN10O 4 /0004 Wlans For Phone
= [J vLrLAmM2O 370003 SGA For VLANZO PC

¥ | Clignt Provisioning
¥ ] Secunly Group Access
¥ | Security Group ACLs
* | Securfty Groups
» [ Security Group Mappings

* & m @



SGACL &4ER L T Internet Control Message Protocol (ICMP ) RS 7 4 Y UV ZFRI T3 ICIE,
[Policy] > [Results] > [Security Group Access] > [Security Group ACLs] ICEBBIL £,

sifuan]ue
CISCC Identity Services Engine

ﬁ Home Operations Policy Administration

|2, Authentication [8, Authorization [4) Profiling |@ Posture cs, Client Provisioning |=) Security

Dictionaries Condifions Results

Results Security Groups ACLs

[¢ - J:' ] : Edit :}- Add L'_;'_- Cuplicate 3 Delste « -G Push
> . e

¥ L Authentication

]

il

Mame . Description IP Version

== O I1cMP Permit All Icmp Traffic  IPv4
| Awthorization

* L Profifing
k[l Posture
b B Chient Provisioning

v | Securily Group Access
* | Security Group ACLs
b | Security Groups

k| Securily Group Mappings *

R —&ERT S IZIE, [Policy] > [Security Group Access] > [Egress Policy] ICBEL £,
VLAN10 & FRZ10 VLAN A VLAN10, F£hIFE VLAN2OREDORNZ 714 v 2I1ZI&. ICMP ACL 2 H
L &E9 ( permiticmp ) o

atlmsillng
CII00 (s Earrieey | s

iy Homa Cyardiussy =

__.l..n\qlra whin . ¥ Fufing e Fealis ks L1 P ~ 1 A Foloy Doy
[FTTLI it
Eqgr Piolbcy | Matrin Wiow)
A o Chear Mappany F] Ll e i A IENEE s
haia L - LA ARG LA
B w 2P g 2 0g
Lirir gy
i
e - J T |- [ B s
O AL & P TOACLE T AL W ey
]
e
Wllddd
QO reME
B Esble

AL —I)LERET Bk, [Policy] > [Authorization] ICBE L £F . MS Windows 7 ( $E®D
MAC 7 RL R ) ®BE. VLAN10-Profile ZEH L T VLAN10 8 KT DACL &, VLAN10 £\
SGT 2 >tFa1UFT«4 77077 4JL VLAN10 ZiBL £ 9, MS Windows XP ( FENI1—HF
) ®3HE . VLAN20-Profile ZHA L T VLAN 20 8K T DACL &, VLAN20 £ \\5 SGT 2% >t
174 7O774)L VLAN20 ZIRLE ¥,



sllnen]ne
CISCOo  Identity Services Engine

ﬁ- Home  Oparatons - Folicy = Administration

2 Aghentication | |@ Adthonzaton || |2 ProSin |= Paosture = Clignt Provisianin = Sacunty Group Access . Podicy Elamanis
| | ] = =1 g by P

Authorization FPolicy

Diedine the Authorzaton Palicy by condguing rutas basad on identity groups andlior other conditions. Drag and doop neas fo changs tha order

| First Matched Rule Applies -
Status  Fuls Mame# Conditions (identity groups snd other conditions) Parmissions
MAS AN T-CTS Radws Calling:Sla%or:D EQUALS 00: 505649 d¢:0 2 LA D Profiia WA D
= MAB-WGNXP.CTS RadwisUser-Mame EQUALS dsco VILARZD-Profile WLAMZD

SGTRADIUS BHZERREITDLEHDAAMY FE ASAREZKRTLET,

ASA LT 3750X TD CTS BE

EXNE CTSREZTOXEN HVWET, 3750X Tk, XV O—RFBHF—/N RV —%iE
ETRIHBENHYVET,

aaa aut horization network ise group radius
cts authorization list ise

ASA Tlk. AAA H—/XE. ZOH—/N\ETRT CTS DANBETT,

aaa-server | SE protocol radius
aaa-server | SE (ngnt) host 10.48.66.129
key * %k k k%

cts server-group | SE

A:3750X Tk, group radius IV > REER L TISEY—NZHATRNICEETDLEN H V)
7. Chid, 3750X FEB PAC 7OEY 3= 2#ATHLHTT,

3750X ( BB ) 8LV ASA (FB ) TOPAC 7OEYa =>4

CTSUVZT7RADETINA AR, OFNA AL > TEEEIADKRSIC, FBEET—N

(ISE) OFFFENBETT, < hlllE. Extensible Authentication Protocol-Flexible Authentication
via Secure Protocol ( EAP-FAST ) A& (RFC 4851 ) Z#AL &£J. COARICIE, PAC HiEH
DT IRNATN RIVETT, £, CO7OLA phased £ EFIEN, RFC TRHREHEE
NTVWEE A, EAP-FAST AH® PAC (C & Extensible Authentication Protocol-Transport Layer
Security (EAP-TLS ) OFEFEELRUO—-IAHY ET, PAC ZFEAL T phase2 OFEFLICHE
TEF17 N XI (phasel ) EILET,

3750X TMH PAC 7O >a=>4Y
3750X @ EHE PAC 7O 3= &Y R—KNLET, A4 YFEISE THE/NAD—R%EME

AUTPACZADO—RLET, <cO/NAT—RE&E ID & [Administration] > [Network
Resources] > [Network Devices] T ISE [CERETADHVEN HYWET, A4 Y FZERL,



[Advanced TrustSec Settings] €923 ZBRALTREEZFTVET,

* Advanced TrustSec Settings

m
I
m
1l
(=]
m
(A
L

Use Device ID for SGA
Identification

Device Id | z750%

* Password |.......... | [ Show

]
(i}
L

* Download environment data every | 1 | | Days - |

* Download peer authorization policy every | 1 | |Dav5 - |
* Reauthentication every | 1 | | Days - |

* Download SGACL lists every | 1 | | Days - |

Other SGA devices to trust this device
Motify this device about SGA configuration changes

PACICChSDILFUIY ) 2EASESICE. ROON RZAALET,

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D: C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D: C40A15A339286CEAC28A50DBBAC59784
I-1D 3750X
A-1D-Info: Identity Services Engine
Credential Lifetime: 08:04:40 UTC Sep 25 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC59784000600940003
010094F559DAE0C837D7847F2454CAD7E80B0000001351C8235900093A803D7D427BFB5C6F0FBBDF
7EDF0818C58FECF97F8BDECF1B115FB0240260ADA8CO6A46 AA2A64COEA2DB51E0E886768CA2D133D
2468D9D33339204BAA7E4CA2DESE37FF1EB5BCB343408E9847998E301C26DDC6F91711F631A5B4CY
C2CB09EAB028630A3B22901FE3EF44F66FD019D09D2C46D92283
Refresh timer is set for 2y24w

ASATMO PAC 7OEZ3Z> Y

ASARFEIPAC7OED AT DHEHYR—NLET, 2K, (RYKRT=T FNARA
IASA M ) ISE TFEITEXTAIHLENHETT,



Generate PAC

The Identity field specifies the Device ID of an SGA network device and is provided an initiator 1d by the EAP-FAST protocol.
If the Identity string entered here does not match that Device ID, authentication will fail.

* [dentity

* Encryption Key | see 00 ]
* PAC Time to Live | 1

|'1’ear5 v

Expiration Date 04 Jul 2014 13:31:35 GMT

Generate PAC Cancal

RIE, TEDT77A4)N&E (FTPBRET)A2AM—ILET,

bsns- asa5510-17(config)# cts import-pac ftp://ftp:ftp@10.147.25.80/ASA.pac
password ciscocisco
1 PAC I nported Successfully

bsns- asa5510-17(confi g)# show cts pac

PAC- | nf o:
Valid until: Jul 04 2014 13:33:02
Al D c40al5a339286ceac28a50dbbac59784
I-1D: ASA
A-1D I nfo: ldentity Services Engine
PAC-t ype: Cisco Trustsec
PAC- Opaque:

000200a80003000100040010c40al15a339286ceac28a50dbbac597840006008c000301
0003d64668f 2badc76e251683394b3d5690000001351d15dd900093a8044df 74b2b71f
€667d7b908db7aeea3229e61462bdb70f 46580bef 9425011126bbf 6¢c2f 4212ccdacf 08
c01ddbc7608c3alddeb996ba9bf bd1b207281e3edc9f f 61b9e800f 225dc 3f 82bd5f 794
7e0a86beeB8a3d437af 93f 54e61858bac877c58d3f e0ec6be54b4c75f ad23elfd

ASA 8 KT 3750X TOHOREDER

COBET, EE55OFNAAILEPACHELKAVARN=ILENTVET, £z, ISERET
—ZOX O O-RFEBHNCHBEIAET., COT—FRFELANICZITESETNSOEFT
. ASATIREODEHZRNIA—FBICEF., KOOV RZAADLET,

bsns-asa5510- 17# cts refresh environment-data

ASA L THREIDICE (BED SCT X T /BRI EZRTRIDCERFRTEREBAN, BTHRIAEIE
T)., ROOAN RZAHDLET,

bsns-asa5510-17(confi g)# show cts environment-data
CTS Environment Data

St at us: Active

Last downl oad attenpt: Successful

Environnent Data Lifetime: 86400 secs

Last update tine: 05:05: 16 UTC Apr 14 2007
Env-data expires in: 0: 23: 56: 15 (dd: hr: mm sec)
Env-data refreshes in: 0: 23: 46: 15 (dd: hr: mm sec)

750X LT Zz®HRI BT, ROON RTREOEFHZRNIA—-LET,



bsns- 3750- 5#cts refresh environment-data

TORRERATDICE, ROON RZAALET,

bsns- 3750- 5#show cts environment-data
CTS Environnent Data

Current state = COVPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Installed |ist: CTSServerlList1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-|1D C40A15A339286CEAC28A50DBBACS59784
Status = ALIVE flag(0x11)
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 m ns,

deadtine = 20 secs
Security Group Nane Tabl e:
0001- 60 :

0-47 :Unknown

2-47 :VLAN10

3-47:VLAN20

4-47:VLAN100O
Transport type = CTS_TRANSPORT_I P_UDP
Envi ronnent Data Lifetinme = 86400 secs
Last update tine = 05:33:49 UTC Thu Apr 7 2011
Env-data expires in 0: 16: 46: 50 (dd: hr: mm sec)
Env-data refreshes in 0:16:46:50 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

ChiZE, IXTORTE, TNSICHRBIBBHMAELLETVO-—RENATVSD LN RE
nEXY,

3750X THR— MRIEDRELE L THEA

IT50X ICIRIBEBT— A NMEb 2125, RAle ity 232 IC SCT AFEAEhTVWS C & Z2HER
TIBENBYET,

MS Windows 7 A" IEL<KFRALE N TWVWA e 2 IS ICE, ANIX RZAHLET,

bsns- 3750- 5#show authentication sessions interface gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699. 4eb2
| P Address: 192.168.1.200
User-Name: 00-50-56-99-4E-B2
Status: Authz Success
Donmai n: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLx- IP-PERMIT_ALL_TRAFFIC-51134bb2
SGT: 0002-0
Session tinmeout: NA
Idle tineout: NA
Common Session | D COA80001000001002B67334C



Acct Session I D 0x00000179
Handl e: 0x94000101

Runnabl e net hods i st:
Met hod State
mab Authc Success
dot 1x Not run

HACIE. VLAN1O & SGT 0002 B8 RTFFNXNTDORZT7 1Y VEFA TS DACL FEERAETHhTL
DEHFTRENEY,

MS Windows XP " IELKFREEE N TWAB C & 2RI DICE,. XOOX RZAHLET,

bsns- 3750- 5#sh aut henti cation sessions interface g1/0/1
Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699. 4eal
| P Address: 192.168.2.200
User - Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host nobde: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XxACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session timeout: NA
Idle tineout: NA
Common Session | D: COA80001000000FE2B67334C
Acct Session ID: 0x00000177
Handl e:  0x540000FF

Runnabl e net hods i st:
Met hod State
dotlx Authc Success
mab Not run

H A1k, VLAN20 & SGT 0003 8&TIXTORF 7 4 v UV ZFFA TS DACL FEAET ATV
DLHIRENET,

ip device tracking #EEIC L > T IP 7 RL AN RHE hET, DHCP A1 ¥ F%& DHCP AX—E
JURICBRETDIHENHYET, RIZ. DHCP AX—EVITBEDE, 94T KDIPT
RLANZBEINET, BRICREThLZIP7 RLADES (XDOHIZSH ). arp snooping #
BENERENET, T, PCRRAAIYFICHTIINTONTY NEIP FRLANKRETES
KSILEETIHENHBYET,

FNARARSYFITDEE, R—NETChEEDTBCEBLINY RAXEREAN B )
7,

bsns- 3750- 5#ip device tracking interface gl1/0/1
bsns- 3750- 5#ip device tracking interface gl/0/2
bsns- 3750- 5#show ip device tracking all

| P Device Tracking = Enabl ed

| P Device Tracking Probe Count = 3

| P Device Tracking Probe Interval = 30

| P Device Tracking Probe Delay Interval =0

| P Addr ess MAC Addr ess Vlan Interface STATE



192. 168. 1. 200 0050. 5699. 4eb2 10 G gabi t Et hernet 1/ 0/ 2 ACTI VE
192. 168. 2. 200 0050. 5699. 4eal 20 G gabi tEthernet1/0/1 ACTI VE

Total nunber interfaces enabled: 2
Enabl ed i nterfaces:
G1/0/1, G1/0/2

3750X THRY > —DEH

3750X & (ASA EIFEABY) )ISEASKRI—2FTVVO—RTEXRT, RUZ—=2X I 0O—
RLUT, BRATDHEIC, ROON RTI7T50X ZEMICTRIHRENHYET,

bsns- 3750- 5(confi g) #cts role-based enforcement
bsns- 3750- 5(confi g) #cts role-based enforcement vlan-list 1-1005,1007-4094

BHCLEVWE, RUZ—2FJ2O—-RLTEAM AR —IILENT, BRAThELRA,
RI—OBEHZRN)A—FBICE, AOOAIXV REZAHLET,

bsns- 3750- 5#cts refresh policy
Policy refresh in progress

ISEASKRI—AFIVVO—RENTVR L ZBAETAICEK, AOOAN RZADLET,

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based pernissions default:
Permt |P-00

I Pv4 Rol e-based permnissions fromgroup 2: VLANLO to group Unknown:
| CWP- 20

I Pv4 Rol e-based permissions fromgroup 2: VLAN1O to group 2: VLAN1O:
| CWP- 20

| Pv4 Rol e-based permissions fromgroup 2: VLANIO to group 3: VLAN20:
| CWP- 20
Deny | P-00

HAOLKE, RUS—OBEBRBIOKXAN ATV O—REATVRENTENET,

CTSUZIRTIE. NTYRNIEETHKARND SGTHEENTHY ., BET/NM1 ATiHEHAZh
£9, 2FY, NTYNIEERHL,S, BERANIEEBERENTVIREDT/NA AKX
ThET, TOFNA AR, EEEGTAETAEEAOFRAND SGT Z2iRBELTH Y., EET
SGT Z#HIXBEGENTY NZBEDNHESE SCT ICHFAXRLIFIERIZIMLENf HDEEREBL TV
%, BRARKANERY)ET,

CORE, ISEASHAIVVO—RENERV—IZETEXT,

COIFIATR, IXNTORVD—HFRXIOO—RENET, L, MS Windows XP DFE
ity > 3> (SGT=VLAN20 ) 22 U F L ZEE. VLAN20 ([CXIST DRI — (AY ) 2R
AYVFHAXVO—RITBIHVEBEREHYEREA. ChiE, AMYFICERENLEETDOSGCTHSD
TFINA AN TR LBV ESHTT,

[Advanced (Troubleshooting)] o< a > ICik, 750X AX D O—RITB2MBENHBIRIS—%
RETDHZEE. NTY N LRILOBANF RENET,

SXP i (UARF—ELTDASA, AE—H—& L TD 3750X )



ASA TlF SGT #HR—KRENTVWEHA, SGCTEZHEDITXTOTL—AH ASAIC&K>T RO

YTENET, chtf, 750X A" SCT DRI FETL—L%Z ASA ICIAETERVERTT, %
DRDYIZ, SXPHAEAEhET. COZ7ORILTE, PFPRLAESCGTEAOIYETTIC
BEIBPARAAMYTFHLSOEREZFEIDENTEET., TORHBEHEAL T, ASATR., IPTR
L A% SGTIZXYYE>YY L., SGACLIZETVTRETDCENTEET,

AE—H—&LTI750X ZRETHICEF, ROONZ RZAHDLET,

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.1 password default mode local

JAFT—ELTASAZRETDICE, ROOX RZAHLET,

cts sxp enable

cts sxp default password *****

cts sxp default source-ip 192.168.1.1

cts sxp connection peer 192.168.1.10 password default mode local listener

ASAARYEVT#ZREBLIECEZERIBZICEF, KOOV RZABLET,

bsns-asab5510- 17# show cts sxp sgt-map ipv4 detail
Total nunber of |P-SGI nmappings : 2
Total nunber of |P-SGI nappi ngs shown: 2

SGT . 2: VLAN1O

| Pv4 : 192.168. 1. 200
Peer | P :192.168.1.10

I ns Num 1

St at us . Active

Seq Num . 49

SGT . 3: VLAN20

| Pv4 . 192.168. 2. 200
Peer | P :192.168.1.10

I ns Num 1

St at us . Active

Seq Num 39

c T, L1.=JE IP7 RL X 192.168.1.200 DEE/NT Y b2 ASANFZRETDE, TONTY K
% SCT=2 M SBBELEADISICAEBTEXRT, EFETIP 7 RLA A 192.168.200.2 DIHFE
. SCT=83ASERFELENPDLSICREBTEXRT, ARBCEN, BEIP TRLALCEHTRR
WET,

A:3750XIE, BEMNITSNIERANDIPT RLAZFRATIZEN HYVET, hid,
T/\’f7\® RZYETIZEWITONAET, IV R KFAANDBENICREENLZIPT I\I/7\
DHZE. AAMYTRBARICINTONTY h2ZEIIBENHYVET, ChiC&L2T,
IPTFNAADRNZYFITARN)F— ‘c‘_‘ﬂ IP7 RLAFBREENT SXPEFHZ N H—

TNET, SGT DAANBEETNTVEIHEE, SXP TREFBEhFEEA,

SGTACL ZERHULEASATORNZ 7490 740V EBVT

KIZ, ASARREFIVIOZRLET,



interface Ethernet0/0

nanei f out si de

security-level 0O

i p address 192.168.1.1 255.255.255.0
1

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192.168.2.1 255.255.255.0

ACL A ¥EREh, MEBA > R—7 I ACEAEhET, SGT=3 #*S5 SGT=2 ( VLAN10 &\ >
)ANDITNTDICMP RZ 74V ONFFATEhERT,

access-list inside extended permt icnp security-group tag 3 any security-group
name VLAN1O any
access-group inside in interface inside

X RVBSRILBREIEBEZHEATEERY,

EETTIP T RL A 192.168.2.200 ( SGT=3 ) ® MS Windows XP A5 IP 7 RL A
192.168.1.200 ( SGT=2 ) ® MS Windows 7 | ping % &, ASA FERZBELE T,

9%ASA- 6- 302020: Built outbound | CVWP connection for faddr 192.168. 1. 200/0
(2: VLAN10O) gaddr 192.168.2.200/512 | addr 192.168. 2. 200/ 512( 3: VLAN20)

Telnet TEIL C & ZEADE, NSZT714v 0N 7OV 0&ENhET,

Deny tcp src inside:192. 168. 2. 200/ 2478( 3: VLAN20) dst outside: 192. 168. 1. 200/ 23
(2: VLAN10) by access-group "inside"

ASAICIFRYWZBLDBREAT2aNHYIET, EEREREOBEAEICEFIUT 1 RTEIP
FRLAOEFZFERTDIENTEEXT, COIL—ILTIK, SGTRI =3, IPF7RLA
192.168.2.200 A*' 5 SGT X A" VLAN10 E WS BRI THREFAN P RL AH 192.168.1.200 N
OICMPI— "Z 714V O%FALET,

access-list inside extended permt icnp security-group tag 3 host 192.168. 2. 200
security-group name VLANLO host 192.168.1.200 echo

CNEFTDIIURN IIN—TTRITTEET,

obj ect-group security SGT-VLAN 10
security-group name VLANLO

obj ect-group security SGT-VLAN 20
security-group tag 3

obj ect-group network host1l

net wor k- obj ect host 192.168. 1. 200
obj ect - group network host2

net wor k- obj ect host 192.168. 2. 200
obj ect-group service my-icnp-echo
servi ce-object icnmp echo

access-1ist inside extended pernmt object-group ny-icnp-echo

obj ect-group-security SGT-VLAN 20 obj ect-group host2 object-group-security
SGT- VLAN- 10 obj ect-group host1

ISE (RBACL) #8549 O—KLERUS—EFERALE 750X TORS T 499 71421



>J

AAYFICO—AIL RV —BERTDEETRETT, L, COBICIKISEASH IO
—RENERVS—DAEELTVET, ASATEZETNTWVWBRUD—TIE, 1 2OJIL—JLICIP
7 RLAE SGT ( 8K Active Directory A SN I1—HE ) DA EFERA TN FAEIE

To AMYFTERENATVWRBRI— (O—HILEISEHNSOFEE ) Tlk, SGT OANFFAIE
NET, L=IICIPTRLAZFEATZCENVERBEEF, ASATO7AIINR) T =#HE

LEY,

MS Windows XP & MS Windows 7 B ®D ICMP RS 7 1 Y IO TARENET, CcOEH, T7
AINT—KRDI A% ASA H S MS Windows £ 3750X ICZETHIHRENH) ET, 3750X
WCEIN—=—TFT AT AER=TIAANBY), NTYRZEIL—FTAITTEERT,

interface VI anl0

i p address 192.168. 1. 10 255.255.255.0
!

interface VI an20

i p address 192.168. 2. 10 255.255.255.0

RIZ—RISELSTITIEHAVYO—REATVET, TNSORV—ZHBIEITRICE. XD
AN RZEAALET,

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based permnissions default:
Permt |P-00

| Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

| Pv4 Rol e-based perm ssions fromgroup 2: VLAN1O to group 2: VLANI1O:
| CVP- 20

| Pv4 Rol e-based perm ssions fromgroup 2: VLANLIO to group 3: VLAN20:
| CVP- 20
Deny | P-00

VLAN10 ( MS Windows 7 ) 7' S VLAN20 ( MS WindowsXP ) AD RS 7 1 ¥ Y&, ISE HSHY
>~ O— K& hi- ICMP-20 ACL DRRTT,

bsns- 3750- 5#show ip access-lists ICMP-20
Rol e- based | P access list | CvWP-20 (downl oaded)
10 pernit icnp

ACLHEREIBICIE. ROOAXY RZAHLET,

bsns- 3750- 5#show cts rbacl
CTS RBACL Policy

RBACL | P Version Supported: |Pv4d

name = Deny | P-00

I P protocol version = |PV4
refent = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

deny ip



name = ICMP-20
| P protocol version = |1PV4
refcnt = 6
flag 0x41000000
stale = FALSE
RBACL ACEs:
permit icmp

nanme = Permit IP-00
| P protocol version = |1PV4
refecnt = 2
flag = 0x41000000
stale = FALSE
RBACL ACEs:
pernmit ip

SGTRYYEVTZHALTHADKRARNYSORZ T4 Y INELLRINFHEhTWE L%
BEIBICE, AOOAXV RZAHLET,

bsns- 3750- 5#show cts role-based sgt-map all
Active | P-SGT Bindings Information

| P Addr ess SGT Sour ce
192. 168. 1. 200 2 LOCAL
192. 168. 2. 200 3 LOCAL

| P-SGT Active Bindings Sunmary

Total number of LOCAL bi ndi ngs
Total nunmber of active bi ndi ngs

I
NN

MS Windows 7 ( SGT=2 ) &' 5 MS Windows XP ( SGT=3 ) A ® ICMP & ACL ICMP-20 T+%'IZ
HWELEXT. 2H53\ORZT74YI0HIE (15BOFAETHENTYN) ZFIVIT
PLLET, ChZzeBRETEEY.

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted
2 0 0 0 1695 224

2 2 0 - 0 -

* * 0 0 133258 132921

2 3 0 0 0 15
Telnet HV >V 2OFERZEAD E, ERENALENT Y NFFEMUET (ICMP-20 ACL TREFAE
nNTLWEEA ),

bsns- 3750- 5#show cts role-based counters

Rol e- based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted



2 0 0 0 1695 224

2 2 0 - 0
* * 0 0 133281 132969
2 3 0 2 0 15

E HIACRRENBTARIAVHNXFR., ZIFHFERATVEVIXNTORNST 719D
ICBHEL TVWET(ISEDMatrixTlk, Z0F & Tikunknowne HiEh, 2T ESO0ZERAL
x£9).

O F—D—R(ISETER ) ZRFDOACLIVNUNHZHBE. XWITBNTY NOFHER
TEhiz7o>aviE, ACLELTOY F—D—RZHEALTRERENIET,

TR

REFIECOLTE, B2 ORELISIVEBBLTILEE L,
NZ7L>1—b

PAC 77O0E> a=>%

BEPAC7OEDIZVIJZFEATHIEHBEN $DLSICBAZHENHYET, RADIUS ¥
—NICiE pac F—D—REZFEATHCEERATHVTLSEZ VY, 3750X THOEE PAC 7'OE
2a”_>J Tk, EAP-FAST AR &, Microsoft ® Challenge Handshake Authentication Protocol
#EA T BHEH R D Extensible Authentication Protocol ( EAP-MSCHAPV2 ) SR2SEZ2FRHL £
o TINYTDORRIC, BHD RADIUS XY E—IARFRENET, chsik, BAEAICKREL L
ID £/NAT— RT EAP-MSCHAPV2 2 T3, 17 ORI ZBEITDLEHICEAL L
EAP-FAST X2 I—>3a>0—%7TY,

&¥®O RADIUS EXRTlE, ChA PACERTHSD &% ISE ICBHT S 1=8H(C AAA service-
type=cts-pac-provisioning Z#ERAL £ 9,

bsns- 3750- 5#debug cts provisioning events
bsns- 3750- 5#debug cts provisioning packets

*Mar 1 09:55:11.997: CTS-provisioning: New session socket: src=

10. 48. 66. 109: 57516 dst=10. 48. 66. 129: 1645

*Mar 1 09:55:11.997: CTS-provisioning: Sending EAP Response/ldentity to

10. 48. 66. 129

*Mar 1 09:55:11.997: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:
*Mar 1 09:55:11.997: CTS-provisioning: |INCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:11.997: CTS-provisioning: Received RADIUS chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.006: CTS-provisioning: Received TX PKT from EAP net hod

*Mar 1 09:55:12.006: CTS-provisioning: Sending EAPFAST response to

10. 48. 66. 129

*Mar 1 09:55:12.006: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:
*Mar 1 09:55:12.106: CTS-provisioning: |INCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.115: CTS-provisioning: Received RADIUS chal | enge from



10. 48. 66. 129.

*Mar 1 09:55:12.744: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.744: CTS-provisioning: Sending EAPFAST response to

10. 48. 66. 129

*Mar 1 09:55:12.744: CTS-provisioning: OJUTGO NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.844: CTS-provisioning: |NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.844: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.853: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.853: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.853: CTS-provisioning: OUTGO NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.853: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.861: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.861: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.861: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.861: CTS-provisioning: OUTGO NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.878: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.878: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.886: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.886: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.886: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.895: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.895: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.895: CTS-provisioning: Received TX _PKT from EAP net hod

*Mar 1 09:55:12.895: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.903: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.912: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.912: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*Mar 1 09:55:12.920: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.920: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.920: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.928: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.928: CTS-provisioning: Received RADI US chal | enge from

10. 48. 66. 129.

*NMar 1 09:55:12.970: CTS-pac-refresh: PAC C40A15A339286CEAC28A50DBBAC59784
refresh timer has been set for 20y30w

*Mar 1 09:55:12.970: CTS-provisioning: Ignoring key data.

*Mar 1 09:55:12.979: CTS-provisioning: Received TX _PKT from EAP net hod

*Mar 1 09:55:12.979: CTS-provisioning: Sending EAPFAST response to 10.48. 66. 129
*Mar 1 09:55:12.979: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.995: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.995: CTS-provisioning: Received RADIUS reject from 10.48.66.129.
*Mar 1 09:55:12.995: CTS-provisioning: Successfully obtained PAC for A-ID
c40al5a339286ceac28a50dbbac59784

*Mar 1 09:55:12.995: CTS-provisioning: cts_provi_server_cl eanup: 10.48.66.129
*Mar 1 09:55:12.995: CTS-provisioning: work conplete, process termninating.

HHDE&%ED RADIUS reject i, T TICPACEZFELTHY ., Th LRI OEA % ik
LBEN2EDT, FHEhTWLWET,

ISE EDZDMINTOBEEIC PACHBETHBIEZEATHVTILKEEZV, £EL, PAC
FREWHEETE, AMYTFRBEESCNERRTRETLEIRI—OEHMEZATLET. TOR

. RADIUS E3RI(Z cts-opaqueue (PAC) ZEBMULAWESH, BENKELET,

PAC ¥F—ABiE>TVBEFEE, KNDIT— XY tE—IHISEICRRENET,

The Message- Authenticator RADIUS attribute is invalid



T, PACF—/HFREE->TVBEE. AMYFTOTFT/VY T ( debug cts provisioning + debug
radius ) ICKRVROE DA RRENET,

Apr 20 10:07:11.768: CTS-provisioning: Sending EAP Response/ldentity t

Apr 20 10:07:15.325: RADIUS(0000024B): Request timed out!

Apr 20 10:07:15.325: RADIUS: No response from (10.62. 84. 224: 1645, 1646) for
id 1645/ 37

B O radius server REZEZFAL TV DFE., ADELSICRREIET,

radi us server KRK-1SE
address ipv4 10.62.84.224 auth-port 1645 acct-port 1646
pac key CISCO

¥:ISET X, [Device Authentication Settings] TERLEENDERU/NAT—REZFEHRTS
PDENFBHVET,
PAC 7OEZAaZUVIUNERBIZETEND E, ISEILRDELSICRTENET,

Authentication Summary

Logged At: June 26 2013 1:36:32.676 PM
RADIUS Status: FAC provisioned

MAS Failure:

sername: 3780

MAC/IP Address: BC:16:65.25:A5.00

Metwork Device: 3750K : 10.48.66.109 -
Allowed Protocaol: MDAC SGT _Semnice

ldentity Store: Internal CTS Devices

Authorization Profiles:
SGA Security Group:
Authentication Protocol : EAP-FAST(EAP-MSCHARZ)

MEOEH/

REODEFHZHEAL T, SCTESERRNNIEFTFNATVRELNBET—RZ ISELSEEBLET,
NTY R LRIIZE, 320 RADIUS ERDATHBICENRREN, BETIHELERY,

BYNDEXRT, AAM4 Y FIE CTSServerlist DBRFZZTEYET, 2BBNDERT, A4V FRE*
DIVANDHEMAZZTEY), ZROERTRERTEZBHOMNVWETANTO SGT 2F HHY ET

o



No. |Source Destination | Pruto-call Length | Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request(1l) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=389)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
410.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.66.109 RADIUS 396 Access-Accept(2) (1d=168, 1=368)

RUthenticator: DIb/ZC4290e05934 170643 15eeubaduc
[This i i ! = i 5]
[Time from request: 0.008000000 seconds]
= Attribute Value Pairs
= AVP: 1=14 t=lUser-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
AVP: 1=58 t=Class(25): 434143533a30613330343238313030303031343033353143. ..
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
AVP: 1=18 t=Message-Authenticator(80): ac8e7b6f0d59da776fodbflffaddbafl
AVP: 1=39 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=33 t=Cisco-AVPair(l): cts:security-group-table=0001-5
= AVP: 1=46 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=40 t=Cisco-AVPair(l): cts:security-group-info=0-0-00-Unknown
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=ffff-0-00-ANY
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=2-0-00-VLAN1O
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=3-0-00-VLAN20

jq = w v w

F72) NDSGTO, ffif. BLRUV2DDNAZLERNRRENET, SGTRIT20BZHIIE
VLAN10T, SGTXR T 3N EBiEVLAN20T T,

i IXTORADIUSERICKEK., PACTOES D a=Z>J DR E LU Tcts-pacopaque FZEENE
L2



No. |Source Destination Protocol| Length| Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request (1) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=309)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
4106.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.606.109 RADIUS 396 Access-Accept(2) (id=168, 1=368)

¢ Raw packet data
b Internet Protocol Yersion 4, Src: 10.48.66.109 (160.48.66.109), Dst: 10.48.66.129
v User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
« Radius Protocol
Code: Access-Request (1)
Packet identifier: 0xa6 (166)
Length: 319
Authenticator: 60a2c@dbab563d6adfdb44910f646d%e
[The response to this request is in frame 2]
= Attribute Value Pairs
= AVP: 1=203 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=197 t=Cisco-AVPair(l): cts-pac-opaque=\000\002\000\2604000%003\000%\0
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=28 t=Cisco-AVPair(l): cts-environment-data=3750X
AVP: 1=18 t=User-Password(2): Encrypted
AVP: 1=6 t=Service-Type(6): Dialout-Framed-User(5)
AVP: 1=6 t=NAS-IP-Address(4): 10.48.66.109
AVP: 1=18 t=Message-Authenticator(80): al6f5aea9aflcb47abb8do6d229eecec?

4

L A - 4

SGT 3750X Tk, 3 2D INTD RADIUS BEEZTNICXHBITD VAN, UANDFM, &&
CHED SCTATIUANIDVWTTFNY ITHARRENET,

bsns- 3750- 5#debug cts environment-data all

*Mar 1 10: 05:07.454: CTS env-dataé&col on; cl eanup ntast SGT table

*Mar 1 10: 05:18.057: CTS env-data&col on; Force environnent-data refresh
*Mar 1 10: 05:18.057: CTS env-data&col on; downl oad transport-type =
CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18. 057: cts_env_data START: during state env_data_conpl ete,
got event O(env_data_request)

*Mar 1 10:05:18.057: @@ cts_env_data START:. env_data_conplete ->
env_data_waiting_rsp

*Mar 1 10:05:18.057: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.057: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.057: cts_env_data_is_conplete: FALSE, req(x0), rec(x0),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)AAA req(x7C3DF10)

*Mar 1 10: 05:18.057: cts_aaa_attr_add: AAA req(0x7C3DF10)

*Mar 1 10:05:18.057: user nane = #CTSREQUEST#

*Mar 1 10: 05:18. 057: cts-environnent-data = 3750X

*Mar 1 10: 05:18.057: cts_aaa_req_send: AAA req(0x7C3DF10) successfully sent to AAA

*Mar 1 10: 05:18.083: cts_aaa_call back: (CTS env-data)AAA req(0x7C3DF10)
response success



*Mar 1 10: 05:18.083: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (275).

*Mar 1 10:05:18. 083: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18. 083: AAA attr: security-group-tag = 0000- 00.

*Mar 1 10: 05:18.083: AAA attr: environment-data-expiry = 86400.
*Mar 1 10: 05:18.083: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.083: CTS env-data&col on; Receiving AAA attributes
CTS_AAA SLI ST
slist name(CTSServerListl) received in 1lst Access-Accept
slist name(CTSServerlListl) created
CTS_AAA SECURI TY_GROUP_TAG - SGTI = uni cast - unknown- 00
CTS_AAA_ENVI RONVENT_DATA_EXPI RY = 86400.
CTS_AAA_SGT_NAME LI ST
tabl e(0001) received in 1st Access-Accept
ol d name(), gen()
new nane(0001), gen(50)
CTS_AAA DATA_END
*Mar 1 10: 05:18.083: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.083: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.083: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.083: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl et el(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)
*Mar 1 10: 05:18.083: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_dat a_wai ting_rsp
*Mar 1 10:05:18.083: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.083: env_data_request_action: state = WAl TI NG_RESPONSE
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10:05:18.083: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)AAA req(x792FFDO)

*Mar 1 10:05:18.083: cts_aaa_attr_add: AAA req(0x792FFDO)

*Mar 1 10:05:18.091: user nane = #CTSREQUEST#

*Mar 1 10:05:18.091: cts-server-list = CTSServerlListl

*Mar 1 10:05:18.091: cts_aaa_req_send: AAA req(0x792FFD0) successfully sent to AAA

*Mar 1 10: 05:18.099: cts_aaa_cal |l back: (CTS env-data) AAA req(0x792FFDO)
response success
*Mar 1 10: 05:18.099: AAA attr: Unknown type (447).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (220).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (275).
*Mar 1 10:05:18.099: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18.099: AAA attr: server = c40al5a339286ceac28a50dbbac59784:
10. 48. 66. 129: 1812.
*Mar 1 10: 05:18.099: CTS env-data&col on; Receiving AAA attributes

CTS_AAA SLI ST

2nd Access-Accept slist name (CTSServerListl), gen(0001)
CTS_AAA_SERVERS
server (c40al5a339286ceac28a50dbbac59784: 10. 48. 66. 129: 1812) added

CTS_AAA DATA _END
*Mar 1 10: 05:18.099: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.099: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.099: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.099: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)



*Mar 1 10: 05:18.099: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)

*Mar 1 10:05:18.099: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_data_wai ting_rsp

*Mar 1 10:05:18.099: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE

*Mar 1 10: 05:18.099: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)Using private server group

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.099: cts_aaa_req_setup: (CTS env-data)AAA req(x7A6C4AAC)

*Mar 1 10:05:18.099: cts_aaa_attr_add: AAA req(0x7A6CAAC)

*Mar 1 10:05:18. 099: user nane = #CTSREQUEST#

*Mar 1 10: 05:18.099: cts-security-group-table = 0001

*Mar 1 10: 05:18.099: cts_aaa_req_send: AAA req(O0x7A6C4AAC) successfully sent to AAA

*Mar 1 10: 05:18.108: cts_aaa_cal |l back: (CTS env-data) AAA req(0x7A6CAAC)
response success
*Mar 1 10: 05:18.108: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (275).

*Mar 1 10: 05:18.108: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.108: AAA attr: security-group-info = 0-0-00-Unknown.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = ffff-0-00-ANY.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 2-0-00-VLANLO.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 3-0-00- VLAN20.

*Mar 1 10: 05:18.108: CTS env-data&col on; Receiving AAA attributes
CTS_AAA_SGT_NAME_LI ST
tabl e(0001) received in 2nd Access- Accept
ol d name(0001), gen(50)
new nane(0001), gen(50)
CTS_AAA SGT_ NAME_INBOUND - SGT = unicast-unknown-00
flag (128) server name (Unknown) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME INBOUND - SGT = unicast-default-00
flag (128) server name (ANY) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME_INBOUND - SGT = 2-00
flag (128) server name (VLAN10) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = 3-00
flag (128) server name (VLAN20) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME_ENTRY on
CTS_AAA_DATA_END
*Mar 1 10: 05:18.108: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.108: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.108: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.108: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.116: cts_env_data_is_conplete: TRUE, req(x2085), rec(x2C87),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10:05:18. 116: cts_env_data ASSESSI NG during state env_data_assessing,
got event 4(env_data_conpl ete)
*Mar 1 10:05:18.116: @@@cts_env_data ASSESSI NG env_data_assessing ->
env_data_conpl ete
*Mar 1 10:05:18.116: env_data_conplete_enter: state = COWLETE
*Mar 1 10:05:18.116: env_data_install _action: state = COWLETE

RUS—OEH



RID—OEFE, RAAYFETOHRYR—RNENET, ChlE, RBOEHELATVET,
RADIUS DEREEICTEERE A,

AAYFRTFT7AILDN VARADINTDOACL ZERLET, RIC, BFTREV (FLREE
ELTLWEW) B ACLIC, BIOERZERFL THEZHELET,

R, ICMP-20 ACL 2ER I 2 I5EHZRLET,

No. I Source | Destination | Prntc-cnll Lengl:h| Info

310.48.66.109 10.48.66.129 RADIUS 375 Access-Request (1) (id=31, 1=347)
4 10, 48.66.129 10.48.66.109 RADIUS 235 Access-Accept(2) (id=31, 1=207)

510.48.66.109 10.48.66.129 RADIUS 390 Access-Request(1l) (id=32, 1=362)
1]
b Frame 4: 235 bytes on wire (1880 bits), 235 bytes captured (1880 bits)
b Raw packet data
¢ Internet Protocol VYersion 4, Src: 10.48.66.129 (10.48.66.129), Dst: 10.48.66.109
b User Datagram Protocol, Src Port: radius (1812), Dst Port: sightline (1645)
= Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x1f (31)
Length: 2087
Authenticator: 75c¢1a287476bb50b917480b9%41eeldll
[Time from request: 0.008000000 seconds]
= Attribute VYalue Pairs
P AVP: 1=14 t=User-Name(l): #CTSREQUEST#
FOAVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
FAYP: 1=50 t=Class(25): 434143533a30613330343238313030303031343042353143. ..
P AVP: 1=6 t=Termination-Action(29): RADIUS-Request(l)
b AVP: 1=18 t=Message-Authenticator(80): ebacc40303fc804ee71b587818c21330
= AVP: 1=24 t=Vendor-Specific(26) v=Cisco(9)
» ¥SA: 1=18 t=Cisco-AVPair(l): cts:rbacl=ICHNP-2
= AVP: 1=35 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=29 t=Cisco-AVPair(l): cts:rbacl-ace#l=permit icmp

MO ACL #i BT 321k, ctsrole-based enforcement ZEREL THLKRENF HHEEWUAT
BVTLEZTW,

TNV T TR, BENHIDPESHN (genIDICETVT ) BEEhET, BENFHBHEE.
BECISUTEHEWRIS —Z2TA2VARN=)IL, HILLWRUS—ZALAR=ITBDIENT
EEXT, chllE, ASICOT7OJZZI2T (N—RIIT HR—KN)HFEELET,

bsns- 3750- 5#debug cts all

Mar 30 02:39:37.151: CTS authz entry: peer(Unknown-2) Receiving AAA attributes
rcv rbacl list: flags: req(81)rcv(0)wait (80)prev(0)install (880)
- SGT 2-01:VLAN10
- SGT 2-01:VLAN10
current arg_cnt=8, expected_num args=11
3rd Access-Accept rbacl received name(l CMP), gen(20)
recei ved_pol i cyp- >sgt (2- 01: VLAN10)
exi sting sgt_policy(73FFDB4) sgt(2-01: VLANLO)
RBACL name (ICMP-20)f| ag(40000000) already exists



acl _|istp(740266C) ol d_acl _i nfop(0), exist_rbacl _type(0)
CTS_AAA_AUTHORI ZATI ON_EXPI RY = 86400.
CTS_AAA DATA_END

Mar 30 02:39:37.176: cts_authz_entry_conpl ete_action: Policy download complete -
peer (Unknown-2) SGT(2-01:VLAN10) status(RBACL-POLICY SUCCEEDED)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl = F1000003

Mar 30 02:39:37.176: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39:37.176: i p_version = 1PV6

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39:37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (C0000000)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl F1000003

Mar 30 02:39:37.176: sgt_policyp = 73FFDB4, sgt=(2-01: VLAN1O), magi c( BABECABB)
Mar 30 02:39: 37.176: i p_version = 1PV4

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39:37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (40000000)

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37.210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV6

Mar 30 02: 39: 37. 210: src-or-dst = SRC

Mar 30 02:39: 37.210: wait _rbm.install _ip_ver(C0000000)

Mar 30 02:39: 37.210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb: Waiting for nore RBM cal | back
for remaining I P version(40000000) RBACL policy(73FFDB4) for SGI(2-01: VLAN1O)
flag(41400001)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb:

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37.210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV4

Mar 30 02: 39:37. 210: src-or-dst = SRC

Mar 30 02:39: 37. 210: wait _rbm.install _ip_ver(40000000)

Mar 30 02:39: 37. 210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02: 39: 37.210: cts_authz_rbacl_install cb: Program RBACL policy(73FFDB4)
for SGT(2-01:VLAN10) flag(41400001) success

SXP 3#t

TFINAADIPT7RLAZBRERETDIPTFNAARNTYFT I—RICK2T, SXP OEFHHN b
JH—&ENEF, RIZ, Short Message Peer-to-Peer (SMPP ) 7O NI ZH L TEHHEE
ThET, ZOZ7ORNIIIE. Border Gateway Protocol ( BGP ) EE#IC. TCP A7~ 3> 19
ZRREICHEALE T, SMPP RAO— RIIBESILENEE A, Wireshark (ZIk SMPP R4 O— R
LR TBEIETFI-—ENB)ELEAYN, AFBOF—XORRIHETT,



Ho. | Source Destination Protocol| Length| Infe

J99% = SB15 y Ackml4753081901 Winm327638 Le

TCR T4 50154 = H4899 [ACK]| Seq=14T5381981 Ack=2R02T375980 Win=4128 1 on=0

192 16E.7.18 182.144.1.

1.1
A L4E, LGS, 1.1 182, 163.1,1 SAPP 9d SMIM Bind_receiver[Malforned 'acket]
5 19%, 168,1.1 162,164,108 TCP T4 64990 = BR154 [ACK] Seqe2E92737598 Acks1475381917 Wine32768 Lansd
G192, 16E. 1.1 192.168.1. 18 SHFPP i SHPP Eind Cranamilter[Hal forned Packel |
CABE. L. 19 1. sAPP 143 SHI'T Query_sm
a4 192, 166,1.1 192.1648,1. 18 TCP T4 64990 = 58154 [ACK] Seqe2B92737614 Acks1475381991 Wins32768 Len=d

FAntemet Protocol Yersion 4, Smod 192, 168, 1.10 (192, 168,.1.148], Dst: 1%, 168.1.1 (1%2,168.1.1)
b Transmission Control Protocol, Src Pert: 58154 (58154, Dst Port: 64999 (64999), Seq: 1475381917, Ack: 2692737614, Len: 74

- Shart Message Peor bo Pesr, Command: Query sm, Soq
Length: 74
Operabion: Query sm (BxAOOBEART)

Srnmarnr e 14

BREA B8 23 55 T: [A 32 be 16 RS 2% a5 42 4% AR 45 00

B1B BA 846 11 T B BA 1 A& 3B a% c@ 48 @l Ba ch all

B2p Bl 8L a3 2a fd =7 57 f@ Ba 9d a@ 7f ea 4e @b 18

Bip i BE 13 L. y

BB i ch

GETINNN 03 dd B

BER

BTR 3 !

BIHYNN 01 A3 B BR ol Al B A8 B1 PR A0

BGE  GENEPRCTT

- JPDOT—2X, c0a801c8 & 192.168.1.200 T, tag2 bV EF,
2FBOFT—2, c0a802c8 iF 192.168.2.200 T, tag3 HAHHET,
.3EFEBHDOFT—2Z, c0a80a02 ik 192.168.10.2 T, tag4 AW ET ( chik, BiEM
SGT=4 DT ANICFEAEhELE ),
KIZ, IPFNAARZYFTTMSWindows7 D IP 7 RLAZBREL RO 3750X TO T
Ny TZRLET,

bsns- 3750- 5#debug cts sxp message
bsns- 3750- 5#debug cts sxp internal
bsns- 3750- 5#debug cts sxp conn
bsns- 3750- 5#debug cts sxp mdb
bsns- 3750- 5#debug cts sxp error

Apr 7 00:39:06.874: CTS- SXP- CONN: sxp_process_nessage_event = CTS_SXPMSG_REQUEST
Apr 7 00:39:06. 874: CTS- SXP- CONN: sxp_process_request CTS_SXPMSG_REQ CONN_NVGEN
Apr 7 00:39:06.874: CTS- SXP- CONN: cts_get _next_sxpconn_cli

Apr 7 00:39:06.874: CTS- SXP- CONN: cts_get _next_sxpconn_cli

Apr 7 00:39:06.874: CTS-SXP-1NTNL: sxp_process_request bool ean set

Apr 7 00:39:06.874: CTS-SXP-1 NTNL: sxp_send_request set bool ean after

Apr 7 00:40:05.418: CTS-SXP-CONN:is_cts_sxp_rf_active

Apr 7 00:40:05.418: CTS- SXP- MDB: sxp_export _i psgt_change 192.168.1.200/32 add 1

K, ASATORISTETFNY T ZRLET,

bsns-asa5510- 17# debug cts sxp all

Y%ASA- 7- 776018: CTS SXP. Binding 192.168.1.200->2:VLAN10 from peer 192.168.1.10
(instance 1) added in SXP database.

%ASA- 7- 776019: CTS SXP: Binding 192. 168. 1. 200- >2: VLAN10 added. Update bi ndi ng
manager .

YASA- 6- 776251: CTS SGT- MAP: Bi ndi ng 192. 168. 1. 200- >2: VLAN10O from SXP added to
bi ndi ng manager.

%ASA- 7- 776014: CTS SXP: SXP received binding forwardi ng request (add) binding
192. 168. 1. 200- >2: VLAN1O.

ASA TRVWEBLDFNY T ERRTDICEK., FNYTHMALARILEZEMCLET,



bsns-asab5510- 17# debug cts condition level detail
debug cts condition level detail is enable

ASA T® SGACL

ASAN SXP TEZELRESCGTRYYEVIZELLKA VAN =ITDE, EF21UFTFa TI—T
ACLASELKHEELET, YNYEVTICHBENRELEHEEGRE. XROONRZADLET,

bsns- asab5510- 17# debug cts sgt-map

X1V T4 TIL—T%ZFEDACLIE., PZRLAXI—HIDICHITEIOEEF>L<KEAUKSIC
BEELET, OJICK > THBENBREICKEY), ERIC—HLEACLOINUNBESHICEYE
9,

RIZ, MS Windows XP 'S5 MS Windows 7 A® ping 2 RLET, chlllk, NT7Y N ML —
HAERICKEL TVWAZENRENTVET,

bsns- asab510- 17# packet-tracer input inside icmp 192.168.2.200 8 0 192.168.1.200
detailed
<out put onmitted>

Phase: 2
Type: ACCESS-LIST
Subt ype: | og
Result: ALLOW
Config:
access-group inside in interface inside
access-list inside extended permit icmp security-group tag 3 any security-group
name VLAN10 any
Addi tional Information:
Forward Fl ow based | ookup yields rule:
in id=0Oxaaf2ae80, priority=13, dommi n=pernit, deny=false
hi t s=185, user_dat a=Oxaa2f 5040, cs_id=0x0, use_real _addr, flags=0x0
protocol =1
src ip/id=0.0.0.0, mask=0.0.0.0, icnmp-type=0, tag=3:VLAN20
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=2:VLAN10, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

<out put onmitted>
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