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Home > Create a resource > Marketplace >

Create connection %

Basics Settings Tags  Review + create

Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute.
Learn more about VPN Gateway
Learn more about ExpressRoute o

Project details

Subscription * | cx-sec-tls v |
" Resource group * I x-sec-tls-rg v ]

Create new

Instance details

Connection type ™ (0 | Site-to-site (IPsec) LY |

Name * | vPNTuRne!1] |

Region * | East US v |

| Previous “ Next : Settings > | Download a template for automation Give feedback
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Basics  Settings Tags  Review + create

Virtual network gateway

T use & virlual network with a connection, it rmust be associated 1o a wirteal network gateway,

Virtual network gateway l VRGW il
Local netwaork gatewsy = | ASA n l-
Shared key (F5K) = l S

IKE Frotoool () kew1 (@) iKEv2

Use Azure Private [P Address D

Enable BGP (0

B To enable BGP, the SKU has 1o be Standard of higher,

IPsec / IKE policy () Defaul

) When using custom IPSeCIKE pokicies, please ersune that the custom setlings
are appropriately configured on the on-premise device for both initial tunnal
establshmaent and rekiey

IKE Phase 1 Encryplion * Integrity/FRF = DH Graup =
GOMAES2SG SHA3EB4 | DHGrm:PH ol

IEE Phase &{IPsec) (2 IPsec Encryption IPsec Integrity * PF5 Group *
AES256 v | | sMazsE | | Mone

IPsec 54 lifetime in Kilo8ytes = [1]

IPsec SA lifetime in seconds = (0 27000

Use policy based traffic selector Enable (LD

DPD timeout in seconds = [ 45

Cannecton Mode '.:' Derdauln f:j InatsatarCnly l::] ResponderOnly
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Effective routes

Scope
Network interface

Effective routes

4+ Download ) Refresh

o Showing only top 200 records, click Download above to see all.

Virtual machine (Jyoungta-ubuntu-azure)

Jyoungta-ubuntu-azurdse

Dashboard *> Resource groups » CX-SecurityTLs-ResourceGroup » jyoungta-ubuntu-azure - Diagnose and solve problems > Effective routes

NZ7)L>1—h

SOURCE STATE ADDRESS PREFIXES MNEXT HOP TYFE MNEXT HOP TYPE IP ADDRESS
Default Active 10.1.0.0/16 Wirtual network -

Virtual network gateway Active 192.168.100.0/30 Virtual network gateway AAAA

Wirtual network gateway Active 192.168.100.1/32 Wirtual network gateway AAAA

Virtual network gateway Active 192.168.2.0/24 Virtual network gateway AAAA

Default Active 0.0.0.0/0 Internet -

Default Active 10.0.0.0/8 MNone -

Default Active 100.64.00/10 Mone -

Default Active 172.16.0.0/12 MNone -

Default Active 192.168.0.0/16 None -

BENDECZA, COREICEIDIBEODRNS TN 2—F1200BREBEE A,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



