ASA DAP%ZE A L TAnyConnectDMACT RL
AZGETD

2E

BUdic
HIfE%R
2
FRIB I R—Fb
=b§~§HEB
EI"-Z"“‘E
=y hI—4H

ASATDEEE

ASDMT QE&E
HeE
>F A1~ ADAP 12T
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CcDRFIXDBNTE, AnyConnectiZEfICERAE D T/NAM AOMACT RL AZHERITH =D
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ROEBICETRHBIHDENHERENET,
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ASAv 9.18(4)

ASDM 7.20(1)

Anyconnect 4.10.07073
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CORFIXVNOERE. REOFRARELHATNARACETVWTEREhELEZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIIK ) RETHERZRBLTLE
T ZEBPORY RD—ITR, BANVV RICKDTREDAEMNHIEEE +TIHIEL T
<EZEW,

B

HostScanld. AnyConnectt* 17 EEUT A VAT NFRYRND—OLTHEFIUT 4R
) —ZBERATEDRSICITBYIRNIVITEDI-INTY, RANAF Y OQERIC, 775
ATURNFNARICBITRDEETTREFHMAINEES L, BISEEFIVFATTSATUA
(ASA)ICEREENET, chsOFEMICKE. TNAADARL—FT A1 VI AT AL, TAILAR
RITNDIT, 774T7I7F3—=)ILIYTRIIT, MACT RLABENEEFINET, A1V
DT VAR —(DAPEEZFERTRE, XY ND—UEBERI—HYIEellEFa1 VT 1
RV —BRBRETEET, DAPDendpoint.device MACEMSZFERL T, 94T N FINAAD
MACT7 RLAZERIEEZERENERV—EBELEY, BELEYTEERT,

EXTE
XY RND—IK

ROREFE, CORFIXYNOBITEARATZANROZZRLTVET,

outside

192.163.1.10 192.168.1.1

Anyconnect PC

ASATDERE

chlE, ASACLITOR/NREDRETY,

tunnel-group dap_test_tg type remote-access
tunnel-group dap_test_tg general-attributes
default-group-policy dap_test_gp
tunnel-group dap_test_tg webvpn-attributes
group-aliasdap_test enable



group-policy dap_test_gp internal
group-policy dap_test_gp attributes
vpn-tunnel-protocol ssl-client
address-pools value ac_pool
webvpn

anyconnect keep-installer installed
always-on-vpn profile-setting

ip local pool ac_pool 172.16.1.11-172.16.1.20 mask 255.255.255.0

webvpn

enable outside

hostscan image disk0:/hostscan_4.10.07073-k9.pkg

hostscan enable

anyconnect image disk0:/anyconnect-win-4.10.07073-webdepl oy-k9.pkg 1
anyconnect enable

tunnel-group-list enable

ASDMT DERE

CZTlk, ASDMTDAPL J—RZRETDHEICODVWTHBLET, COHITE.
endpoint.device MACEBMZ&MH & L THEATSH3DODAPL I—RZFRELE T,

- 01_dap_test:endpoint.device. MAC=0050.5698.e608
- 02_dap_test:endpoint.device. MAC=0050.5698.e605 = AnyConnectL> KR4 > N OMAC
- 03_dap_test:endpoint.device. MAC=0050.5698.e609

1.01_dap_teste WS BRIOHZ I DDAPZEREL £ T,

Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access Policies® JIE(Z
BEILET, AddEVUY UL, RICRT&LSIZ, Policy Name, AAA Attribute, endpoint
attributes, Action, User MessageZs&EL £ T,



| & Edit Dynamic Access Policy

Policy Namef| 01_dap_test

Description: ACL Priority: |0
rSelection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ALL of the following AAA Attributes values. .. w and the following endpoint atiributes are satisfied.

AAA Attribute Add Endpaint 1D Mame /Operation/Value Add

OperationValue

dsco.grouppalicy = dap_test_gp

Edit device MAC ["Cl[l 50, EEQE.EEUE\'"] = tru Edit
Delete Delete

Logical Op.

Advanced

<%

- AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specdified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

IAction: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

01_dap_test

User Message:

Cancel Help
ERADDAPDELE

AAABMED TN —T RIS —ZRELET,



[ Add AAA Attribute

| v

| B Growp Policy: = v cap_best_gp
(] Assigned 1Pv4 Address: | =
(] Assigned 1Pvé Address: | =

| ] Connection Profile: = DefaultRAGroup

(] scEP Required: E true

DAPLO—ROIIN—TRI> —DORE

IVRRANEHEDMACT RLAZRELE T,



' [B Edit Endpoint Attribute x

Endpaint Attribute Type: Device

() Fastiime? = 1| |
| [ 8105 Serisl Number: [-

[ ] Port Number (Legacy Attribute): E

[ ] TCPAUDP Port Number: |= | |TCP (IPv4)

|:]Fm'zu:y' Protection: = None (equivalent to Host Scan only)

|| HostScan Version: -

[_] version of Endpeint Assessment (OPSWAT): | =

I

DAPDOMACSRHDERE

2.02_dap_teste WS BRIN2EBE ODAPEREL £,



| & Edit Dynamic Access Policy

Policy Namef§ 02_dap_test
S—
Description: ACL Priority: |0

Selection Criteria

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

Add Endpoint ID Mame CperationValue Add
Edit I device MAC ["Cl[l 50, EEQE.EEUEH] = true Edit

AAA Attribute COperation,Value

dsco.grouppalicy = dap_test_gp

Delete Delete

Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: OContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

02_dap_test

User Message:

2% B ODDAPDRE

3.3%HB MDAP%03_dap_testE WS BHITHREL F T,




| & Edit Dynamic Access Policy

I Policy Namef| 03_dap_test I

Description: ACL Priority: |0

Selection Criteria

| Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization atiributes match the AAA atiribute criteria
| below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text.

1 User has ANY of the following AAA Attributes values... and the following endpoint atiributes are satisfied.

| AAA Attribute OperationValue Add Endpoint ID Mame [Operation,Value Add
[ dsco.grouppalicy = dap_test_gp Edit b Edit
|
Delete Delete
Logical Op.

Advanced

<%

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are not specified in DAP).

Port Forwarding Lists Bookmarks Access Method Secure Client Sequre Client Custom Attributes
Action Metwork ACL Filters (dient) Webtype ACL Filters (dientless) Functions

Action: iiContinue OQuarantine OTerminate (]

Specify the message that will be displayed when this record is selected.

03_dap_test

User Message:

Cancel Help
3%EB ODAPDERE

4. moreflash:/dapxml IX> REEAL T, dapxmODAPL 1— ROBREEEIELET,

ASDMTREEE Ni=DAPL J— ROFFMIE. dapxmE L TASAT S YD IILREFENE T, ChSORENETITDE, 300

DAPL J— RfdapxmlicERENE T, dapxml TEHDAPL I— ROFMERERTEET,



£ DAPHF —HIBIEFE. dapxmTOXRTIEFTT. 77 7 )L ~ODAP(DfItAccessPolicy) M &EIC—HL £ T,

<#root>
ciscoasatt

nore flash:/dap. xm

<dapRecordList> <dapRecord> <dapName> <value>
01 _dap_test
</value> <--- 1st DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas

dap_test_gp



</value> <--- 1st DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. €608"]

</name> <--- 1st DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
02_dap_test
</value> <--- 2nd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 2nd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 605" ]

</name> <--- 2nd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope
03_dap_test
</value> <--- 3rd DAP name </dapName> <dapViewsRelation> <value>and</value> </dapViewsRelation> <dapBas
dap_test_gp
</value> <--- 3rd DAP group policy <operation>EQ</operation> <type>caseless</type> </attr> </dapSelecti

endpoi nt . devi ce. MAC] "0050. 5698. 609" ]

</name> <--- 3rd DAP MAC Address condition <value>true</value> <type>caseless</type> <operation>EQ</ope

=
Aoy

Ui

SFIA1I—BTBDAPKE1DEGFTY

1. I RRA 2 MNOMACAH0050.5698.6605TdH '), 02_dap tessOMACKHE—HITBD L ERRBLET,

2. T2 RARA NT, AnyconnectiEHZRTL, I—HBEENAT—REAALET,



8 Cisco AnyConnect | 192.168.1.1

Please enter your username and password.

Group:

Username:

Password;

ﬁ' Cisco AnyConnect Secure Mobility Client >

~ 1 vew
Please enter your username and password.

192.168.1.1 Connect

A—YEBENAT—ROAS

3. Anyconnect Ul T, 02_dap testA"—BL TWB & EZBRBLET,

Cises AmyConnect X

Security palicies were applied bo your setiion, seceds (o 30me retownoes 'jr Crzcan AnyCannect Secure Mobilty Cloent - x
| mary be blocked. Your system administrator provided the fellowing
infermation te help you understand and remedy the seounty

conditions: f—a VPR
= Connected b 192, 168. 1.1
=
I oK I 0:00:13 s

UITOI—F XY —2 ORERE

4. ASA sydogT, 02_dap testA  —HLTVWBEZBRELET,



i : ASATdebug dap trace N BMICHE > TVWBD L Z2BRBLET,

<#root>

Dec 30 2023 11:46:11: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device MACI["

0050. 5698. e605

"] = "true"

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001:

Sel ect ed DAPs



02_dap_test

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Dec 30 2023 11:46:11: %ASA-4-711001: dap_process_selec

sel ected 1 records

Dec 30 2023 11:46:11: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 11:46:11: %ASA-4-711001: |

2FVF2 77 2 )L NODAPHF —HL TVET

1. 02_dap_test®endpoint.device MACODfE%Z, T RRA > MOMACE —E L 7% 110050.5698.e607ICEEL £ ¥,

2. T2 RRA2 MT, AnyconnectiEfi 2 RTL, 1—HRENAT—REAALET,

3. AnyconnectiE M ER E hi-C L 2B LE T,

Cisco AnyConnect

Login denied. default

VPN:
Ready to connect.

| 192.168.1.1

UITHOI—HY XY - 0D



4. ASA sysogT, DfltAccessPolicy —BL TWB & ZBRELE T,

777 )NTIE, DfltAccessPolicy® 7 22 3 [ Terminate T Y,

<#root>

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["



0050. 5698. e605

ll] = "tl”ue"

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: S
Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Dec 30 2023 12:13:39: %ASA-4-711001: dap_process_select

sel ected 0 records

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001:

Sel ect ed DAPs

Df | t AccessPol i cy

Dec 30 2023 12:13:39: %ASA-4-711001: DAP_TRACE: Username: cisco, Dec 30 2023 12:13:39: %ASA-4-711001: D.

Y+ F 3:EE DDAP(Action : Continue) hi—2

LEDAPDT V>3V EEMZEZEELED,

+ 01_dap_test:
dapSelection ( MACF KL R ) = endpoint.device. MAC[0050.5698.e605] = AnyConnect T~ KRR+ > K OMAC
Toarv=Hg

- 02_dap_test:



dapSelection ( 7RA KM% ) = endpoint.device.hostname] DESK TOP-VCKHRG1] = Anyconnect T R7R4 > RDFRARNF
T o 3arv=H7
- 03_dap_test DAPL J1— R M BlER

2. I RRA2 NT, AnyconnectiEe ZR1TL, I—HEBENAT—RZAALET,

3. Anyconnect UI'C, 2DDODAPHFINT—HL TWA & Z2HBRELET

i BRESEBRODAPII—HTBBE. BHEODAPOI—H XY —IFHFEEaE N, Anyconnect UNICEIRFICRRENSE
R



Cisco AnyConnect =

Secunty policies were applied to your session, access fo some resomrces

! may be blocked. Your system administrator provided the following
informaticn to help you understand and remedy the security l'i..
conditions:
0 _dap_test VPNE
02_dap_test

|r "'l Cormected to 192, 165, 1. 1.

192.168.1. 1

UITHOI—H XY E— OWER

4.ASA sydog T, 2DDDAPA IXRT—BHLTWB & ZERELET,

<#root>

Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["

0050. 5698. 605

ll] = lltr‘uell
Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: endpoint.device.ho

DESKTCOP- VCKHRGL

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: S



01 _dap_test

02_dap_test

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4-711001: dap_process_select

sel ected 2 records

Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:49:02: %ASA-4-711001: D

Y+ Y 4 EEDDAP(Action :Terminate) ii—F L TWE

1.01 dap testDF V23V EBELET,

+ 01_dap_test:
dapSelection ( MAC7 KL A ) = endpoint.device. M AC[0050.5698.6605] = AnyConnect > R7R 1 > N ®MAC
Toav=RT

+ 02_dap_test:
dapSelection ( R A K% ) = endpoint.device.hostname] DESK TOP-VCKHRG1] = Anyconnect T R A > RODHRA MR
T oA =57

2. T2 RARA 2 NT, AnyconnectiEHZRTL, I—HEENAT—REZEAALET,

3. Anyconnect UIT, 01 dap_test®&A—HLTVWBD L ZBRELET,



ETOAVERTIBRRSICEREESNIZDAPL O— RIZ—HTHELR. RTHREOE, BROLIO—RF—HLE
<BYXRUL,



Cisco AnyConnect

Login denied. -
01_dap_test Ready to connect,

192,168, 1.1

OK

UITOI—Y XY tE—2 O

4. ASA sydogT, 01_dap testD A A —HLTVWB & ZHBRELET,

<#froot>
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device MAC["
0050. 5698. €605

ll] = lltruell
Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: endpoint.device.ho

DESKTOP- VCKHRGL

" Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001:
01 _dap_test

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %ASA-4-711001: dap_process_selec
sel ected 1 records

Feb 01 2024 08:55:37: %ASA-4-711001: DAP_TRACE: Username: cisco, Feb 01 2024 08:55:37: %ASA-4-711001: |

MO NZTTIN2a—FT12T

ROFNYTOT I, ASATODAPO M EEEZRRETDINDICRISET,

debug dap trace
debug dap trace errors

<#root>
Feb 01 2024 08:49:02: %A SA-4-711001: DAP_TRACE: Feb 01 2024 08:55:37: %A SA-4-711001: endpoint.device. MAC["0050.5698.e605"] = "true" Feb
Sel ect ed DAPs

,01_dap_test,02_dap_test Feb 01 2024 08:49:02: %ASA-4-711001: DAP_TRACE: Feb 01 2024 08:49:02: %ASA-4

BEETR R



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-seri es-next-generati on-firewal | /'108000-dap-depl oy-quide.html#toc-hl d-
981572249



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html#toc-hId-981572249
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