ISETDIKEV2(C R D FTDAN M AnyConnect
VPN®DEEE

2E

BUSBHIC
HR%R
=
FHTRZAVR—FV N
%ﬁ;é‘ﬂ EB
0E
1. SSLEFRAE DA ~R—K
2. RADIUSH—/NDEEE
2.1. FMCTOFTDOE®E

22 . ISECOFTDOERE
3. FMCEQVPNI—HHOT K —I®D

4. AnyConnect{ X—2 Q7 v 7’0—R

5. XMLZ’O7 7 A ) DK
51.7 bid IF4
52.FMCE

6. UE—RF IO+ ADH/E

7. AnyconnectZ’O7 7 A )L DFRTE

i

<,1—

FL®IC

CHORFIXIRTE, FMCIL& > TEEE NAFTDTOHIKEV2B KISERSI#FAL =1 E—
N7 2+t AVPNRVPN)DEABREIC DOV THEALET,

Bl R SR

=2
ROEEICEITRHABIHEDENHBEIAETT,
- EARMBVPN, TLS, BLTFAVE—FY RF—THIAF I I/)N—2 3 U 2(IKEV2)

. BARIE., HFW. FHILT 127 (AAA)S & TFRADIUS
« Firepower Management Center(FMC)® {# {2 &

FATAIR—FT N



CORFIXYNOBERHRIE. ROVITRNIITON—23VICETVWTVET,

+ Cisco Firepower Threat Defense(FTD)7.2.0
+ Cisco FMC 7.2.0

* AnyConnect 4.10.07073

+ Cisco ISE 3.1

CORFIXVNORHRE, HEDFARRELCLHZITNARACETVWTERENELIZ, DR
FAXKATEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRHBKLTLE
T ZHEEBPORY ND—OTR, EOXNVRIEL>TRCDAEMNI H2EEZ THOEIELT
<EZW,

e

IKEv2 & Secure Sockets Layer(SSL)F EE55 %, HICVPNOOAY THFANTEF 17 RERZER
V92 EHICERAEhD7ORNIINTT, IKEV2E, BOBEESLARNERAERINERMEL.,
VPNEHRICELRILOEFIUT 1 Z2RBHLET,

—® RF 21X NTIE, Transport Layer Security(TLS)EIKEV2EERA T B EHICVE—RNT It
AVPNZAIREICTBFTD/N—2 3 27 2.0AB DR EH ZR L E T, Cisco AnyConnectld V514 7
RELTHERATE, BEROTSY N T A—LATHR—RERTVET,

—

AxX AE

1. SSLEEBHE D 1 R — K~

AEBAE L. AnyConnectHA" BREENTVREBEEICFIRTT,
MAENFHERICKEHBRIBYET,

1.FTDT, FIAEBRER(CSR)ZER T B BIICFRIAB(CA)FEAEN BETT,
2. CSRI'AETERE NhBDHES. PKCS120BIO FEN FERENE T,

FID772A T ATIARAEZNBIDHERVS 22 HY EITH . K2 TRHELGER.
CSRZEH L., CAICK>TERLTESSETY, TOHEZRICALET,

1. Objects > Object Management > PK| > Cert EnrolimentliC¥8 L . Add Cert EnrollmentZ 2 )Y 2 L& 3,
2. T ARRKRA NERAVPN-SSL-cetZ AHL £ T,

3.CA InformationZ 7 T, B EZA 7L TManudZBRL ., RICTRT LS ICCATBAEZRYFITET,



Add Cert Enrollment
Name*
RAVPN-SSL-cert
Description
CA Information Certificate Parameters Key Revocation

Enrollment Type: ‘ Manual

| CA Only

from this CA

Check this option if you do not require an identity certificate to be created

CA Certificate: | ----- BEGIN CERTIFICATE
G9wOBAQsFADBK
cewJQYDVQQDEx5JZGVu

Y1NjE1WhcNMjkx

FMC:CAGERRE

4. TCertificate Parametersy T, Y7 IV RNBEADLET, fl :

MIIG1jCCBL6gAwIBAgIQQAFu+
wogXPrrdY9x1zq7eDANBgkghki

MQswCQYDVQQGEwJVUzESMB
AGATUEChMJSWRIbIRydXNOMS

VHJ1e3QgQ29tbWVyY2IhbCBSh
290IENBIDEWHhcNMTkxMEYMT

_ MIEVMTY1NIETWiByMQswCQYD |




Add Cert Enrollment

Name*

RAVPN-SSL-cert

Description

CA Information Certificate Parameters Key Revocation

Include FQDN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

Don't use FQDN in certificate

v

ftd.cisco.com

TAC

cisco

Include Device's Serial Number [j

FMC: Certificate Parameters ( REBAE/NZ X —4& )

5.Key 87T, ¥—- AT EBRL, BaieEY - YA XEBELET, RSATIE, 2048E Y R BR/ITT,

6.SaveZ VYO LET,




Add Cert Enrollment (7]

Name*

| RAVPN-SSL-cert ‘

Description

CA Information Certificate Parameters Key Revocation
I—

Key Type:
(@) RSA () ECDSA () EdDSA

Key Name:*

| RSA-key ‘

Key Size:

| 2048 v ‘

v Advanced Settings

[ | lgnore IPsec Key Usage
Do not validate values in the Key Usage and extended Key Usage extensions of IPsec remote client
certificates.

FMC: Certificate Key ( SEBRE+— )
7. Devices > Certificates > Add > New Certificatel_ BE L £,

8. DeviceZ i BIRL £, CertEnrollmentT, #ERLERNTARRA Y RERIRL, RICRITRSAICIIYILET,



Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| ftd v|

Cert Enrollment*:
[ RAVPN-SSL-cert v ‘ +

Cert Enrollment Details:

Name: RAVPN-S5L-cert
Enrollment Type: Manual (CA & ID)
Enroliment URL: N/A

FMC:FTD\ QO FEBAE ) & §%

9. "ID, VYUY UL, CSREERTZDHOTOVT RAFRTENLES, TYess ZEBRLET,

LioE) Firewalll_hla:l?nfagement Center Overview Analysis Folicies Devices Objects Integration vepioy @, @P £+ @ adminv Wl sEcuRE
Add
Nam Domain Enrollment Type Status
i i a
Root-CA Global Maual (CA Oy} \CA &I + P
RAVPN-SSL-cedt Global Manual (CA & 10 LCA D Bdentity cenificate imgan requaned ¢ P c i

FMC: Certificate CA Enrolled ( FEBFECAE&F & )



Warning

This operation will generate Certificate
Signing Request do you want to
continue?

e |

FMC:CSRMD 4 X

10. CSRAMEKENE T, CSRIE. IDIIAEZRB TR EHICCAEHBTEET,

11. BasebATE R DCAD SIDFIBAE A ZEL 5. KD K S IZBrowse Identity Certificated K lmportZ 2 )Y I L TTF 1 AU H 53&
RUET,



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

MIICgjCCAZICAQAWNEMMA0GA1TUECWwWDVEFDMQ4wDAYDVQQKDAVDaXNjbzEWMBQG
ATUEAwWwWNRIRELMNpc2NvLmNvbTCCASIwDQYJKoZIhve NAQEBBQADggEPADCCAQoC
ggEBAPLLWTQ6BkKGJER2FfyofT+RMcCT5FQTrrMnFYok7drSKmdaKlycKM8Ljn+2m
8BeVcefHsCpUybxn/ZrisDMxSHo4EDoJEUgutsk++p1jlWedVRONOvtahe+BRxC3q
jo1FsLep5zQruSgoloRQRoiFwn5syAqOztgl0aUrFSSWF/Kdh3GeDE1XHPP1zzl4

Step 2

Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | | Browse Identity Certificate

FMC:IDEEBRZE D 1 > 7R— K~

2. 4VR=—MNFRITRDE, RTARRAY MNERDESICRRE NRAVPN-SSL-cert£ 3,

Harme Domain Enrolmant Type Status

oL L

FMC: Trustpoint Enrollment Successful ( b5 A NRA > MBI )
2. RADIUSH —/NDERE

21. FMCTOFTDOEE

1. Objects > Object Management > RADIUS Server Group > Add RADIUS Server Grouplc BEIL £9,

2. BRI ZANLISE., T+, #2921 Y UL TRADIUSH—/N\—ZEMLET,

e}

-



Name:*
|\ ISE J

Description:

| |

Group Accounting Mode:

| Single v
Retry Interval:* (1-10) Seconds
10 |
Realms:

| d

| | Enable authorize only

(] Enable interim account update

| | Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)
IP Address/Hostname

10.197.224.173

FMC:Radiustt—/\ D& E

3. ISERadiustF —/ADIP7 RL A%, ISE—/NEFURBERE (F— ) LEEICEELET,

4. FTDHISEH —/NEBIE T 2 =& ICF A 9 D Routing F 1= I Specific Interfaced W h A ZBIRL £ 95




BRICTAT LSave SICTVYILET,

Edit RADIUS Server @

IP Address/Hostname:*
‘ 10.197.224.173

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812

Accounting Port: (1-65535)
1813 |

fimeout: (1-300) Seconds
10

Connect using:
‘@ Routing () Specific Interface @

outside v +

Redirect ACL.:

FMCIISEY—/\



6. REE Y —/NE, RIZRT KRS IZRADIUS Server Group D FICIEBMENET,
RADIUS Server Group Q, Filter

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remate Access VPN connections.

Nasmae Vailue

I1SE 1 Sarver ]

FMC:RADIUS Server Group ( RADIUSH —/NTIL—7")

22. ISECOFTDNDER

1. Network Devices ICBBL., Add2o Y ILET,

2.4 —/Y® TCisco-Radiusy B&., FIDBEEA >V Z—7 I 41 ATHDRADIUST T4 7> NP Address®) "Cisco-Radius; B&Z AHL
£9,

3. Radius Authentication Settings T, Shared SecretZBIML £ 7.

4. "saves 2V ILET,

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers: External MDM Location Services

Motworic Devices List > Cisco-Radius
Natwork Devices
Wetwork Devices

Default Dovico

Device Securlty Settings
Name Cisco-Radius
Description

P Address .. CIP: 10.197.167.5 I 25 @

Device Profile 5 Cisco-Aadius e
Model Name o
Softwane Viersion w

Network Device Group

Device Type All Device Types w Set To Default
IPSEC No ~ Set To Default
Location All Lecations ~  Set To Default

B - RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secrel Show
Use Second Shared Secrat

networkDevices. secondSharedSecret Shaw

Gaa Port 1 Set To Default

ISE:Network Devices ( XY RDT—UF /N1 R )

5 1—H%4ERTBICIE. Network Access > Identities > Network Access Usersic BEIL T, 22U Y UL AddE T,



6. BEIZISLU T, UsernameandLogin/S AT — REZERL £7,

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Paolicy Sets Troublesheot Reports More

Endpaints Network Access Users List > ikev2=uses
Network Access Users

Identity Source Sequances ~ Metwork Access User

* Usarname  [kev2-user

Status B Enabled

~ Passwords

Passward Type: Iternal Users: b’

Password Rip-Enter Password
* Login Password < s Generate Password
Enable Password Generate Password

ISE-1—%

7.BEARYS—#RETBEHIC, Policy > Policy Sets > Default > Authentication Policy > Defaulti= B8/ L . All_User ID_Stores# &
RUET,

8.FIZRT &SI, Policy > Policy Sets > Default > Authorization Policy > Basic_Authenticated Access, (Z B B L PermitAccessTiEIR L &
ED

All_User_ID_Stores Red)
(] Default 4
> QOptions {“é}
. . . ==T e | ~
ISE: Authentication Policy ( Z28E7R1) > —)
Basic_Authenticated_Acces " " 0 3,
] Netwark_Access_Authentication_Passed PermitAccess Select from list 4 {@}

8

| SE: Authorization Policy ( BRAIZR 1) 22— )

3.FMCEOVPNI—HADO T RL AT =)L DERK

1. Objects > Object Management > Address Pools > Add |Pv4 PoolsiC BB L £
2. BHIRAVPN-Pool & 7 RL AEEZANLET, NAVRAFS2 3> T,
3.Savez VY IULET,



Edit IPv4 Pool (7]

Name*

| RAVPN-Pool ‘

IPv4 Address Range*
[ 10.1.1.0-10.1.1.255 \

Mask
‘ 255.255.255.0 ‘

Description

Allow Overrides

i ] Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

FMC:AddressPool ( 7 RL A7 =)L)

4. AnyConnect/ X—OF v 70— R

1. Objects > Object Management > VPN > AnyConnect File> Add AnyConnect FilelC BB L £7 .
2. Z % A 11 L anyconnect-win-4.10.07073-webdeployZ 7 1) ¥ U L T, 74 AU Browse /' 5Anyconnect 7 7 4 JL &R L . RIZTR
FTRSICOUY USave LET,




Edit AnyConnect File (2]

Name:*

‘ anyconnect-win-4.10.07073-webdeploy ‘

File Name:*

‘ anyconnect-win-4.10.07073-webdeploy ‘ [ Browse..
File Type:*

‘ AnyConnect Client Image v ‘
Description:

l Cancel J

FMC:Anyconnect 7 ZA 7> A X—2

5. XMLZ’'A7 7 14 OERK

5L.7O77A4INIF4R

L7077 A4 LI F 4 R %Esoftwareciscocomh 5T O—RULTHEET,
2. Server List > Add..ICcBBLE T,

3. RRBRAVPN-IKEV2FQDN $ KU A—H— « FIb—TF (BI& ) EAHLF T,

ARICRTRSIC, 754X ORIl IPsec, asclickOk ZBRL ET,



Server List Entry

Server |oad Balancing Servers SCEP  Mobile  Certificate Pinning

Primary Server

Connection Information

Display Mame (required) |RAVPN-IKEV2 Primary Protocol IPsec "

FQDM or IP Address

ftd. cisco.com

Group URL

IUser Group [+] AsA gateway

| |RAVPN-IKEV2 Auth Method During IKE Megotiation — |EAP-AnyConnect

IKE Identity (I0S gateway only)

ftd. dsco.comRAVPM-IKEV 2

Z7O77ALNIF4 R -H—N—UAK

5. H—/N\—- UARABMENET, ClientProfilexml& L TRELE T,

[3h AnyConnect Profile Editor - VPN

_File Help

4i VPN
{ﬁ} Preferences (Part 1)
5 Preferences (Part 2)
Backup Servers
Certificate Pinning
~jea Certificate Matching
= Certificate Enroliment
Mobile Policy
Server List

»

) Server List

Profile: C:\Users\Amrutha\Documents\ClientProfile.xml

Hostname Host Address User Group Backup Server List SCEP Mobile Settings
RAVPN-IKEV2 ftd.cisco.com RAVPN-IKEV2 == Inherited -

Certificate Pins

Nate: it is highly recommended that at least one server be defined in a profile. Add...

Edit...

ZTO7 74 )N IF 42 - ClientProfilexml

52.FMCLt

1. Objects > Object Management > VPN > AnyConnect File > Add AnyConnect FilelC BB L £ 9,
2. BH1%Z A HClientProfileL, 22 1) Y UBrowse LT, T4 AU NS5 7 7 1)L # &R ClientProfilexm L E T,
3. Save, 29UV OULET,

Details




Edit AnyConnect File @

Name:*

[ IClientProfile ‘

File Name:*

‘ ClientProfile.xml ‘ [ Browse..

File Type:*
‘ AnyConnect VPN Profile v ‘

Description:

[ Cancel 1

FMC:Anyconnect VPNZ’O 7 7 1 )L

6. JE—RNT O EADRE

LRIICTRTESIC, BETOT7 7ML EEMT S E8HIC. Devices> VPN > Remote AccessiCBEIL, +2#9UYILET,

RAVPMN-IKEV2

Loscal Rl Mo

Connection Prohie Access Interfazes  Advanced

Hame AAR Group Policy

DetasltWESVFRGOoWD zarticn
tirg

(11
PR

FMC: Remote Access Connection Profile ( U E— K7V REHK7OT7 714 )

2EHRTO774ILB%EAHDRAVPN-IKEV2L . RICRT &S IC+Group Policy®2 9 )Y O LTIIN—TRUS—BERLET,



Add Connection Profile

Connection Profile:* ‘ RAVPN-IKEV2 ‘

Group Policy:* ‘ v ‘ H

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA

Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
assignment criteria.

Address Pools:

Name IP Address Range

DHCP Servers:

Name DHCP Server IP Address

FMC:Group Policy ( ZIL—7R1J>—)

3. & Hl%Z A1 ULRAVPN-group-policy, RIZRTKSICVPNZ'OKNIJL SSL and IPsec-IKEv2 ZiBIRL £ 9,



Edit Group Policy (7]

Name:*
| RAVPN-group-policy |

Description:

General AnyConnect Advanced
— I—

VPN Protocols VPN Tunnel Protocol:
Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner SSL
DNS/WINS IPsec-IKEv2

Split Tunneling

FMC:VPNZ'O N )L

4.AnyConnect > ProfileD T T, ROY 7R IUHASXMLZTOT 7 A )LClientProfilez#IRL . RIZRFT RSavedICOUYILET,



Edit Group Policy 9

Mame:*

| RAVPN-group-policy |

Description:

General AnyConnect Advanced
[————]

m AnyConnect profiles contains settings for the VPN client

Management Profile | functionality and optional features. Firewall Threat Defense

deploys the profiles during AnyConnect client connection.
Client Modules

SSL Settings Client Profile:

[ ClientProfile

Connection Settings

Custom Attributes Standalone profile editor can be used to create a new or

modify existing AnyConnect profile. You can download the
profile editor from Cisco Software Download Center.

FMC:Anyconnect 7’7 7 1 )L

5. T+asshownintheimages 22 Y 2L TF7 RLA- 7—JLRAVPN-Pool ZBNL £,



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV?2 |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
+Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
I assignment criteria.

Address Pools: -

Name IP Address Range

RAVPN-Pool 10.1.1.0-10.1.1.255

DHCP Servers: -

Name DHCP Server IP Address

FMC:Client Address Assignment ( 754 7> RT7 RL REIV) HT)

6. AAA > Authentication MethodIC BBEIL . AAA OnlyZi#IRL E£9,

7. Authentication ServerlSE (RADIUS) £ L TEIRL £ 7,



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV2 |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication
Authentication Method:

- R e e R e

Authentication Server: | ISE (RADIUS)

[ ] Fallback to LOCAL Authentication

| | Use secondary authentication

Authorization

Authorization Server: | Use same authentication server |

[ ] Allow connection only if user exists in authorization database

Accounting

Accounting Server: | v |

» Advanced Settings

FMC: AAASEEE

8. Aliasss ICBEIL, TAUTAEEADLET, RAVPN-IKEV2(E. ClientProfilexm T1—H¥ ) —7E L TERAEIET,

9.SaveZ2 VY ILET,



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV? |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Name Status

RAVPN-IKEV2 Enabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.
+

URL Status

FMC: TAUTFXA
10. Access Interfacesic BEI L, RAVPN IKEV2ZEBMICTDIMBEN HDM 2 X—TJ I/ AZBRLET,

11. SSLEIKEV2O S D IDFIAEZIBIRL F 9,

12.Savex V)Y O LET,



Conrection Profle Access Interfaces Advanced

Interfaces of the targeted device which belong to below specified interface groups will suppart incoming Remote Access

OTLE 6L IKEv2

Marmse

outside -]
Access Settings

Allow Users to sekect connection profile while logging in

S5L Settings

Web Access Pon Number® 443

DTLS Port Numbar:® 443

e FAVPN-SSL-cart v |+

IPsec-IKEv2 Settings

KEW2 Iieeility Cartifeste RAVPN-SSL-gart * |4

Access Control for VPN Traffic

Bypass Access Control policy for decrypte [=ysept permit-vpna)

FMC: 7OEAA2VEZ—TITA A

13. Advanced ICBBIL £ 7,

14.+22Uv LT, Anyconnect 7 ZA T RAX—2ZEBMULET,
RAVPN-IKEV2 =

Local Realm: Mone Dynamic Access Policy: Ne

Connection Proble Access Interfaces Advanced

AnyConnect Cllent Images

Troe v - e
Downboad AnyConnect Client packages from Safiw .
-
AryGonnect Fs Ghject Nama AryCenest Cient Packags Name Oparating System
I aryconneci-win-4. 10.0707 3-webdeploy- ki pig anycannect-win-4.10.07073-webdeploy-ka pkg Winclows - ]

AnyConnect External Browser Package

A PACKaGe that 6nabins SAML based MUTanticaton Using xbemal wib Bowses instend of th browser That I embedaed in T AnyConnect Clent. Ensbsy ha axtemal rowbér GOHON In 04 0f more Connection PIofkes 10 Gapioy this packge

reesctar Dackige Som

Deloult-External- Browser-Packey | +

FMC:Anyconnect 7 A 7> NIXY r—2

15. D FIZIPsec, RIZRT KD ZCryptoMaps, ZEBML £9,

RAVPN-IKEV2 =

Locad Realm: None Dynamic Accass Policy: Nona
Connection Profile  Access Interfaces  Achanced
Crypto Maps
Interface Group IKENZ IPs#s Proposals RA1
AES- QM s 'y I

FMC: BE&~X v/

16. FIPsecy T, T+, #2JY I LIKEPolicy TEEMLET,



RAVPN-IKEV2 =

Lecal Realm: Nons
Connection Profile  Access Inferfaces  Advanced
IKE Palicy
This list spocifies il of the IKE2 pobicy objects applicable for this VDK pobey whia AnyCornect endpoints conne<t via iPsec-IKEvE peoinco
+
. Encryption PRF Hash DH Grosp
I A 4 - LATEST 4356, SHAIES, SHAS1Z AES, AES-102, AES-256 SHA, SHAZSE, SHAIRS, 53 4, 15, 18, 10, 20, 7Y u I

FMC:IKEZR) 2 —

17. IPsec T, IPsec/IKEvV2 ParametersZiBiL £ 9,

Connection Profile Access Interfaces Advanced

AnyConnect Client Images

IKEv2 Session Settings

Address

Cart Identity Sent to Peers: = Auto v

Group Policies Enable Notification on Tunnel Disconnect

. . Do not allow device reboot until all sessions are terminated
LDAP Attribute Mapping

Load Bal IKEv2 Security Association (SA) Settings
IPsec Cookie Challenge: = Custom v
Crypto Maps
Threshold to Challenge Incoming Cookies: = 50 %
IKE Policy
Number of SAs Allowed in Negotiation: 100 %

IPsec/IKEv2 Parameters

Maximum number of SAs Allowed: Device maximum

IPsec Settings
Enable Fragmentation Before Encryption
Path Maximum Transmission Unit Aging

Value Reset Interval:

NAT Transparency Settings
Enable IPsec over NAT-T

Note: NAT-Traversal will use port 4500, Ensure that this port number is not used in other services, e.g. NAT Policy.

NAT Keepalive Interval: 20

FMC:IPsec/IKEV2/N T X —&

18. Connection Profile® T2, L W7 A7 7 4 JLRAVPN-IKEV2H ERE W E T,

DPDRICRTLSICTSave) Yy I LET,

RAVPN-IKEV2 You have unsaved :lmrcm

Local Realm: Home Dyramic Access Policy: Mon

Conepetion Protie Accass IMoraces Arhancod

+
Nama Group Policy
DelidtWEBVPNGows % DGRPoicy u
v ISE (RADHUS) _
RAVPHN-IKEVZ 1SE (RADIUS) Wy RANPN-roup-policy u

FMC



DS O7 7 14 JVRAVPN-IKEV2

20.BREZRBBALET,

Deploy Q 00{1' @ adminvy el spc

VAN

Q Advanced Deploy. Deploy All

ftd I Ready for Deployment fad)

FMC:FTD®DE A

7. Anyconnect 7’O 7 7 1 L DERE

PCEOZ7’'O774) (ATFIZRTFE ) C:\ProgramData\Cisco\Cisco Anyconnect Secure Mobility Client\Profile .

<#root>
<?ml version="1.0" encoding="UTF-8"?> <AnyConnectProfile xmlns="http://schemas| dot] xml soap<dot>org/encoding/" xmlns:xsi="http://www][dot]w3
<Host Name>RAVPN- | KEV2</ Host Name> <Host Addr ess>f td. ci sco. conk/ Host Addr ess> <User Gr oup>RAVPN- | KEV2</ User (

</HostEntry> </ServerList> </AnyConnectProfile>



FOSATRNTAOT77AANFTRTOI—YOPCICA I O—RENES, FI—FTRIS—ThoRD>5970
RIONWELTSSLYTAT U R ETFAE—TIINICTBEEZHBLET, Chicky), I—HIFIKEV2IPsech X1 >
J7O0RINZERAL THMMICERTEET,

i

(")

-1

COEITaAVEFALT, RENELSKBHELTVR L ZBRBTEET,

1 BAOELR T, FRDNIPEFERL T, I—HOPCA SAnyConnecti¥ I TSSLIZHMZRIL £ T,
2SSLZ7ORINABUT, BIOFIEERITTERWVEE, V747> N7O7 7 A4 )LClientProfilexml AN AD T OPCEICFET
BlLEBRBLEFI(PCHASSLZORNINZFEAL TVWAVWESE, SSLZ’ONIJLZ A L % 9 C:\ProgramData\Cisco\Cisco



Anyconnect Secure Mobility Client\Profile).

3I7AVTRFRRENES, BIAAOI—HYEENAT—REZEAHILET,

AFEICRMTRE, V54T N7A7 74N I OPCICATO—RENET,

5. AnyconnectZ t1#TL £,

6. 70774 AT O—RLES, IKEVYIPsecZ L TAnyconnectlZ 2 $2 HIC, 954 F> N707 7 4 )LRAVPN-
IKEV2 ICRENTVWARRARBZROYTEIUASBERLET,

7.Connectz 7)Y O LET,

M Cisco AnyConnect Secure Mobility Client - X

Ready to connect.

RAVPN-IKEV2 v| | connect

Anyconnect RO Y 7*AJ >
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9 Cisco AnyConnect | RAVPN-IKEV2

Username: | ikev2-user

password: x::x:::ﬁ

Cancel

VPN:
Contacting RAVPN-IKEV 2.

RAVPN-IKEV?2 Connect

AnyconnectiZ#t

90.BERICERAYTZ7O774ILE7ONII(KEVIPsec) 2 FERBL £ T,



@ ven
Connected to RAVPN-IKEV2.

RAVPN-IKEV2

) Cisco AnyConnect Secure Mobility Client . X

crscoAnyConnect Secure Mobility Client

Status Overview Virtual Private Network (VPN)
Preferences 5Statistics Route Details Firewall Message History
VPN
"~

Network Administrative Domain: Undefined
Profile Name: ClientProfile. xml

System Scan ransport Information A

' . Protocol: IKEv2/IPsec NAT-T

Roaming Security Cipher: AEAD_AES_256_GCM
Compression: None
Proxy Address: No Proxy

Feature Configuration A
FIPS Mode: Disabled
Trusted Network Detection: Disabled
Always On: Disabled
Secure Mebility Solution A
Status: Unconfirmed
Collect diagnostic information for all Appliance: Not Available v
installed components.
Diagnostics... Reset Export Stats...
AnyconnectiE#s
FTDCLIE S -

<#root>

firepower# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect

Usernane : ikev2-user I ndex : 9

Assigned IP : 10.1.1.1 Public IP : 10. 106. 55. 22
Pr ot ocol : I KEv2 | PsecOver Nat T AnyConnect - Par ent

Li cense : AnyConnect Prem um

Encryption : I KEv2: (1)AES256 | PsecOverNatT: (1)AES-GCM 256 AnyConnect-Parent: (1)none



Hashi ng

Bytes Tx

Pkts Tx

Pkts Tx Drop :
Group Policy :
Login Tine

Dur ati on
Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEv2 Tunnel s:

| KEv2:
450

6

0
RAVPN- gr oup- pol i cy

07:14: 08 UTC Thu Jan 4 2024
Oh: 00m 08s

Oh: 00m 00s

N A
0ac5e205000090006596618c
none

1

| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1

AnyConnect - Par ent :

Tunnel 1D
Public IP
Encrypti on.

Aut h Mode
Idle Tine out:
Adient CS :
dient CS Ver:
Cient Type
dient Ver

| KEv2:

Tunnel ID: 9.
UDP Src Port
Rem Aut h Mode:
Loc Auth Mode:
Encryption
Rekey | nt
PRF : SHA512
Filter Name
Cient OS

(M:

| PsecOver Nat T:
Tunnel 1D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Idle Tine CQut:
Bytes Tx

Pkts Tx

9.1
10. 106. 55. 22
none.

user Passwor d
30 M nutes
Wi n

10. 0. 15063
AnyConnect
4.10.07073

65220

user Passwor d
rsaCertificate
AES256

86400 Seconds

W ndows d i ent

9.3

0.0.0.0/0.0.0.0/0/0

10. 1. 1. 1/ 255. 255. 255. 255/ 0/ 0
AES- GCM 256

Tunnel

28800 Seconds

30 M nutes

450 Bytes

6

firepower# show crypto ikev2 sa

(1) SHA512 | PsecOver Nat T:

Bytes Rx 656
Pkts Rx 8
Pkts Rx Drop : O
Tunnel Goup :

VLAN

Tunnel Zone : O

Hashi ng

Idle TO Left

UDP Dst Port

Hashi ng

Rekey Left(T):

D'H G oup

Type

Hashi ng

Rekey Left (T)
Idle TO Left
Rx

Pkts Rx

(1) none AnyConnect - Parent:

none

(1) none

RAVPN- | KEV2

none

29 M nutes

4500

SHA512
86391 Seconds
19

AnyConnect

none

28791 Seconds
29 M nutes
656

8



| KEv2 SAs:
Session-id: 6, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renot e fvrf/ivrf
16530741 10.197.167.5/ 4500 10. 106. 55. 22/ 65220

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Gp:19, Auth sign: RSA, Auth verify: EAP

Li fel/ Active Tine: 86400/17 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 10.1.1.1/0 - 10.1.1.1/65535

ESP spi in/out: Ox6f7efd6l/0xded2chc8

firepower# show crypto ipsec sa

interface: Cutside
Crypto map tag: CSM Qutside_map_dynami c, seq num 30000, |ocal addr: 10.197.167.5

Protected vrf:

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.1.1.1/255.255.255.255/0/0)
current _peer: 10.106.55.22, usernane: ikev2-user

dynam c allocated peer ip: 10.1.1.1

dynam c al |l ocated peer ip(ipv6): 0.0.0.0

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: 8

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O

#send errors: 0, #recv errors: O

Il ocal crypto endpt.: 10.197.167.5/4500, renote crypto endpt.: 10.106.55.22/65220
path mu 1468, ipsec overhead 62(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

I|CVMP error validation: disabled, TFC packets: disabled

current outbound spi: DED2CBC8

current inbound spi : 6F7EFD61

i nbound esp sas:
spi: Ox6F7EFD61 (1870593377)
SA State: active
transform esp-aes-gcm 256 esp-null-hmac no conpressi on
in use settings ={RA, Tunnel, NAT-T-Encaps, |KEv2, }
slot: 0, conn_id: 9, crypto-map: CSM CQutside_map_dynanic
sa timng: remaining key lifetime (sec): 28723
IV size: 8 bytes
replay detection support: Y
Anti replay bitnmap:



0x00000000 0x000001FF

out bound esp sas:
spi: OxDED2CBC8 (3738356680)
SA State: active
transform esp-aes-gcm 256 esp-null-hmac no conpression
in use settings ={RA, Tunnel, NAT-T-Encaps, |KEv2, }

slot: 0, conn_id: 9, crypto-map: CSM Qutside_map_dynami c

sa timng: remaining key lifetime (sec): 28723
IV size: 8 bytes

repl ay detection support: Y

Anti replay bitnmap:

0x00000000 0x00000001

ISEOY :

ISE: 24707

SIS a—F

TR, REDRTZ TN 1 —F A JICERATERZERERLET,

debug radius all

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

Endpolat ID Endpeint.. Authentl. Ashoriz.  Authoriz_  IF Address

Motwork De. Dewice Port  Mdentity Group  Posture

~  Wateok Devies

Mdm Ser._.
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