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X ASDM ORERN—2 32 7x EFICEARATERT,

BRELA

— MR BEDNSKHE T, V9547 NEURLEIFRARNEEDNSH—/VNIZEEFEL T, TORA
ROIP7RLAZRELET, DNSH—NGFERZZEL. TORANDBRBEIP P RLAD
IVvE T ASBLT, PPRLAZECALI—REISATNIEBHLES, COFER
FEAEDRRICEVTHERLSETETNATTHYN, GELL >TRHBENf RETDIEEHYF
To V5ATRE, TOUZATUORNETIOERALESELTVWRHRANDEAN NAT D&
CHBR—DTZAR—KNZXYRNIDI—=DLEIZFEL, 94T RNIK>TERENS DNS #
—N\NHFHONT VYO XY RND—VLICEETZHER., TORSKBENIN RELET,

FUF :3DONATA > Z—T7 T4 X : A, &6, DMZ

172.20.1.0 /24 R

Client <
192.168.100.0 /24 161
=
DNS
- Server

server.example.com
Mapped: 172.20.1.10

CORIE, CORROHFTT, ZNDFBE, 192.168.100.20 Y Z 1 7 > ik server.example.com
URLZERA L T10.10.10.100OWWWH—=NICF VAL KRS ELTVWET, V94T ND
DNSH—E R £172.22.1.161 D AZBDNSH —/TIC & > TREE hEF. DNSH—/NEBID/NT U
VIOXYRND—=OLHD D, WWH—=)XOODTFAR—NPFRLARGZALEEA.
By, WWH—=NOIXvETENET RLA172.201.10Z2RB#LET, LENF DT,
DNSH—/\IC IEserver.example.com® 5172.20.1.10\DIPF RLAERHOIYE I HFEEH
TVEY,



BE: 974F> NIWWWH—=NXCFOEATEREL

— MR T DNS Doctoring R EFDMD Y ) 31— 3 A EMICE>TVWEWEES, 954F7 26
A5 server.example.com @ IP 7 RL AICB§ TS DNS ERANEEFEEIhTE, VT4 T7 M
WWW H—=NIZT I EARATEERRA. Chid., WVYW H—XONT VYo FRLA
(172.201.10) ZBUCALO—RZIVZAT U MNZBEITRZILOHTT, V94T MO IP
PRLAILTIVEALESETRE, BUAVE—TIAATONTY N UAALL O aVHNEH
AENBEVWESD, EF1UTA TTSATARICK2>TNTY NFEEESNET, DNS
Doctoring 24 Z—7LICB 2 TVAERWVIBE, FRED NAT BB EROKSIZHEY ET,

ASA Version 9.x
!

host nane ci scoasa
! -—— Output suppressed.

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
! -——- Output suppressed.

obj ect network obj-192.168.100.0
network 192. 168. 100. 0 255. 255. 255. 0
nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dnez,outside) static 172.20.1.10

!-—-- Static translation to allow hosts on the outside access
!--- to the WWW server.
access-group QUTSIDE in interface outside

! -——- Output suppressed.

DNS Doctoring A4 Z—7ILICE > TV WEE, ASDM OFREFRXDESICKYET,
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DNS Doctoring A4 Z—7)LICBE 2 TVWEWVEE, /IXRVKNONTY RN FYT7FrEROKSI(C
TVYVET,

1. 94T DNS VT —%EELE T,
No. Ti me Source Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet Il, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53)
Dormai n Nanme System (query)

[ Response In: 2]

Transaction I D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: 0

Authority RRs: O

Additional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

2.DNSOTIV)—ICxT 2 PATHA ASAICK>TEFTEIh, VTU—NEEEhET, N7V
RDEFETT RL AN ASA O outside 1 VR —T I A AICEEENTVWBZEICEFEELT

<EEL,
No. Ti me Sour ce Destinati on Prot ocol Info
1 0.000000 172.20.1.2 172.22.1.161 DNS St andard query

A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)



Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x0004

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

.DNS H—/\A" WWW H—/XOIYY T PRLAZFERALTRHELET,
No. Ti me Sour ce Destination Protocol Info

2 0.005005 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044)
Domai n Name System (response)

[ Request In: 1]

[Ti me: 0.005005000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

.ASAA"DNS BEDBET RLADE#RZTIZRL, NTYRNZEIDSAT U MNIEELET
o DNS Doctoring /4 Z—7 LI 2 TV WIHEE, BEICEENS Addr i WWW H—/\
DXYT TRLADEETY,

No. Ti ne Sour ce Desti nation Protocol Info

2 0.005264 172.22.1.161 192.168.100.2 DNS Standard query response

A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2



(192. 168.100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879)
Domai n Name System (response)

[ Request In: 1]

[ Tinme: 0.005264000 seconds]

Transaction | D: 0x0004

Fl ags: 0x8580 (Standard query response, No error)
Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

5. COBRT, 94T MNE172.20.1.100WWWH—=NICTIVE2ALELS ELET, ASARF
COBEOEHFEI NI EERLET, L., inside A5 outside ZEBHL Tdmz IZ T
TAVIERTERFTENBVESD, BEREFZFALTIRLET, ASAOTICRRD
KIICRTENET,

%ASA- 6- 302013: Built outbound TCP connection 54175 for

out si de: 172. 20. 1. 10/ 80 (172.20.1.10/80) to i nsi de: 192. 168. 100. 2/ 11001
(172.20. 1. 2/ 1024)

Y%ASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80
to inside:192. 168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout

YVyai—<3>»: Tdnsy ¥—7—R

Fdns, F¥—"— K& L = DNS Doctoring

dns ¥—7— R%Z#>5 DNS Doctoring Tl&, EF¥1UT 1 PT7ZAT AN DNS H—\HA 57D
FAT 2 MOBEEZRITEZEL T, ABREEEMASNDELDIIEYET, BUILRETS L
EFIVFATTSATARRALOD—RZZEL T, "R : Client Cannot Access WWW
Servery £ 3aICT VAL TERLET, DNS DoctoringAH BEMNEBE. EF1UFT47
T2ATAGALI—RESEMR, V54T NE172.20.1.10TE %% <10.10.10.10lC#IE L
F 9, DNS Doctoringld, AZT 4 Y INATAT—RXUN (N—=23 2082081 ) FhiEAT
IV NBENATAT—RMX N (N=23 283 ) ICdnsF—D—RZENZENT S EHLD
ICEV)ET,

IN—23>8.250H

child, dnsF—D—R&, N—=2 328 2BLEIM3DDONATA R —T7 T4 A%ZFERHAL TDNS
DoctoringZ 179 % 1= DASAD XKW KFRET T,

Cci scoasa#show running-config



Saved

ASA Version 8.2.x

1

host nane ci scoasa

enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
nanes

dns- guard

1

interface Ethernet0/0

namei f out si de

security-level O

ip address 172.20.1.2 255.255.255.0
1

interface Ethernet0O/1

namei f inside

security-level 100

i p address 192.168.100.1 255. 255. 255.0
1

interface Ethernet0O/2

namei f dne

security-level 50

i p address 10.10.10.1 255.255.255.0
1

i nterface Managenent 0/ 0

shut down

no narnei f

no security-1Ieve

no i p address

managenent - onl y

1

passwd 2KFQnbNI dI . 2KYOU encr ypt ed
ftp node passive

access-1ist OUTSIDE extended permit tcp any host 172.20.1.10 eq www

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

asdm i mage di sk0:/asdnb12- k8. bin

no asdm hi story enabl e

arp tineout 14400

gl obal (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside, dnmz) 192.168.100.0 192.168.100. 0 net mask 255.255.255.0
static (dne,outside) 172.20.1.10 10.10.10.10 netmask 255. 255. 255. 255 dns

access-group QUTSIDE in interface outside

route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

usernane cisco password fflRPGDSQIh9YLg encrypted

http server enable

no snnp-server |ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup |inkdown col dstart

tel net tinmeout 5

ssh timeout 5



consol e timeout O

1

cl ass-map inspection_default

mat ch default-inspection-traffic
1

!

policy-map type inspect dns MY_DNS_| NSPECT_NMAP
paraneters

nessage-| engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect esntp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect dns MY_DNS_| NSPECT_NAP
nspect icnp

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nmessage-| engt h maxi mum 512
!

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum d6637819c6ea981daf 20d8c7aa8ca256
end

IN—> 328300

ASA Version 9.x

!

host nane ci scoasa

I--- Output suppressed.

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq ww

I--- Output suppressed.

obj ect network obj-192.168.100.0
net work 192.168. 100. 0 255. 255. 255. 0
nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10. 10.10. 10
nat (dnez,outside) static 172.20.1.10 dns

!--- Static translation to allow hosts on the outside access
I-—— to the WWW server.

access-group OQUTSIDE in interface outside

I --- Output suppressed.



ASDM D ERTE

ASDM T DNS Doctoring 258 EJ 2 ICIE. ROFIEZETLET,

1. Configuration > NAT Rules® JEIZi#R L, £F 9 5O0bject/Auto/L— )L ZBIRL £ ¥, [Edit]

9UYILET,
2. [RMEEIVUY ILET,

[E Edit Network Object 2%
Mame: obj-10.10.10.10
Type: :Hnst v
IP Version: @ IPv4 () IPvE
IP Address: 10,10,10,10
Description:
NAT ~

Add Automatic Address Translation Rules
Type: Static v
Translated Addr: |172.20,1.10
|| Use one-to-one address translation

PAT Pool Translated Address:

Round Robin

Extend PAT unigueness to per destination instead of per interface

Fall through to interface PAT(dest intf): |[dmz

Use IPva for interface PAT

| Advanced... |

| K | | Cancel | | Help

Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023

3. L—JLIcH T HDNSHEOTRF T v 4Ky IREAVICLET,




5 Advanced NAT Settings 3%

Translate DMS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :dmz -
Destination Interface: :nutsjde -
Service

Protocol: Tk top -
Real Port:

Mapped Port:

| QK | | Cancel | | Help |

4.[OK|Z2 )Y 2 LT, [NAT Options] 71 > ROZEALUE T,
5.[0K|Zz2 ') v 2L T, [Edit Object/Auto NAT Rule]V 1 > RUZBUE T,
6. [ApplylZ2 V)Y OLT, EX21UTATTSATAICEREZEELET,

e

DNS Doctoring A4 Z—7 LI 2 TVBHBE., IRVNONTYRN FYTFrYRROKLS %k
WET,

1. 94T DNS VT —Z2EELET,
No. Ti me Sour ce Destination Protocol Info
1 0.000000 192.168.100.2 172.22.1.161 DNS Standard query
A server.example.com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction |ID: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Addi tional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.exa.mple.com



Type: A (Host address)
Class: IN (0x0001)

2.DNS VTV —IZxd2 PAT A ASAICK 2 TETEN, 2T —HEiEEhEd, /N\TV
NDIEETT RL AN ASA M outside 1 VXA —T I AICEEENTVWBREICEFEELT

<EEL,
No. Ti e Sour ce Destination Protocol Info
1 0.000000 172.20.1.2 172.22.1.161 DNS Standard query

A server. exanpl e. com

Frane 1 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1e (00:0a:b8:9c:c6:1e), Dst: Cisco_01:f1:22
(00:30:94: 01: f1: 22)

Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)

User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53)
Domai n Name System (query)

[ Response In: 2]

Transaction | D: 0x000c

Fl ags: 0x0100 (Standard query)

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

3.DNS H—/\A" WWW H—NXOIX Y7 P RLAZFEALTHELE T,
No. Ti me Sour ce Destination Protocol Info
2 0.000992 172.22.1.161 172.20.1.2 DNS Standard query response
A 172.20.1.10

Frame 2 (94 bytes on wire, 94 bytes captured)

Ethernet Il, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Cisco_9c:c6:le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035)
Domai n Name System (response)

[ Request In: 1]

[Ti me: 0.000992000 seconds]

Transaction I D: 0x000c

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Additional RRs: O

Queries

server. exanpl e.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

4. ASA /' DNS BEDRET RLADE#ZTICEL, NTYRNEITATUMIEELET



o DNS Doctoring A4 Z—7)LICE 2 TVWBEHEE, IWEICEENS Addr i WWW H—/YD
DFIL T RLAZEE|MASNET,

No. Ti me Source Desti nation Protocol Info
6 2.507191 172.22.1.161 192.168.100.2 DNS Standard query response
A 10.10.10.10

Frane 6 (94 bytes on wire, 94 bytes captured)

Ethernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Cisco_c8:e4:00
(00: 04: c0: c8: e4: 00)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168. 100.2
(192. 168.100. 2)

User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752)
Dormai n Nanme System (response)

[ Request In: 5]

[Ti me: 0.002182000 seconds]

Transaction |ID: 0x0004

Fl ags: 0x8580 (Standard query response, No error)

Questions: 1

Answer RRs: 1

Authority RRs: 0

Addi tional RRs: 0

Queries

server. exanple.com type A class IN

Name: server.exanpl e.com

Type: A (Host address)

Class: I N (0x0001)

Answers

server.example.com: type A, class IN, addr 10.10.10.10

Name: server. example . com

Type: A (Host address)

Class: IN (0x0001)

Time to live: 1 hour

Data length: 4

Addr: 10.10.10.10

5 ZOERT, 97472 ME10.10.10.10OWWWH—NIZT VAL LS ELET, EiE
BULET,

Fdnsy F—7— REEAL EBRENZRE

child, dns F—TJ—RE3IDONAT AR —T7 T A4 A%ZERL /= DNS Doctoring ZE179 %
2D ASA DEREIBERETT,

ci scoasa# sh running-config
Saved

Serial Number: JMX1425L48B
Har dwar e: ASA5510, 1024 MB RAM CPU Pentium 4 Cel eron 1600 MHz

ASA Version 9.1(5)4
!
host name ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanmes
dns- guard
!
interface Ethernet0/0
shut down
nanei f outside



security-level 0O
ip address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

namnei f

i nsi de

security-level 100
i p address 192.168.100.1 255. 255. 255.0

nterface Ethernet0/?2

shut down

namnei f

dne

security-level 50
i p address 10.10.10.1 255.255.255.0

nterface Ethernet0/3

shut down

no nanei f

no security-1Ieve
no i p address

nt erface Managenent 0/ 0

managenent - onl y
shut down

no nanei f

no security-1Ieve
no i p address

ftp node passive
obj ect network obj-192.168.100.0

subnet

192. 168. 100. 0 255. 255. 255.0

obj ect network obj-10.10.10. 10

host 10.10.10. 10

access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq wwww
pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

obj ect network obj-192.168.100.0

nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10

nat (dnz, outside) static 172.20.1.10 dns
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout
ti meout
ti meout
ti meout
ti meout
ti meout
ti meout
ti meout

x|l ate 3:00: 00

pat -xl ate 0:00: 30

conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02: 00 icnp 0: 00: 02

sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-di sconnect 0:02: 00
si p- provi si onal - nedi a 0: 02: 00 uauth 0: 05: 00 absol ute

t cp- proxy-reassenbly 0:01: 00

fl oati ng-conn 0:00: 00

dynamni c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable



no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout 0O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypted
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512
policy-map gl obal policy
cl ass inspection_default
i nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdncp
nspect sip
nspect net bi os
nspect tftp
nspect ip-options
nspect icnp
policy-map type inspect dns MY_DNS_| NSPECT_NMAP
par anet er s
nmessage- | ength maxi mum 512
policy-map type inspect dns nmigrated_dns_map_1
par anet er s

nmessage- | ength maxi mum 512
1

servi ce-policy global _policy global

pronpt host nane cont ext

Crypt ochecksum 3a8e3009aa3dbld6dbal43abf 25ee408
end

BoY)i1—3> : 5%k NAT

385 NAT |& DNS Doctoring DREBRE L THERATEER T, CcORRTHEENATZEATSICIE
. RBOWWWH—NNONT VY OF RLAEDMZOET RLADBICAZRTAYIORBRATIT
I NBEENATEBRAERENDMLENHVYET, BE NAT DFS. DNSH—N\HAS5954TF >
NCIREND DNSALO—ROABREEECNFTEFEA, CORFIXNTHBEATATVSD L
SBIFVATREENAT Z2EHATRIE, 95A4T7 > NEDNS H—NASREND/NTUY T IP



7 RLA172.20.1.10 ZFEAHAL T WWW H—NICIEHBTEE T, AZTAVIORATSIORNE
BEHBRICKY), EFIVFTFATTSATARGEET RL A%172.20.1.105* 510.10.10.10 (- Z£ it
TEEY, BENATEZEATIBSOREORER L, ZRICRLET,

ASA Version 9.x
!

host nanme ci scoasa
I--- Output suppressed.
access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq www

I--- Output suppressed.

obj ect network obj-192.168.100.0
network 192.168. 100. 0 255. 255. 255.0
nat (inside,outside) dynam c interface

!I--- The nat and global commands al | ow
I--- clients access to the Internet.

obj ect network obj-10.10.10.10
host 10. 10.10. 10
nat (dnez, outside) static 172.20.1.10

!--- Static translation to allow hosts on the outside access
I-—— to the WWW server.

obj ect network obj-10.10.10.10-1
host 10. 10.10. 10
nat (dnz,inside) static 172.20.1.10

FE2EONATX TRERAE "B EENAT

ASA Version 9.x

I

Hostnane ci scoasa

l--- Qutput suppressed

access-1ist OUTSIDE extended permt tcp any host 10.10.10.10 eq wwww
l--- Qutput suppressed

obj ect network obj-192.168.100.0

net wor k 192. 168. 100. 0 255. 255. 255. 0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10.10. 10. 10

obj ect network obj-172.20.1.10
host 172.20.1.10

nat (inside,dnz) source dynam c obj-192.168.100.0 interface
destination static obj-172.20.1.10 obj-10.10.10. 10

l--- Static translation to allow hosts on the inside access
l--- to the WNWVserver via its outside address.

access-group QUTSIDE in interface outside



l--- Qutput suppressed.

ASDM T35t NAT ZBRETRICE. XAOFIRZXRTLET,

1. Configuration > NAT Rules® (=& L . Add > Add "Network Object” NAT Rule...Zi&R L
-

B i T
riln“m_ﬂnﬂrm L III Il
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+* N B Sz, - Drgesl s

22HLVARTAYOEBBOBREZANLE T, [BHEI]7 1 —J)L RiZobj-10.10.10.10& AHL
£J, [IPAddress]|7 1 —JIL RIZ, WWWH—=NDIP7RLAOTRLAZAADLET, X
A7 ROAYTHD - UARDS T8RN, ZBIRLUET, [Translated Addr]7 1 —JL RIC
c WWH—NZEXYEVTFTBTRLAEAVZ—T I A AZANLET, [Advanced] Z
JUYOLET,



[Ey Add Network Object 22

Mame: obj-10.10.10.10
Type: :Hnst -
IP Version: i@ IPv4 () IPvb
IP Address: 10.10.10.10
Description:
MNAT s
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20.1.10 B

|| Use one-to-one address translation
PAT Pool Translated Address:
Round Robin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535 Indude range 1-1023
Fall through to interface PAT(dest intf): |dmz

Use IPvE for interface PAT

| Advanced... |

| K, | | Cancel | | Help |

[Source Interface] RAY 7H I 1) ARNT, [dmz]ZEIRL £, [Destination Interface] KA
YTAI)ARNT, [inside] 2 BIRLET., COPITE, inside 1 > FZ—T7 I A ALDKRA
KA. YT PRLA172.201.10 ZALTWWW H—=NICT7 9 ATE S LS I inside
AVB—TIAANBRENATVET,



m Advanced NAT Settings

Translate DNS replies for rule
Disable Proxy ARP on egress interface

|| Lookup route table to locate egress interface
Interface

Source Interface: dmz

Destination Interface: |inside

Service

Protocol: 1k top
Real Port:

Mapped Port:

#am e oo o b fosen | ¢ 4 | & B B - | 6 Fed B Degres 7% bt Trace
— Bk Leiioria Drigual Fac ket ATian Draintaliol Pk el

-
R LTS Sascainil  Besiled  Soasm Ssiwarmr. Sarviem Soava etz Zarva
o I T Witk (e HET flae 11
= o o

S it ocihons 200 L _ o C {713, 1.4 (5 On - iy
I bt lrnt aw g B immiw @y - -5 M MELILL. - e -

[OK]Z 4 1) v 4 LT, [Add Object/Auto NAT Rule]7 1 > RO %BILUEF. [ApplylE o) v

LT, EFAUTFATTSAT U AICREERELET,
FE/2EONATEASDMIC & DR EHR

1. Configuration > NAT Rules® JE(Zi%iR L . Add > Add Nat rule before "Network Object” NAT

Rule.. ZB@RL £ ¥,
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. Manual/Twice NatZIDEREZ AL ET, [Source Interface] ROY 7H I 1) ARNT,
[inside] @R L £F, [Destination Interface] RO Y 7’Z U U ANT[dmz]Z&IRLET
[Source Address] 7 4 —JL RIZ. inside network object (0bj-192.168.100.0)Z2 AW L £,
[Destination Address] 7 1 —JL RIZ, DMZY—/NXOIPA 7> 10 ~(172.20.1.10)2 &L &
T, [Source NAT Type] RO Y 7*AJ> 1) AT, [Dynamic PAT (Hide)]ZiBRL £ ¥
[Source Address [Action:[Translated Packet] 22> 3217 4 =)L RICdmzE AL ULET ., 3
% AXFR[7 2 3> : Translated Packetl 223> 74 —JLRT, DMZH—/N\ORIPF7
1% N(0bj-10.10.10.10)E AW L £ 7,



[ o)

Edit NAT Rule e

Maich Criteria: Original Packet

Scu_ﬁa Interface: inside » | Destination Interface: |dmz

Source Address: 0bj-192.168.100.0 (-] Destination Address:  obj-172.20.1.10 B

Service: any D

Action: Translated Packet

Source MAT Type: Drynamic PAT (Hide) -

Source Address: dmz D Destination Address:  |obj-10.1.1.10 D
Use one-to-one address translation
PAT Pool Translated Address: -« || Service: — Criginal — D

Found Rebin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 102465535 Indude range 1-1023
Fall through to interface PAT
Use IPv6 for source interface PAT Use IPv6 for destination interface PAT

Options

| Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table to locate egress interface
Direction:  |Both

Description:

’ K, ] | Cancel | | Help |

3.[0OK|Z2 )Yy 2L T, [Add Manual/Twice NAT Rule]V 4 > RUZBLUE 9,

4. [ApplylZ22 VY OLT, EFIVFTFATTSATVAILREZEELET,
ENAT AFRECNATVBRESICRETEI —EDARNZRICRLET, 9547 MNETT
I DNS H—NNABWEEZTV., WWW H—/NXDOT7 RL Al 17220110 THHD VWS EZ
ZELEERELET,

1. 94T 8D 172.20.1.10 ® WWW H—/NICEFEL LS EHAETT,
YASA- 7- 609001: Built | ocal-host inside:192.168.100. 2

2.8F1VFT A TTSAT AN ERZEEL, WWW H—/VAH"10.10.10.10 THD & %R
BUET,
YASA- 7- 609001: Built | ocal-host dne: 10.10.10. 10

3. EFaAVFTA FPTSAT VAN IVZAThE WWW H—/NXOED TCP FEHREHBILFT
o NYIATHENEZBRAMDOIY YT PRLAICFEELTLSEETL,
9%ASA- 6- 302013: Built outbound TCP connection 67956 for dne: 10.10. 10. 10/ 80
(172.20.1.10/80) to inside:192. 168.100.2/11001 (192.168.100.2/11001)

4. X1 UFT4 TTS5ATF > ATshowxlate AN REETITRDE, 94T NDRNT T



AVIONtEXR1IVTA TTITATARAENLTEBRENTVD CENERENET, D
BT, RVODAZT A Y VEBFEAEThTVET,

ci scoasa#fshow xlate

3 in use, 9 nost used

Global 192.168.100.0 Local 192.168.100.0

d obal 172.20.1.10 Local 10.10.10.10

d obal 172.20.1.10 Local 10.10.10.10

5 2F1UFT 4 FT7SA4F A Tshoweconn IX > RERITITDE, 94T e WWW
H—NOBOEGNAEFIUT A TTSATARAZNLTHIILEC ENBREIET,
HYATEENREEWWW H—=/NXOUTFIL P RLAICFEL TS EE L,
ci scoasa#show conn

TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2: 11001
idle 0:01:38 bytes 1486 flags U O

TS NAT 2R L ERENZRTE

ik, IBENAT E3 DD NAT A X2 —T 14 A%ZEMAL 7z DNS Doctoring ZE{TT21=HD
ASA DB ERETT,

ASA Version 9.x

|

host nane ci scoasa

enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanes

dns-guard

|

nterface Ethernet0/0

shut down

nanei f outside

security-level O

i p address 172.20.1.2 255.255.255.0

nterface Ethernet0/1

shut down

nanei f inside

security-level 100

i p address 192.168.100. 1 255. 255. 255.0

nterface Ethernet0/2

shut down

nanei f dnz

security-level 50

i p address 10. 10.10.1 255. 255.255.0

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nterface Managenent0/0
managenent - onl y

shut down

no nanei f

no security-Ieve

no i p address

|

ftp node passive



obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10. 10
host 10.10.10. 10
obj ect network obj-10.10.10.10-1
host 10.10.10. 10
obj ect network obj-172.20.1.10
host 172.20.1.10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
no arp permt-nonconnected
1
obj ect network obj-192.168.100.0
nat (inside,outside) dynanmic interface
obj ect network obj-10.10.10. 10
nat (dnz, outside) static 172.20.1.10
obj ect network obj-10.10.10.10-1
nat (dnz,inside) static 172.20.1.10
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00: 30
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00: 00
dynami c- access-policy-record DfltAccessPolicy
user-identity default-domain LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warmnstart
crypto i psec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tinmeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-Iist
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essenti al s
usernane cisco password fflRPGDSQIh9YLg encrypted
1
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
par anet er s



nmessage-| ength maxi mum client auto
message- | ength maxi mum 512
policy-map gl obal policy

cl ass inspection_default

nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect

dns preset_dns_nap
ftp

h323 h225
h323 ras
rsh

rtsp

esntp

sql net

ski nny
sunrpc
xdnep

sip
net bi os
tftp

i p-options
icnp

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anet er s
nmessage- | ength maxi mum 512

policy-map type inspect dns nmigrated_dns_map_1
par anet er s
nmessage- | ength maxi mum 512

servi ce-policy global _policy global
pronpt host nane cont ext
Crypt ochecksum 2cdcc45bf c13f 9e231f 3934b558f 1f d4

RE

LBI, DNS A VARY AV ETFA4E—TIICLTWVWRHEE, DNS AV ARY D AV B R —
TINICTBICE, ROFIEERTLET, COFITE, DNSA VAR AV ETFTFILND
JO—NILA2VARTI222 RID—ICEMLTVET, cORDVZ—IE, ASADOFT7 =)~
RENSEXZRBL EBEEREKIC, service-policy X > RIZK>T/O-NIICHEHAEQE

ED

.DNSHDA AR 3> RUS—I VT =2ERLET,

ci scoasa(config) #policy-map type inspect dns MY_DNS_INSPECT_ MAP

RS =R YAV TAFIL =23 F—RASNTXA—=EFAT74F21L -3 F—

RIZAWY, A2ARDZAVIVIZVONTA—ZZEELETT,

ci scoasa(confi g- pnmap) #parameters

.policy-map/NT XA —RBREE—RT, DNSXYtE—2NBAXY E—URES12ICEELE

ERD

ci scoasa(confi g- pmap- p) #message-length maximum 512

. policy-map /N X —RERETE— R & policy-map BREE—RZKTLET,

ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit

ADVARY DAV RIS =RV THFELKERENIZCEZRAELET,

ci scoasa(confi g) #show run policy-map type inspect dns
!

policy-map type inspect dns MY_DNS_| NSPECT_MAP

par aneters

nessage-| engt h maxi mum 512
!



) g ]

6. global_policy @ policy-map i2EE— RIZCAVW X T,
ci scoasa(confi g) #policy-map global_policy
ci scoasa(confi g- pmap) #

7. policy-map FREE—RT, F7FI KDL AT 3/4 V5 A X VY 7 inspection_default % 15 E
LET,

ci scoasa(confi g- pmap) #class inspection default
ci scoasa(config-pmap-c) #

8. policy-mapP Z A7 4F1L—>32F—RT, ATV 71 ~3THERLEAVARYD
>avRII—=I VT ZFEAL T, DNSZRETDLSICEELET,
ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT MAP

9. policy-map 9 2 AKEE— R & policy-map BREE—REZKTLET,
ci scoasa(confi g- pmap- c) #exit
ci scoasa(confi g- pmap) #exit

10. global_policy R —X Y A ELLKBREEhE L ZBRELET,

ci scoasa(confi g) #show run policy-map
!

!--- The configured DNS inspection policy map.

policy-map type inspect dns MY_DNS_| NSPECT_MAP
par anmet er s

nmessage- | ength maxi nrum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

i nspect tftp

inspect dns MY DNS_INSPECT_MAP

!--- DNS application inspection enabled.

11. global_policy A" service-policy IC &k 2 T O—NILICEHAEhD & 2BRLET,
ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy globa

ST, RENERICHELTVBHESHERBLET,

TORTYIMAVE=TIR YY) (BRI—YEA) (OIT) F. HE®D show AN RZEYH
R—=—bLEIF, OIT ZHAL T, show AN ROEHID DM ERRLET,

DNS RZ714YODF¥TFv

X1 )FA TITSATANDNS LO—REEULLKEZEBRITVRHAESH EHERITZDHE
D12k, EOBITHIBALELDIC, ZHYTEI/NTYRNEXFY S FVYyTBETT, ASATRS
TAVIOEFYTFv+ITBICE. AOFIEZEITLET,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

1. 1ERTBDFVYTFYA ARV AZEILTIOERAVANEERLET, ACLIZ, F¥Y7F v
FTARNTTAVIORRBETDIHVENHYET, CcOBITIE, 2 DACL ZERLEFT,

outside 1 > RX—T7 IAADKT T4V JICxTS ACL :
access-1ist DNSOUTCAP extended pernmit ip host 172.22.1.161 host
172.20.1.2

!--- All traffic between the DNS server and the ASA.

access-1ist DNSOUTCAP extended permt ip host 172.20.1.2 host
172.22.1.161

!--- All traffic between the ASA and the DNS server.

inside 1 Z—T7IAADKNZ 714V DICxT S ACL :
access-1ist DNSI NCAP extended permit ip host 192.168.100.2 host
172.22.1.161

I-—— All traffic between the client and the DNS server.

access-1ist DNSI NCAP extended permt ip host 172.22.1.161 host
192. 168. 100. 2

I-—— All traffic between the DNS server and the client.

2.FVYTFY AARARERLET .

Ci scoasa#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

!--- This capture collects traffic on the outside interface that matches
!-—— the ACL DNSOUTCAP.

ci scoasa# capture DNSI NSIDE access-1ist DNSINCAP interface inside

!--- This capture collects traffic on the inside interface that matches
!-—— the ACL DNSINCAP.

3. FVYTFYERRLET, DNS hRZ 74V UANBBLIEE, COBOFTTFriFROK
SICBEWERT,

Ci scoasa#show capture DNSOUTSIDE

2 packets captured

1. 14:07:21.347195 172.20.1.2.1025 > 172.22.1.161.53: udp 36

2: 14:07:21.352093 172.22.1.161.53 > 172.20.1.2.1025: udp 93

2 packets shown

Ci scoasat#fshow capture DNSINSIDE

2 packets captured

1: 14:07:21.346951 192. 168. 100. 2. 57225 > 172.22.1.161.53: udp 36
2: 14:07:21.352124 172.22.1.161.53 > 192.168.100. 2. 57225: udp 93
2 packets shown

4. (A7 a2 )YOT7TVT—>3 2 TOMTEDRSIC pcap KR THF ¥ 7F v & TFTP
H—NICOE—ULET, pcap EREBETTEZD TV —23 2 Tlk, DNSA LIO—RIC
EFENDBEXRIP 7 RLABEDFHMABERERTTEE,

Ci scoasat#fcopy /pcap capture:DNSINSIDE tftp

Ci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp
— iy
NZ7ILS1—hk

CoTR. BEORS TNV 1—F A4 J I ERTEBBHRETLET,



DNS BEMAFRITEhz

EFXI1VTA TTIATATDONS A VAR AVHBREENTVSR L ZBALTLKEE
W

EROERICEET S

DSATRE WWW H—NORBE TIEGEZEBYLTERVESEE. NATOREZIANEERTHS
AEEMAN BV ET, EXF2AVUT A T7SAT7A0O072RAVT, ORI EF2 VT4 T
TSAT O ARAEN U TEBREERTDCEILKBMUECERERTAYE—IABVAESHERE
RBLTLKEEV, TOLSBAYE—INH25EE. BB RNT 714 Y 1280 T NAT A"RE
TENTVWT, PRLAICBEYNI BV EEZBRBELTLIEEL,

%ASA- 3- 305006: portnap translation creation failed for tcp src
i nsi de: 192. 168. 100. 2/ 11000 dst i nsi de: 192. 168. 100. 10/ 80

xXlate L NUBERIVVUTLTHAS, COIT—2FEBRIDEHICNATAT—IM XA NEHIBRL THE
BRALEY,

BRE1E

. Cisco ASA 5500-xA> 7 4¥a1L—>32HA R

. Cisco ASA 5500-x> ) =AY RUTZPL VA
-tEF¥31)T 4 BEICE T SField Notice

- Request for Comments ( RFC )

- TO_HAIL YR—PE RFI X2 B -Cisco Systems



//www.cisco.com/c/ja_jp/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
//www.cisco.com/c/ja_jp/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
//www.cisco.com/c/ja_jp/support/security/asa-5500-series-next-generation-firewalls/products-field-notices-list.html
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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