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Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all



BOTZATUNIREADIPABYET, EIVHTShiz IPEEEFFRANEZ Microsoft 365 DERETHEATEE T,

% i¥:Microsoft 365 Exchange 1>V — )L THREZ BRI D IZIEBREANI DA B, EBEX—ILOHY RA—N—%FTETS
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+  Microsoft 365 Admin Center(https://portal.microsoft.com)ic A5 1 > L& T,

« EflOXZ1—7T, AdminCenters.

« 21)v % Exchange.

« EAIOXZi—#5, Mailflow>Rules

e ZOUYO[HLT, HLLWIL-ILZERLET,

«  ROYZ7HI1)AKNAHBypassspam filtering... 5:RULE T,

o FLWIL—ILOBZFZEADL TLEEL : Bypassspam filtering - inbound email from Cisco CES.

o [ZOIL—INZERATBEMH...]T. Thesender - IP addressisin any of theseranges or exactly matches.

L[IP7 RLABEDIEEIRY 7T Y 7T, CiscoSecureEmalD I I HALL Z—IZRBEETNTVWBIPT RLAZEM
LEY,

2.921)v % OK.

o TROBEZTS...0 TR, FLWIL—IIASBFICBRENTVWET, Set the spam confidence level (SCL) to... -
Bypass spam filtering.


https://portal.microsoft.com

o VY Save
L=ILOFERICRLET,

1 i ; H L Enter in thie aAddrace{ac)
Bypass spam filtering - inbound email from Cisco CES Enter in the |P address(es)
associated with your Cisco

Name: Secure Email Gateway/

[Bg.rpass spam filtering - inbound email from Cisco CES I

Cloud Gateway
*Apply this rule if..
Sender's P address is in the range... - HE B EE N

| add condition

*Do the following..
Set the spam confidence level (SCL) to... - Bypass spam filtering
Mark specific messages with an SCL
before they're even scanned by spam
filtering. Use mail flow rules to set the
spam confidence level (SCL) in
messages in EOP

| add action |

Except if..

| add exception

Properties of this rule:

Priority:

El

Save | ! Cancel
TEAF0 2

o ExchangeBEtE>Z2—ICERYET,
e EHflOXZ1—A5, Mail flow > Connectors.
o ZFEOVUYYUHLT, HLLIORIZEERLET,

+  Select your mail flow scenario’RY 7’7 Y 704> RIT, XOBEEHZBIRLET,

1. From: Partner organization

o ZhE, ROKSIZEELFT, Office365



«  UUY Y Next.

o FHLLVIXRVROBFZAHDLTLEZL @ Inbound from Cisco CES.

o HEIISUTHBZADLET,

e UV Next.

e 1Y 7T Usethesender's|P address.

o Y Next.

o CiscoSecure EmalM I I ALL Z—ILRBBEE N TWVWBIPTFRLAZE VU Y OL [+ TAALET,
s JUY 7 Next

+ J#1R Reject email messagesif they aren't sent over Transport Layer Security (TLS).

o Y7 Next.

e YU Save

ARV EBREOHZRICRLUET,



Inbound from Cisco CES
DR

Mail flow scenario

From: Partner organization

To: Office 365

MName
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these P
address ranges: il N & | [

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS)

Edit restrictions

Cisco Secure Email /' S Microsoft 365 NDEF X — /L DFEE
BEXabta—-n
FEAFHBTRERAAICEALZAOY MNLZERALET. R AOY MLERTHIBRTERIA . ZhnsSEMicrosoft 365\ 0
FLLWIPTHY, LEIT—>3aVFTHTH B EHMicosoftic kD AOY KUV TREBEHY TE A,
s F—hUI4qIOJA4VLET,
« B % Mail Policies > Destination Controls.

o Z1)vy % Add Destination.



- FA:

L3BEE: RXMBEEZAANLET,

2. [[BIBFEHE ( Concurrent Connections ) ] : 10

o [EREHLEYDOERAXYE—IH ( Maximum Messages Per Connection ) ] : 20

o« [TLS®HAR—N (TLSSupport)]: Preferred

DY 7 Submit.

o A—HYAUB—TIALAUNDALIZHDCommitChangesZ VY UL T, RENEEEZRELET,

REHBT—TILOBERICRLET,

Destination Control Table Items per page

| Add Destinatian...  Import Table |
All

Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete

10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default Default ]
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, None Nane Off Default
Mo recipient limit

| Export Table

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Venification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

BEHET 2T TN

RIZ, FALTVB RXAVADA—IINEZFAND LS ICEEET VAT —7I (RAT) ZRELE T,

+ BB Mail Policies> Recipient Access Table (RAT).

Qi TIATUA—LTO—DY RS —OEBOEHEES VT, URF—HBEY RF—. BEX—L. Erid
X=J)L70—RBATHdz2ERELET,

«  21)vY % Add Recipient.
*  Recipient Address7 41 —JL RIZR XA ZBMLET,

s OFT7AINRNTOIIVEBIRULET, Accept.



e U Y7 Submit.

+ UlCommit Changes DELICHZDEIUY UL T, RENEEEZREFELET,

RATI> N OHIZERIZRLUET,

Recipient Details
Order: !1

Recipient Address: () | |your_domain_here.com

Action: | [Accept v |
Bypass LDAP Accept Queries for this Recipient

Custom SMTP Response: @ Mo

QO | Yes

Response Code: | [25n

Response Text:

Bypass Receiving Control: (2 ® no

O Yes

SMTP IV — b

Cisco Secure Email 2* 5 Microsoft 365 R X A VX =)L ZBE T2 O DSMTPIL—RNEZERELE T,

o BE% Network > SMTP Routes.

« J1)vy % Add Route...

e EBRERAXALY I RXAVBZAHNLET,

o BEHFRADN : TOMicrosoft 365 MXL I—RZEBML £,

«  UUv 7 Submit.

« UlCommit Changes DELICHZDEIUY UL T, RENEEEZREFELET,

SMTPIL— REREDHIZRICRLET,



SMTP Route Settings

Receiving Domain: (2! | |your_domain_here.com

Destination Hosts: Prlorltv'i" Destination -, Port Aﬂd ﬁow

[o | your_domain.mail.prot [25 i |

(Hostname, IPv4 or IPv6 address. )

QOutgoing SMTP Authentication: = No outgoing SMTP authentication profiles are configured. See Network > SMTP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

DNS(MX L a1— K ) BBRE

A= )LZBMX)L A= ROEBFEICK P TRAXSVEAY NA—N—FDEBHIEVEL =, DNSEBHEEWH AL T, MXLO—R
% Cisco Secure Email Cloud/ >~ AR > ADIPT RL AIZf#RL E T ( Cisco Secure Emall DRMRICEBEHEhTVERT ),

Microsoft 365 1> Y — LA SMXL I—RADEELEHREL X T,

«  Microsoft 3658 # 1>V — JL(https.//admin.microsoft.com)ic A5 4 >~ LE T,
« B % Home> Settings> Domains.
e FITAILIRMDORAAEZEBRLETD,

e 21)¥ Check Hedlth.

ZhiCkY), RASVICEEN TSN TVWABDNSL O— REMXL O— RA Microsoft 365 TE DR S ICBREETNZAICOVTOR
EOMXL O—RAFRHEENET,


https://admin.microsoft.com

‘ Microsoft 365 admin center Search

- n I W

Domains > = == ® com
Managed at Amazon Web Services (AWS) = Default domain

Remove domain Reifresh

Overview DMSrecords Users  Tearns & groups  Apps

your domain by adding these DNS records at your domain registrar or
. Select a record to see all of its details and 'copy and paste” the expected

Microsoft Exchange
Type
MX
TXT

CNAME

Q§ B COBITIRE, DNSRTPIYV Y IDITH—ERAAWIICE D THRARNBLVPERBENTVET, BEEELL T, DNSH
Microsoft 3657 1V RAA DB THRARNENTWVWR B, BENFRRENET, Myour_domain herecomlZH L WL
d—RABMENLECEEBRETEFTEREATLUL, RANTERLELO—RY, CCERTEATVWALIO-—RE—H
LTWB MRl TL<EE V.., FIRCH> THAETZ L, MXLIO—RH, Microsoft 3657 I MUK AL T b
TRRSICERIMIHELLEICUEY hEhFET, hiZkV ., Cisco Secure Emal Gateway A BEERNZ 74 v O 70—H5
HIRENET,

BEEFA - LOT 2}

Microsoft 365N EBEFX—ILT RLAANDBEEX—ILZETAMLET, RIZ. Microsoft 365N EBEFX—IDOZERNLAICEELEC
LEBRELET,

A2V AR 2 AR L T L% Cisco Secure Email and Web Manager ( SMAE ERIEND ) DXy =D KNSy F I TX—)OT %
WIELET,

SMA TA—)OTZHBEIZICE. ROFIEICRVET,

*  SMA(https.//sma.iphmx.com/ng-login) =AY 4 > L& F,
e UVJY Y Tracking.

s MBEBRRFHBFZEAHNLT, SearchZIUYILET, chiZhV, ROLSBERIRTENET,


https://sma.iphmx.com/ng-login

_;. Email and Web Manager

Emall - Service Status Monitoring Tracking Quarantine 1 2 Fo] ';'I's';';' SECURE
Maoov
Message Tracking B ~
3 Filters | 1 Messages Ramedistat® Y
] Message Details @
=
el w0 - Delivered MiD Time ncoming Palicy Match Sender Group Sender P
330714 13 Aug 2021 17:1 948 (GMT) Hifif--- ===RRH BYPASS_SBRS W 200230
Sender Recipienm Subject SBRS Score
sanden@itest.com @ INBOUND EMAIL TEST Mone

Microsoft 365 TX—J)LOJ 2 BRI BICIE,. ROFIEICRHRVE T,

»  Microsoft 365 Admin Center(https://admin.microsoft.com)ic A7 1 > L&,

o 5k Admin Centers.

« 21) Y% Exchange.

« BB Mail flow > Message trace.

e MicrosoftTld, F7 4 NOREFGZRHELTVET, AR,
M essages r eceived by my primary domain in thelast dayZi2RL TREV IV ZBHBLE T,

s BEBLIMXEBREFZHEEANL, 29UV T Search T2 L, ROLSBHBERIRRENET,

Message trace » Message trace search results
R Home
2 Recipienms ~ L Export results 7 Edit message trace () Refresh 2 items 2 Search
Mailboes
Groups Date (UTC-05:00) | Sender Recipient Subject Saatus
Resources =

B/13/2021, 1:20PM sender@itest.com - @ INBOUMND EMAIL TEST Delwtred

Contacts
E1 Mail flow ~

| ressage trace
Rules
Remote domains
Accepted domains
Connectors
Alerts

Alert policies

Fa  Roles o

[F Migration

Microsoft 365 A* & Cisco Secure Email IZIXEE N3 EFX—IILDRE

Cisco Secure Email Gateway T® RELAYLIST DRE

Cisco Secure Emall D RMRZSBL T EE VW, €8I, Y= NI I/ RBHAOREAYE—JHICEAVZ VAV EZ—T T4 AN
BEEhTWET,


https://admin.microsoft.com

s T—hUI4qICOJA4LET,

o E% Mail Policies> HAT Overview.

A i ABBEX—LTO—0OU RS —OEBEOEMICES VT, URF—AREYZF—. BEX—)L. ELEX
L TO—ERTHDCE ERELET,

«  21)v %9 Add Sender Group...
e BEEFBIN-—TEROLSIIHRELET,
1. &80 : RELAY_0O365
2OXVN: <<BEEFEIIN—TICEMTZHEEEIX NEAT>>
3IARVY—: UL —
4. 21) v 7 Submit and Add Senders.

« I%{S4: protection.outlook.com

B B REEORAAVEORBECE (K b ) FAETT,

e 1YY Submit.

+ UlCommit Changes DELICHBDE VY I LT, REDEEZRFLET,

BEEEITIN—TORENHZRIZRLET,



Sender Group Settings

Name: RELAY_0365
Order: 1
Comment: l From Microsoft 365 mail to Cisco Secure Email
Policy: . RELAYED
SBRS (Optional): . Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): None
Connecting Host DNS Verification: None Included

| << Back to HAT Overview | | Edit Settings...

Find Senders that Contain this Text: () i Find
Sender List: Display All Items in List Items per page
| Add Sender...

All
Sender Comment Delete
.protection.outlook.com From Microsoft 365 mail to Cis... D
| << Back to HAT Over\riewj

TLSDBIE

o 1)v % <<Back to HAT Overview.

o ROBHOX—=)7O—KRIT—%#IUYILET : RELAYED.

e TIEAZO—IULT, Security Features®t %< 3>/ T Encryption and Authentication.

o TLSOBA., XZEBIRLUET : Preferred.

e 1YY Submit.

+ UlCommit Changes DELICHBDE VY I LT, REDEEZRFLET,

X=L70—RIVI—REOHZRICFLETS,

Encryption and Authentication: TLs: | O use Default (0ff) O Off @ Preferred O Required

TLS is Mandatory for Address List: | None ~ |
[] verify Client Certificate
SMTP Authentication: | (& Use Default (0ff) O off O preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

Microsoft 365 M 5 CESA D X — L DFRTE

«  Microsoft 365 Admin Center(https.//admin.microsoft.com)ic A5 4 > LE ¥,


https://admin.google.com

«  JL5R Admin Centers.
« 21) Y% Exchange.
o #E % Mail flow > Connectors.
[+]
o HEUUYHOLT, HLLWIARIZEERLET,

»  Select your mail flow scenariolRY 7’7 Y 7042 ROT, XOEBEZBIRLET,

1. From: Office365

e ZhE, ROKLSIZEELET, Partner organization

e Y7 Next.

s FHLLWIRVROBRZAHILTLEZL : Outbound to Cisco CES.
c RELISUTHHAZAHDLET,

s J1UY 7 Next

. [COARVREEATBRA I

1. i#1R: Only when | haveatransport rule set up that redir ects messages to this connector.

e 21)Y % Next.

«  21)vY % Routeemail through these smart hosts.

[+]

e ZEUUYIL, CESTVINALLE—ICRBTNTVBREIPP RLAELEFKRANEZALLET,
e UV Save

e 21)Y % Next.

o Office365Z/N— R F—HHBOEFX—I Y —N—IlEHTIHE

1. 383R: Always use TL S to secur e the connection (recommended).



« iBIR Any digita certificate, including self-signed certificates

e 1YY Next.

. WREHEHENRRENET,

e Y% Next.

[+]

e EFALTEMBEFXA—ILTRLAZAAL, OK.
o ZEUVUYY Validate L, BRIEEODETEHFALET,

e ETLES., Close

e U)vJUsave

EEIRIZOAEDH



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector

A—=)LTO—IL—ILDER


https://outlook.office365.com

LEBEOSBAOBRIARY 77 Y7 T, KOWTFNAZRIRLET, Insdetheorganization.

« JUvYOK.

21) v 2 Moreoptions...

RA add condition > &7 UYL, 2BBENDZBGZEALET,

1. i#1R Therecipient...

+  #IR: Isexternal/internal.
o [BREBEOBHOBRIRYTTYTT, ROVTFIhHEZIRLET, Outsidetheorganization .

« )Y OK.

[FRDBEZEITS...]T. ROVTNHAZBIRLET, Redirect themessageto...

L8R "D 42 2%58RLET,

2. Outbound to Cisco CESR YV X & BIRL £,

3 [OK]ZVUYILET,

THROBE..LICRY, 2BBOT IV IVERBALET,

1. i#1R: Modify the message properties...

o B3R set the message header
o ROXYE—IAYVA—HEHRELET : X-OUTBOUND-AUTH.
« Y)Y OK.

o ROEEHRELET : mysecretkey.



e J1)Y %Y OK.

e VY7 Save

% E: Microsoft SDAREBXY =T ZB<EDHIC, XY E—D A Microsoft 365 R XA A SRKREETNBIBRICT—IL Y K
ANYR—=D ARV TENET, COAYE—E, 102 —ZY NZEREThZHICFHEE N, HIREhET,

Microsoft 365)L—F 1 ~ I REDHlZRICRLET,



Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

office365_outbound: if sendergroup == "RELAYLIST" {
if header("X-OUTBOUND-AUTH") == "Amysecretkey$" {
strip-header ("X-OUTBOUND-AUTH") ;

} else {

dropQ;

}

}

e RetunF¥—Z1EHFTE, FLLWEATHFERENET,
o HLWTIC[]EASAL, FILWXYE—DT a4 REKTLET,
o 1B return VUV U TBE, [FANRIAZI—HDKRTLET,

Commit
o OXVRZEEFTLT, RENDEEEZHRFLET,



I BBE-ICRBERXFEFEALBAVTSEZV, XVE—D 7 M)V RICRTEND 'S LVSEERRRAXFTHY)
BICRIRSICERAENET,



ERELAYLISTORES ZOBH EHREL TLKEEV, CORRR. REZEZFEALTHRETREE, UL—RUD
—FERXA=LTONAE—ICESVTHENRH ZFERATIEETEEXT,

BRESFA—LDT b

Microsoft 365N EFX—)LT RLANSHABRASVODZEENDEEFEAXA—ILETAMLET, Cisco Secure Email and Web
Managerh S XY 2= RSV F T ZBRL T, XY E—IABRNICTIORNT U RICIL—FT A2 7ENTVDR L 2BETE
£,



AOADRARNTZI9TAATRRAOEZHRLTVWET,

HIGH:MEDIUM:@STRENGTH:!aNULL:!eNULL:!LOW:!DES:!MD5:!EXP:!PSK:!DSS:!RC2:!

BENRBLIEZEEORNTYFT0H

<d Emall and Web Manager Email = Service Status Maonitoring Tracking Quarantine
M100V
MESsage | racking AR—.
il Flow Policy

4 Filters | 1 Messages

] Message Details @

E S —BNUI A EDOTLSERE(System Administration > SSLERE)E . RESMTPICERAE N3 S 2R

LTLEE L, &

RCA4:!SEED:!ECDSA:!ADH:!IDEA:I3DES:!SSLv2:!SS

i el ':'.'\'.FL'LJRFI.
U’v

IP address from Microsoft 365

\- Remediate & Y

e = MID Tima Outgoing Policy Match Sendor Group Sendor IP

> pekvered 186377, 186372 13 Aug 2021 14:14:50 (GMT -04:00) 333 _ces RELAY_0365 = m50175

Sender Reciplant Subject SBRS Score
OUTBOUND EMAIL TEST Mone More Detalls

XY E—COFMERIETSICE. MoreDetaillsZO )Y VLT EEL
<d Email and Web Manager Emall - Service Status Monitaring Tracking Quarantine L ? Fe] el cECURE
Mi00v

————

= Back to Summary
Message Tracking

Message ID Header <MN2PR13MB4007C16BFIB26CFBID340654FBFAS@MNZPR13MBA007 . namprd 13, prod. outlook.com=
Processing Details

Summary

Messages 186371, 186372

12 Aug 2021

14:14:59 ) Incoming connection (ICID 405417) has sender_group: RELAY_O365, sender_ip: B B'.59.175 and sbrs: not enabled

14:14:50 ) Protocol SMTP interface Data 2 (IP 1 |57.36) on incoming connaction (ICID 405417} from sender [P [ -59.175. Reverse DNS hest mail=
drnam12ip21 75 outhound_protection outiook com verifed yas_

14:14:50 ) (ICID 405417) RELAY sender group RELAY_D3E5 match protection.outlook com SBRS ot enabled country not enabled

14:14:58 -. 9 ion {ICID 405417) TLS protecol TLSv1.2 cipher ECOHE-RSA-AESZ56-GOM-3HAIE4.

14:14:50 (@ Message 186371 Sender Domain: I 7 com

14:14:59 @ Start message 186371 on incoming connection (IGID 405417}

14:14:55 ) Message 186371 enguaued on incoming connection (ICID 405417) from

14:14:59 @ Maossage 186271 direction: cutgoing
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