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TCF 6 exsORs [ACK] Seqediih Ack=iB Wimd4B8 Lened TSvalalSISeadidn Thesr=IB4BSTINT
. TLiu1. 2 W2 BaaT? e Satiion Ticket, |Chson Ciphar Spac, Enrypted Hisdihiks Neiiss
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4 20765 10.58.70.192 305 TLEw1.2 368 Walsa Application Bata
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proxyss1 {
proxy_cert /etc/sf/keys/sftunnel-cert.pem; ---> Certificate provided by FMC to FTD f
proxy_key /etc/sf/keys/sftunnel-key.pem;
proxy_cacert /etc/sf/ca_root/cacert.pem; ---> CA certificate (InternalCA)

proxy_cril /etc/sf/ca_root/crl.pem;
proxy_cipher 1;
proxy_tls_version TLSv1.2;
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Ingfw/var/log/messagesH 5 DFTDT/N4 AA S OOT 1T :

EAE

Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Initiating IPv4 connection

Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Wait to connect to 8305 (IP
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [INFO] Connected to 10.10.200.31 f
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] -Error with certificate at
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] issuer = /title=Intern
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] subject = /title=Intern
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] err 10:certificate has e
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] SSL_renegotiate error: 1:

Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [ERROR] Connect:SSL handshake fail
Sep 20 04:10:47 FTD-hostname SF-IMS[50792]: [51982] sftunneld:sf_ss1 [WARN] SSL Verification status: ce

Ivar/log/messagesH 5 DFMCTF /N4 AN S5 OOT1T :

Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [INFO] VERIFY ssl_verify_callback_in
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] SSL_renegotiate error: 1: er
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [WARN] establishConnectionUtil: SSL

Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [WARN] establishConnectionUtil: SSL

Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [WARN] establishConnectionUtil: SSL

Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [INFO] establishConnectionUtil: Fail
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: Unab
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: ret_
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: 1iret
Sep 20 03:14:23 FMC-hostname SF-IMS[1504]: [4171] sftunneld:sf_ss1 [ERROR] establishSSLConnection: Fail

sftunnelDBEF., SESTETBEBHTHYME NS EHENI B ET,

« Y RND—VEROEBXRICLDBEERALX (—BHNRTREMEDOK )
« FIDELEWFMCO) 7 —K
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BEEERZAEE. FMCOSSHEY > 3> TAROION REERFTITZETT,

expert

sudo su

cd /etc/sf/ca_root

openss1 x509 -dates -noout -in cacert.pem

AAEOEVHEOERENRTENET, CCTHETIELEIE "notAfters THY, DL
BEN2034F10ASHETHEMTHA L ZRLET,

root@firepower:/Volume/home/admin# openssl x509 -dates -in /etc/sf/ca_root/cacert.pem

notBefore=0ct 7 12:16:56 2024 GMT
notAfter30ct 5 12:16:56 2034 GMT

ARENREBVNE AR ZANFICRTE-—OIN REZETITZHERF. AOOXV RZHEAT
XY,

CERT_PATH="/etc/sf/ca_root/cacert.pem"; EXPIRY_DATE=$(openss]l x509 -enddate -noout -in "$CERT_PATH" | c

AAENBBRFEM LY R TYT0HlERLET,

rof
nddate
_SECONDS=5%( ); THIRTY_DAY?® Y 6 -XPIRY THP wHULU $LLLUR1LHT
TE_SECONDS)
kLURREHT_DATE_. /
)); ] ago .\ a: communicat
the FTD ot vy 0 you d to tak tion immediately i wving e " elif [
DATE_SEC ' e ) A ES . e e certificate wi within Hl:‘—‘ next

e than 30 days.

perform action but this ds on how far the expiry date is in the future.

stejanss:/Volume/home/admin# | |

MAEOBMHRAIEIVTVA CENMFEREDRS ICBHAEINETH,

BIENDOVDBT Y 7F— K (3995008 ) Tlk, IHENHMHRAWERKICYIND &, BEEIC
To—RNFBHENET, TOLEOH, ﬁ JJﬂJiFE?b"‘ DWEEEBILTS—RMBHIENDDT, ¥
BTERITISLEFHYEEA., COFER, FMCOWebR—DIZ2DDFERTRRENET, &



55 N A EEField NoticeR—2 #SBLTVWET,

RAINFZEE, Task TabZFEA TR HETT. COXY E—TJREEEATVWS -, BARMIC
FAUTLWEWRY, I-—YHFEATERT., BHARY TTYTERTEN, I—YHHARKNICE
LAETHEATERT, ChRELIZ—ELTRRENET,

Deployments Upgrades @ Health © Tasks [ @E
19 total 0 waiting 0 running 0 retrying 15 success 2 failures ilter
@ Local Install

Firewall Management Center's internal root certificate has expired. As a result, Firewall
Threat Defense cannot be managed and may experience degradation.

Unknown Failure Condition. Previous state: Review the Field Notice FN 474214 and regenerate the
certificate.

FTR2A0, 270 THRIBA,

Dismiss all notifications

@ Local Install
Elrpwall Managemont Conter’s infemal reat
cartificate is expiring in 20 doys. If it expires,
Firewall Threat Detense cannat be managed and

Task Notification might experience degradation.
Message Center Tasks Tab Your task Firewall FReview the Field Notice FH #74214 and
Management Center's interal root certificate regenerate the certificate.

Is expiring in 20 days. If it expires, Firewall
Threat Defense cannot be managed and
might experience degradation. (Local Install)
failed at Sun Oct 22 23:02:28 2034

Review the Field Notice FN H74214 and
regenerate the cerificate.

2BEEDFER. NATS—RNEEATRDFETT. ChIRIEERIZTICRRENETH,
NEATAYFTRELS, BETRFCEILRITENBIANAETEZZORTRHICEBRE - FHIRR
ENET, o, I—YHIATRNICHALUZIBENHDBHRY TTYTERTREIhET, CNDF
B, WANLIZ— (BRI ) ELTRREH, BE (HRUINE ) ELTRRENET,

-

Deployments Upgrades i Health @ Tasks () Show Notifications

2 total 0 warnings 2 critical 0 errors Filter

Firepower Management Center

firepower
all o Appliance Heartbeat Firewall Management Center's internal root certificate has expired. As a result, Firewall
= Threat Defense cannot be managed and may experience degradation.Review the Field
Notice FMN #74214 and regenerate the certificate.
I

@ Smart License Moni... Smart Licensing evaluation mode expired



https://www.cisco.com/c/en/us/support/docs/field-notices/742/fn74214.html
https://www.cisco.com/c/en/us/support/docs/field-notices/742/fn74214.html
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Dismiss all notifications

A Appliance Heartbeat - firepower X
Firewall Management Center's internal root
certificate is expiring in 15 days. If it expires,
Firewall Threat Defense cannot be managed and

She might experience degradation.Review the Field
MNotice FN #74214 and regenerate the certificate.

Vi ELS

ANNATZ—=RRYTTYTICETIESEA

Dismiss all notifications

€) Appliance Heartbeat - firepower X
Firewall Management Center's internal root
certificate has expired. As a result, Firewall Threat
Defense cannot be managed and may experience

She degradation.Review the Field Notice FN 474214
and regenerate the certificate.
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O—-F&RALET.
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chE, BEORRTREI I BA LB, FHRECEN GPIRTHZEFRENDZIRRT
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BW\WES, SEAEN T TICHRERINICE > TWSIBA(CsftunneBEAYIME WD AREMF $5 C
ETY, FATREBRY RTAYIARRDESY T,

« 700 ~7.06:7KY N7 4 YU AFK-7.0.6.99-9

c TAX VYT RNIITAUTF O ARTICKRBDEEZFHKR)J—ABL
©« 720 ~729:7KRYNT4Y D AFZ-7.2.9.99-4

e 73x:7RY N7 4 Y49 AAE -7.3.1.99-4



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/hotfix/threat-defense-release-notes-hotfix.html
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RYKNTAYVIRBAVARN=ITBE, RDgenerate_certs.pl AT J T KRAFMCIZEEND &
SIEBYNET,

1. NECAZBERLET

2. COFULVABBCAIZ K > TERE nizsftunnelREBAZEZBER L E T

3. ¥ L WsftunnelfEBAE EMBFF—Z TNTIROFTDF/NA RIZT Y2 2 LET (sftunnel ' E
ERTBERIBE ) -

LENF>T, AIRETHIIERDEZITSCEZHRLET,

1. LRROBEYBRYNT AV IREAARN=I)LLET

2.FMCTNY O 7Y TZ#ERLET,

3. (expertE— R T)FMC L Tsftunnel_status.pl AV D 7N ZFEAL T, BEOIXNTO
sftunnel¥ERZREEL £T,

4. generate_certs.plZEAL T, ITFAN—KRE—RASRAVVTNERITLET,

5 BREREL T, FEHRENMNYVELESHERIALET ( F/NM ANFMCICEHRE ATV
BVWEE ) [FFMEIE LT TR

6. FMC# Ssftunnel_status.plZ2321TL T, §XT DsftunneliEZimAEEICEBELTWA L%
BMEELET

‘admin# generate_certs.pl
Z eration.log

ed automatical
0 u ne y the certi s onto the device manually
For more details on disconnected devices, use unnel_status.
Do you want to continue? [

sh to BSN
1 to B

to EMEA-F
1 to EMEA-FPR3110-
h to EMEA-FPR

d to remote peers. For more details check

admin# I
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ZDOFITIE, Ivar/log/sfisfca_generation.logTOY 7 7 4 LA ERK & 1. sftunnel_status.pl® £
HFREN, InternalCADBMHIRN REh, TOCATOEEN RENTVET, COfITR., T
N1 ABSNS-1120-18 & O'EMEA-FPR3110-087 /N1 AICRERAE R 7Y 1 TEFEBATL Ik,

chsOF/NA ADsftunnel AT L TVWELESHIC, COREBAITOIhD ZENFRENET,

KU 18w Osftunnel ZEEEFT B ICIE, ROFIEZRITLET,

1. FMC CLIT, cat /var/tmp/certs/1728303362/FAILED_PUSH ( #fEIXUNIXEEZXRT DT,
SATLAAOHOINY ROHNZHBEL T EEW ) ZEAL T, ROEXD
FAILED_PUSH7 7 4 )L ZB§& &9, FTD_UUID FTD_NAME FTD_IP



SOURCE_PATH_ON_FMC DESTINATION_PATH_ON_FTD

2. ch s OF L WIEBAE (cacert.pem / sftunnel-key.pem / sftunnel-cert.pem)ZFMCA' SFTDF*
NAAZEELET,
===H8F7 7 0—F===

RYRNTAYIADA 2 ARN—=)L T, copy_sftunnel_certs.pyd & O
copy_sftunnel_certs_jumpserverpy A7 U 7 NERMENET, ChSsSORIUT N, ST
BEOBEHIZsftunnel A7 Y TIRETREBL 2 AT ALANOREINRAENE X Z HEL
LET, Chik, SEAEN T TICHRBRINICE > A ICsftunneliEENIE i AT
LTEFEATEERT,

copy_sftunnel_certs.py AV U7 N, FMCEB#A'E £ EBXFTDI AT AICSSHT VA
TERHEICFEATEXRT, TIORATERZRVEERE., FMCA S, FMCEFTDO®EE O T
NAARICSSH7 VEATER DY TH—=NICAOVT N
(/usr/local/sf/bin/copy_sftunnel_certs_jumpserver.py)ZX > O—RL, &I H SPythonA
VT RERITTEET, THEFRARERFZERE., RIRTFBHT77O-—FZEERTITAHL
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9 A", FElEcopy_sftunnel_certs_jumpserver.py AV U7 NERLU T,

A. SSHEROIICEAE 15 7 /N1 A1E#R(device_name. IP address.
admin_username, admin_password)Z2 &3 CSV7 7 A ILEFMC ( K@E2 v 7TH—N
) ICHERLET,
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B. copy_sftunnel_certs.py devices.csvZ A L T(sudoZEMA L Trooth 5) AV VT K &R
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root@fmcv72-stejanss:/Volume/home/admin# cat |/etc/sf/ca_root/cacert.pem

BEGIN CERTIFICATE
MIIDhDCCAmwCAQAWDQYJKoZIhvcNAQELBQAwWgY cxEzARBgNVBAWMCkludGVybmFs
QOExJDA1BgNVBAsSMGO1ludHI1c21vbiBNYWS5hZ2VEtZWSOIFNSc3R1IbTEtMCsGALUE
AwwkYZR1MTIzYzgtNDMONy@XMWVmMLWF JYTEtZ JNhYTIOMTQXxMmEXMRswGQYDVQQK
DBJIDaXNjbyBTeXNOZW1zL CBIbmMaHhcNMjQxMDEOMTQyMzI4WhcNMzQxMDEyMTQy
MzI4WjCBhzETMBEGATUEDAWKSW5QZXJuYWxDQTEKMCIGALUECwwbSW5@cnVzaWlu
IE1hbmFnZW11bnQgU31zdGVAMSOWKwYDVQQDDCRFZGIxMjNjOCOOMZzQ3LTEXZWYt
YWNhMS1mM2FhMjQxNDEyYYTExGzAZBgNVBAOMEKNpcZNVIFNS5c3R1IbXMSIELuYzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBANhWuapGltBIXMmUav8kVukF
Xx1V917W4d7/CYBb4pd1KiMO1ijAEp3wgxmdpDUQ4KBDWNC5+p8dg+XK7AspOW36CD
mdpRWRfgM7J51txEUyCIEmiRYFEhE@eccsUNXG5LcLIBCHGjHMx6V1QL+aR1APCF
7UYpMgFPh3Wp+T9tgx1HgbE28JktD1Nu/11sm51vxtZRqdEXnL6In3rfokKbFOM77
xUtiMeC0504buhfzS1tAm5J@bFuXMcPYqIN+t137rl/letwHzmjVKE7 g/ rfNv@ay0
N+4m815QRN@BoghtZ0+Y/PudToSX@VmKh5Sq/11MvOYBZEIM3Dx+Gb/DQYBWLEUC
AWEAATANBgkghk1GOw@BAQsFAAOCAQEAYZ2EVhEoy1Dd1WSuZewdehthBtI6Q5x7e
UD187bbowmTJsd100LVGgYoUS5qUFDh3NAGSxrDHEu/NsLUbrRiA3@ORI8SWEALo/S6
J3Q1F3hJJFOqSr1Ix/ST72jgL20871xhRIzreB/+26rHo5nns2r2tFss61KB1tWN
NRZNSIYAWYhqGCjHIquiZpfDI3N830REGX+xf1YqFimSh3rFwk@J2q6YtaBJAuwg
Ob1dXGnrnWuIIV/xbOcwKbrALmtanhgGXygT/pMYrjwlI1xVL16/PrMTV29WcQcA
IVBnyzhS4ER9sYIKB5VOMK4r2gIDG1t47E3RYnstyGx8hlzRvzHz2w==
END CERTIFICATE
root@fmcv72-stejanss:/Volume/home/admin# I

root@fmcv72-stejanss:/Volume/home/admin# cat [/var/sf/peers/c8d5d5c6-87c9-11ef-a993-b9831565bc4e/certs_pushed//sftunn
el-key.pem |

BEGIN PRIVATE KEY
MIIEvgIBADANBgkghkiGIWOBAQE FAASCBKawggSkAGEAAOIBAQDCYSA@XZ5N22qD

root@fmcv7Z-stejanss:/Volume/home/admin# cat |/var/sf/peers/c8d5d5c6-87c9-11ef-a993-b9831565bc4e/ certs_pushed//sftunn
el-cert.pem

-----BEGIN CERTIFICATE
MIID3zCCAsegAwIBAgIBDTANBgkghkiGOwOBAQsFADCBhzETMBEGALUEDAWKSWS®
ZXJuYWxDQTEKMCIGALUE Cwwb SWS@cnVzaWOuIE LhbmFnZW11bnQgU31zdGVEMSOw
KwYDVQQDDCRJZGIXMNFOCOOMzQ3LTEXZWYLYWNhMS1nMZ FhMjQXNDEYYTEXGZAZ
BgNVBAOMEKNpcZNvIFNSc3RLbXMsIELuYzAeFwdyNDEWMTMxNDI zMzFaFw@zNDEw
MTIxNDIzMzFaMIGZMRIWEAYDVQQDDALsb2NhbGhve3QxJDA1BgNVBASMGRTudHI1
c21vbiBNYWShZ2VtZWS@IFNSc3R1bTELMBKGAIUECgwSQ21zY28gU31zdGVtcywg
SW5 jMS@wKwYDVQQMDCRjOGQ1ZDV N1 @4NZMSL TEXZWY £ Y TkSMy110TgzMTUZNW] §
NGUxXETAPBgNVBCWMCHNmdHVuUbmVsMITBI jANBgkghkiGOw@BAQEFAAQOCAQBAMIIB
CgKCAQEA3MUQNMWNeTdtqg2kS52FKHYZ2dQJEHc@BmdUc/YOKniUUa451AdLBvOX819y
1QFPFdlurv4mYxgDoBDCzoZLLiRBeaaXcZnowogmatvOMtMyLOITNTL+5G/KiyCr
gsz2ub@3avXW/cbC2WZQGatOkQ/4Fb+LC5dnX2KASHZm1r sOWNWEKF spn/Y2UYGb
Zdi3bZz5wy5YHGGFQ8KK04vAmks SudZb+AWFIg0elEaSwvSK+Walss jbkeaCkyYfA
TP1sEiYkytFdE@fZs8mXfSTLbK+8hI+jWgAN/QOa309gHDEgE rPHgLDBM3@Tqp8s
kRfSJEIsUSHHW1VT@FKbhWEWBE906QIDAQABo@IWQDAIBgNVHRMEAJAAMBQGALUd
EQONMAUCCWxvY2F saG9zdDAdBgNVHSUEF jAUBggrBgEFBQCcDAGY IKWYBBQUHAWEW
DQY JKoZIhveNAQELBQADGGE BAAHHA JWZHXG1nA+jAXGIaL6T/L20YCDXUB3tcNKW
ZViILv110cUNYIvC/w7JbK11UTLb1t@aH@1ff41cvBqbuk+SL7cAuAIcXodP1EQo
ERz4E13a@MNNnvi5dT/aZfhIxzimhIq7P3zTMukKknVyblg@RqG7q85xyELSATE Iy
beuhcgb+7LZcIw29/pTzCnycIrzBhBVKZZcQOvYtBXxDCaZGK171nY1EpK4Qifne
9A2tQQecypKRRASAEOULEMVvpHCgMEGrC60KbShSSPO0Ze1rGWDoVIeTINI 150
+J+WXE@BVApI17aYKWXXhHLGF7n+esylGaZ3Djnd4mMkn8I=

-----END CERTIFICATE

root@fmcv72-stejanss : /Volume/home/admin# I




2.sudosuTI—RNERZFEHAL T, expetE— RTEFTDOFTD CLIZBEE., XD FIE
TIHREZEEHMAET,

1. FAILED_PUSHO I QK BOBRBARRTRENTVSBFHESBLET (L
ZIEF. cd /var/sf/peers/cdb123c8-4347-11ef-acal-f3aa241412a1, 7L, Zh
FFTDC EIWCERVYETD),

2.BEOTTFAINONY OTY T2 ERLET,

Cp cacert.pem cacert.pem.backup
cp sftunnel-cert.pem sftunnel-cert.pem.backup
cp sftunnel-key.pem sftunnel-key.pem.backup

hal cacert.pem

B.77A4N%ZZICLT, HILLIADTUVYZEEIADDELSICLET,

> cacert.pem
> sftunnel-cert.pem
> sftunnel-key.pem

m
m.backup

s -hal cacert.pem

ef-acal-f3aa241412al#

4. vi cacert.pem / vi sftunnel-cert.pem / vi sftunnel-key.pem ( 7 7 /)L & IZEBI D
OV R :RA9U—=>23 Y NTllcacert.pemll DVWTOHRCNARRENET
. sftunnel-cert.pem & sftunnel-key.pemiC D VW TIEEV BRI HEHF H V) ET
) ZFERALT, HLLVWIADTOY (FMCOEANS ) ZZT7 74 ILICEBICE



ERAKRET,

1.IZ8LT, AR V9TATE—RIZAVET (ViAXV REANTD L
EDTTAUDNRRIENET ),

2. =L T, 774 OABL4K(--BEGIN CERTIFICATE-----& -—-END
CERTIFICATE-—Z &) &) FHET,

KiMO1ijAEp3
EmiRYFEhE

3.EscF— &MU LB wgEBLT 77 A LEEL, 77 LICBERAT
A5, EANLET.

5.1s-halz AL T, E77A4IICIELWTF VA (chmod 644) L FiE &
(chown root:root) A'SREENTVWBR CEZRIELET, chik, EIEOT774)
EEHIBDEEILELLKREETCNET,




root@BSNS-1120-1:/var/sf/peers/cdbl23c8-4347-11ef-acal-f3aa241412al# 1s -hal
total 68K
drwxr-xr-x
drwxr-xr-x
-rW-r--p--
-rwW-r--r--
-rW-r--pr--
-rwW-r--r--
-rPW-r--p--
-rW-r--r--
-rPW-r--pr--
-rW-r--r--
-rW-r--r--
drwxr-xr-x
-rW-r--r--

root root 4. Oct 14 15:01 .
root root 4. Oct 14 15:01 ..
root root Oct 14 12:42 LIGHT_REGISTRATION
root root Oct 14 12:42 LIGHT_UNREGISTRATION
root root 2. Oct 14 12:45 LL-caCert.pem
root root 2.2K Oct 14 12:45 LL-cert.pem
root root 3.2K Oct 14 12:45 LL-key.pem
root root 1.3K Oct 14 14:55 cacert.pem\
root root 1. Oct 14 14:49 cacert.pem.backup
root root 2. Oct 14 12:41 ims.conf
root root Oct 14 12:41 peer_flags.json
root root Oct 14 12:42 proxy_config
root root 1. Oct 14 12:42 sfipproxy.conf.json
i sftunnel-cert.pem|
sftunnel-cert.pem.backup
sftunnel-heartbeat
root root 1.7K Oct 14 15:01 sftunnel-key.pem
root root 1.7K Oct 14 14:49 sftunnel-key.pem.backup???
root root ® Oct 14 14:50 sftunnel-key.pem???
root root 521 Oct 14 12:41 sftunnel.json
-rW=p=-=-p-- root root 5 Oct 14 12:48 sw_version
drwxr-xr-x 6 root root 90 Oct 14 12:42 sync2
root@BSNS-1120-1: /var/sf/peers/cdb123c8-4347-11ef-acal-f3aa241412al# I

-rW-r--r--
-rW-r--r--
-rW-r--r--
TrW-r--pr--
-rW-r--r--

4
3
1
i
1
1
1
il
1
1
1
3
1
1
1
1
1
1
1
-rw-r--r-- 1
1
6

3. sftunnel A" BIYEL TV A 2 - BFTD Tsftunnel2 BB L, FIBENZEEZ IV R
ZERAL TEMIC L E T pmtool restartbyid sftunnel

root@BSNS-1120-1:/var/sf/peers/cdblZ3c8-4347-11lef-acal-f3aal41412al# pmtool restartbyid sftunnel

root@BSNS-1120-1: /var/sf/peers/cdbl23c8-4347-11ef-acal-f3aa241412al# I

3. sftunnel_status.plDH N ZFEAL T, IXNTOFTDAELLKEHRENATWVWR L ZRIBELE
El

BRE? - TRBE T TIHRYNTT

CORRTE, 22DERBZDZFIANHY)KRT, sftunneliEZ GO INTHBIEHEBELTWLD
N FEEHIHICEELTVERE A,

FTDWEsftunnelZB A TEGEENIEETE T,

MEERAE G RAEMBRINICE > TWEW (BENES TR ) —HRBELWBZT7O0-F, &I
SVTRLEDERUFIEZERATERT,




EREL, CORATEHFMC (FEREEZEDOFTD) DT YT IL—RXRUT—REITHEVTLE
TV, IXNTOsftunneliFHG AT N2, BFIDTIXNTOIEHEDEHZFHTEITITS
BENHYET, E—DHINE, VARENTWVWEIRYRNTAYIORAII)—ATYT, <hlE,
FMCZU 7 —KNIBUENFZVEHTT,

RoZIINGEGEEAEEEICEY, SIAERFKFIDTEBEMISNET, —POIAHAEDA LIS
KBUEBEESE., XMULHHEEFATRILISICROOSNET, ZTOLED, OIS IZT
BRLEESIC, FEICEDTZ7O0—F2FRITIHENFHYVET,

FTDA sftunnel@ A TIEFRE N BE<BZYEL L,
HREhZ7770—F

AR EFE BRI hICE>TW AV (BENES FUF) —#HBEhZT770—F, 9>
AVTCRLEQERLUFIEZBATEE S, COZFIATR, HILLIEAENFMCTERET h
FIH, FORILHFITIZZIOLTVDESD, FNAAICTIE—TEEHA, COTOEAK
. copy sftunnel certs.py / copy sftunnel certs jumpserver.pyAZ U7 N TBHELTEET

FTNXTOFTDF/NA AAFMCAH SEIME h TVWBHER., sftunneliERICEEL VD, 20
WRRTFMCET Y 7L —RTEET, sftunnelZNHM L TEH{EENMATVDRI TN AN EEH S5
Bk, FMCOT7 Y 77U L —RIC&K 2 Tsftunnel#Ei A" I XTEHLU S5 h, FEEAZEOHRUINARE
TEHENBREAZVIECFELTIKEZVL, CZTOT7YT7TIL—RORRE. BFTDICE
ETRIBENBRIARET7TAINICEITZEBNIHAAAZRETEZETT,

FB770-7F

COF/E, HLVWIIAEZ LR T HFMCH Sgenerate_certs.pl AV U TN ERITTEXRTAH,
NS DIARAEEZTNTENOFIDTFNAAFEINICT Y 1T2HENHYVET, TNA1ADEIC
EO2TR, CNETETHS N, HABEZICEDUEMNI HYET, L,

copy sftunnel certs.py / copy sftunnel certs jumpserver.pyAZ V7’ KN Z2EHT2 L, 5EICER
ftEnxd,




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



