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C DEXEHI TR, %"‘BGD Remote Authentication Dial-In User Service ( RADIUS ) —/\%ZFEH
?kD AILOBIE, FW, BRETHITA42T (AAA)BEVARNEZFEAL TEHHNREE
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B
CORFIXVNCHBOEHEH EE A,

FATAIIAR—Fb

CORFIXYNOERE. ROV TRNIITEN—RIITON-2IVIZEIKEOTEN
BFLEChSON—JIVIIREEhELRA, COVANIRENEHRZEREATVLEE
AN, COBBEDTAN 7I—X£EIHLE>TOFNA AOREZRLTVET,

N—=RIXTF

STV —=23> H—ERA JL—AX (ASR) -ASR 1001 - Tbsns-asr1001-4, EHU'ET,
- Integrated Services Router Generation 2 ( ISR G2 ) -3925e - "bsns-3925e-1; EHUV'E T

(o]

- Integrated Services Router Generation 2 ( ISR G2 ) - 3945e - "bsns-3945e-1, EHUV'ET

[V7 NJITTF (Software ) ]

- Cisco 10S XE Release 3.8 - 15.3(1)S
. Cisco I0S®Y 7 R T 7 U 1) —A15.2(4)M18 & T¥15.2(4)M2
ZA4€>A
. ASR JL—Z Tl&. adventerprise & T ipsec DBEES 1 AN A Z—T LB >TVET
. ISRG2 JL—Z Tk, ipbasek9. securityk9., & & hseck9 DMEES A 2 AN 1 Z—T )L
CZ2TVWEXRT,
CORFIAXAVNOEREF. BEDTRREICHDTF/NAAICEIVTERENELE, COR
FAIXKNTERATIINTOTNAARG, FIA(F72)D ) REVREL SEBLTVERT

o WRORY RD—IUNEBBHITHIBEICEF. ENOLSBOANVRIZDVTE, TOEEN
FECODVTHRIEBRLTE<KBENHBYET,

RECE

RFIXDRREBOFME, RO TIHANTAYVTAOREE 2ZRBLTLEEL,

hAROS

COEZTEATI NAOPREARANRODTT, 1 BONT IL—Z (ASR) &, 9FA4T UK
ZVZ1L—NTB2BDAR—V I—Z (ISR) ZFEALE T,
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Client1 router
bsns-3925e-1

ASRE Hub router
bsns-asr100414

E

gﬂg

Clignt2 router
bsns-3945e-1

CORFIAIXNCIEHUEREDENIEFE, AN—R T 7)) NMEZETEDRYSSERALE
EERXREZRICETT, BEHICETZATOOHEEHEIC DOWVWTIE, cisco.com @ Mxit

EEH, R=TJZFRLTLIEE WV,

AR—DRE

FTTICRXNIZRSIZ, CORFAIXVNODBREAEDRERNTTRITLET, AR—7

kg
Fit
&

SEDOLEHICREELTVET, CORETE., M—OZEEHFTE Client1 & Client2 DE®

ID(AFTRR) THAEICEFBELTLSEZL,

aaa new node
aaa aut horization network default | ocal
aaa session-id comobn

crypto i kev2 keyring Fl ex_key
peer Spokes
address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco
11
crypto i kev2 profile Flex_| KEv2
match identity renpte address 0.0.0.0
identity local email Clientl@cisco.com
aut hentication renmote pre-share
aut hentication | ocal pre-share
keyring | ocal Flex_key
aaa aut horization group psk list default default
virtual -tenplate 1

crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Tunnel 1
i p address negoti at ed
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1


//www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
//www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel source G gabitEthernet0/0

tunnel destination 172.25.1.1

tunnel path-ntu-di scovery

tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel

i p unnunbered Tunnel 1

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default

I\7 &
NTBERF., ZO22OBLIZHHIANTVET,
1. BRI ERRE EXNBERICHERRETT,
2. {RRRE  BEEN AMABHUANEZFERALTI—HIEEEFEYSa T EOREE
BRI EERTEOICHERERELETT,
BEXRN B EEGRTE

CORER., SRANTOAERAENZENT, YT LERBELRETEHY ELA. BILBE
FTHEVWSEFTT,

CORENDRERELFIRIE, ERIHEF— (PSK) 2RAARELTHERATHIETT, VA
OTKK., TEDRYAABEFEAITDCELEHRLTVET,

aaa new node
aaa aut horization network default | ocal

aaa session-id conmon

crypto i kev2 authorization policy default
pool Fl exSpokes
route set interface

crypto i kev2 keyring Fl ex_key
peer Spokes
address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco
1l
peer Cientl
identity email Cientl@isco.com
pr e-shar ed-key cisco
1l
peer Client2
identity email Cient2@i sco.com
pr e-shar ed-key cisco

crypto i kev2 profile Flex_|IKEv2
match fvrf any
match identity renpte address 0.0.0.0
match identity renpte enmail domain cisco.com



aut hentication renmote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

no crypto ikev2 http-url cert
crypto | oggi ng session

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface Virtual - Tenpl atel type tunnel
vrf forwarding | VRF

i p unnunber ed Loopback100

ip ntu 1400

ip nhrp network-id 2

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel vrf | NTERNET

tunnel protection ipsec profile default

GEEE

AAABMEZRENOEYZIVICHWEHTRICR, WOABEBZBREN BN XTI, COFITE.
E9 client! CO2VTO2EEZTRL, RIC, BIOVZATRNEERI—YZEMT D H5EER
LEY,

Client1 OHLR/\TERE

1.AAABMHEVARNZERLET,
aaa attribute list dientl
attribute type interface-config "ip mu 1300" protocol ip
attribute type interface-config "service-policy output TEST" protocol ip

E BRETEVYETSNLEIDTFAT4E, O—HILICHEETIHXENFHVET, CDIFE
. policy-map FEHIICREENhTWVWET,

policy-map TEST
cl ass cl ass-default
shape average 60000

2. authorization policy IC AAA BV AN EZBYHTET,
crypto i kev2 authorization policy Clientl
pool Fl exSpokes
aaa attribute list dientl
route set interface

B ERIDIVTATUNNIUBITIZOHLVRIS —ZFERATELSICLET, CcOBE, 77
AT MDA SEFENTID O username L ZHELET, V4T, EF X)L
7 RL A ClientX@cisco.com ZFEA T2 LENHYVET (X BF1FLE20VThAT,
VAT RMIISUTREYET ). manglerik, BFX—=I PRLAZI-YEHEPO &
RXALSBLICHEIL, TOS5E50—FDH (cOBEREI1I—YR) EEALTHETRYS
—DEMEZBIRLET,

crypto i kev2 nane-mangl er GET_NAME
emai | usernane

crypto i kev2 profile Flex_ | KEv2
aaa aut horization group psk list default name-nmangl er CGET_NAME



client! A"8/EL TWSIHEA. client2 FLEBHNEEIZEMTE LT,

Client2 O ILR/\ T E&TE

BBEIZHUT, RUS—EEROBESEEY MIFELTVWA L ZBIELET,

aaa attribute list Cient2
attribute type interface-config "ip tcp adjust-nmss 1200" protocol ip
attribute type interface-config "ip access-group 133 in" protocol ip

crypto i kev2 authorization policy dient2
pool Fl exSpokes

aaa attribute list Cient2

route set interface

COBITIR. COISATYMNHLTEATS, BFOBRAEI XAV H4 X (MSS ) BEE

ANIVRTIOCA VAN BERENAET, HOREFHRICBERTEERT, —BRNBRET

& 97472 NZEIZRES Virtual Routing and Forwarding (VRF ) Z&|W X T&X Y. EICA

’\"LJl’BL’_\ BHEVUANIBEIVHETSNBD I TATA (<D FIFAOTIOEAJUAN 133 7%
E) i B5hUHRERFEL TOAREN B £ T

7O0EAOBE

ROBIE, AAA FFAIA" Internet Key Exchange Version 2 (IKEv2 ) 7O7 7 A L TAEEhD &
é@%?ﬁ@l"ﬁf’imb‘(&")\ COREHICEEDEHRZEATVET,

FlaxNPM responder

G, IKEvZ Profile's authofzadion statement
requires mangling to be done IKEvE name mangler
&0, mangle identity “Clent® ciso .o om

FlazWPM initiatar

4. Return a name to be used by

2. Doas this remate auihonzation call
1. Send local izentiy identity match any e.q. "Client”
IKEVE protfile &.0 Clieht® Cisea. camn at my prafiles? IKEw2 profile
Lacal identity > rnatch remote identity

5. Perlorm avthrization call as defined
by “aaa auvthorization network® staiement
and using name as retunad by manglar
&9 local authonzation for name "Clignt"

IKEvZ authcrization policy

6. Return infarmation from
AL attribude list
@ . atnbute st "Clent”

Al artributa list

o

COETE, LANCBWETEREN 74T NCBERENATVWA L ZRALT B HEZRL




£9,

Client1

BAERIZY N (MTU) BEEH—ER RUS—FBRE N 2RTTHIAVY RERT
CRULET,

bsns-asr1001- 4#show cef int virtual-access 1
(...)

Hardware idb is Virtual - Accessl

Fast switching type 14, interface type 21

I P CEF switching enabl ed

| P CEF switching turbo vector

IP Null turbo vector

VPN Forwarding table "I VRF"

I P prefix |lookup IPv4 ntrie 8-8-8-8 optin zed
Tunnel VPN Forwarding table "I NTERNET" (tableid 2)
Input fast flags 0x0, Qutput fast flags 0x4000
i findex 16(16)

Sl ot unknown (4294967295) Slot unit 1 VC -1

| P MIU 1300

Real output interface is G gabitEthernet0/0/0

bsns-asr 1001- 4#show policy-map interface virtual-accessl
Vi rtual - Accessl

Servi ce-policy output: TEST

Cl ass-nmap: cl ass-default (match-any)
5 packets, 620 bytes
5 mnute offered rate 0000 bps, drop rate 0000 bps
Mat ch: any
Queuei ng
queue limt 64 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 5/910
shape (average) cir 60000, bc 240, be 240
target shape rate 60000

Client2

BATRIZ, MSSBREN 7 vZieghnkle, BLUOVTIVEAVANIBEAEDORET VA A
VE—TILACAVNIDVR 74N BELTERAEN L ZHRIAETAHIN RZRLET,

bsns-asr1001- 4#show cef int virtual-access 2
Virtual - Access2 is up (if_nunber 18)
Correspondi ng hwi db fast _if_nunber 18
Correspondi ng hwi db firstsw > f_nunber 18
Internet address is 0.0.0.0/0
Unnunbered interface. Using address of Loopbackl100 (192.168.1.1)
I CWP redirects are never sent
Per packet |oad-sharing is disabled
I P uni cast RPF check is disabled
I nput features: Access List, TCP Adjust MsS

(...)

bsns-asr1001- 4#show ip interface virtual-access2



Virtual - Access2 is up, line protocol is up
Interface i s unnunbered. Using address of Loopbackl100 (192.168.1.1)
Broadcast address is 255.255. 255. 255
MIU i s 1400 bytes
Hel per address is not set
Di rected broadcast forwarding is disabled
Qut goi ng access list is not set
| nbound access list is 133, default is not set

(..

)
FINv YT

FNYITHNREZEETOYIN 22HYVET. chidk, TACT—RZEF—72L T, BEZT
EXLERTDBEN HBIHEICRIUEET,

IKEv2 QF/\y S

£Y, ROFXERLFNYT O RZAHLET,

debug crypto ikev2 [internal|packet]

BEOWT, ROON RZADLERT,

show crypto ikev2 sa
show crypto ipsec sa peer a.b.c.d

AAA BB YTOTFT/NY T

AAA BHEDEIN HTZTFNY TIBHERE. ROTNY THARIEERT,

debug aaa aut hori zation
debug aaa attr
debug aaa proto |oca

A i

CORFIXDNTE., RADIUS H—NAEATELZL, FLEFFEALBZVAEA KWV FlexVPN IR
BT, AMABRJANZEALTRBMZEODHEZRLET, AN AEBHUANEZEATS L
BEIRUTEYZa> e, JL-—TZEIREEZILRTIDCENTEET,

BEE 1T ]

- FlexXVPN BLRTFL I BR—FKY N F—TORAFIVD (IKE)N—=232 2007 4F¥1L—
3> #HA4 R, CiscolOS V) —2A 15M&T

- Remote Authentication Dial-In User Services ( RADIUS )

- Requests for Comments (RFCs)

. IPSec x> I—> 3 /IKEZOMIL

- TOZHhIL HR—BME RFI XD - Cisco Systems
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