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Active Directory
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DUO verifies the user's
account

Secure Client ISE PSN Node
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o FTD sends a RADIUS :
Access Request

! PSN node resends the

i i RADIUS Access Request ' i

DUO Push accepted i
i : PSN node receives the '
| d  PSN node resends RADIUS Access Accept !
: the RADIUS Access o |
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[Topology] :
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1. 1=Y, —BOI1-—HFEENAD-REZADLUTVPNRE7OERAZRHBELET,

2. 77 AT DA —I)ERBNEFTD)A . FEEER%Z Cisco Identity Services Engine(ISE)IZIAEL &
Cl

3. Policy Services Node (PSN)i&, FRREERZDUORRE7OF S H—NICEELET, TDORE.
DUORRREH —/N—EDUOY T R —ERAZN L TERBRZRIEL £,

4.DUO Cloudid, BHI7F—ZR—ALCRLTI—H—BENAD—RZ®RIALXT,

AE  DUOYZIJRTERHODI—H—FTF—EIXR—AZHFITHICE. DUOY T U REMBBO
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5.DU0T Z I RiF, RBREICAM TR L, EF17THREILEALET Y 1BHZEL T, 1—Y
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6. I—H'—ADUOT' Y 1%2EFETHE&, DUORRREZOF> - H—/N—ik, I—H—HFAER
ERF AN EZRIEREEPSNIZERFLET,

7.PSN/—RiF, 1—H¥H FRiechE-C L2 BHATHHEREEZFTDICEELET .

8. FTIDIFRIEEEZZEL., B EEFIVTIAWEN EREENTVWDIIY RKRSAMAD
VPN#EHRZBILET,

9. FTDIF. EEAZVPNEFROFEZOTICRREL, RREEEOBENTTHITA2ITTF—X
ZISE/—RICR2ICEFBLET,

10.ISE/— R, FAOTA2J7EHZEHFOT4 707 ICKREL. IXTOLO—RHIRE
ICREEN, ROEBEEXRLFADTSATUVARAFIVIDEDIZT IV ELATES L Z2HER
X7,
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COHARDEETI, RORY NI)—IONTA—2EFERALET,
- 74X VZRY ND—2H%—)\(PNS)./ — RIP:10.4.23.21

- E7VPN®Firepower Threat Defense(FTD)IP:10.4.23.53

- DUORREEZ'OF </ IP: 10.31.126.207

- RXA & : testlab.local

A2 74F21L—>3>

FTDEXE,

Firepower Management Center(FMC)A T ®RADIUSH — /YD &

1.Web7 5% %E£8L., FMCOIPZPRLAZAHNLTIZS74ANI—HFA4R—TITAA
(GUNZBIE, FMCIC7YVEALET,

2. Objects X Z1—IZBEIL. AAA ServerZiEIRL TH S, RADIUS Server GroupA 7> 3 IC
HEAET,

3. Add RADIUS Server Group RZ>%# 2 '1) Y LT, RADIUSH—N—DOFHLWVWIIL—TZER
LET,

Flrewa” Management Center Overview Analysis Policies Devices Objects Integration Deploy Q, @ ¢ @ admin~ 'L'L';é!;'
\ t
~ AAA Server RADIUS Server Group Add RADIUS Server Group | |KeQiZIEY

RADIUS Server Group
RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in

Single Sign-on Server through Remote Access VPN connections.

> Access List
2 Address Pools Name
Application Filters

AS Path

Cipher Suite List

RADIUSH—NTIL—T,

4. XY ND—=DA2VTZARNZVF T RNTHEICHBTESD LS, L VAAARADIUSH—/N
TIN—TOARABRERIBHEANLET,

5 JN—7RETHEYEAT>a>aBIRL T, L VRADIUSH—/NDEBMICEARAET,

RADIUS Servers (Maximum 16 servers) ﬂ

IP Address/Hostname

RADIUST — /X,



6. RADIUSH—/N—DIP7 RLAZEEL, HBREFEF—EAHNLET,

EIERBRADIUSERZHIY TBICE. COMBF—NISEY—NER2IIHBEND K
SICTRENTARTT,



New RADIUS Server @

IP Address/Hostname:*

| 10.4.23.21 |

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812
Key:*

Confirm Key:*

eEIOBBOR

Accounting Port: (1-65535)
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

# L WRADIUSH — /N,

7. RADIUSH —/NDFMZREL 1=#., SaveZ VY U L TRADIUSH—NTIL—TDREZR
BLEY,



Add RADIUS Server Group

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

10.4.23.21

H—NTIN—T O,

8. XY RD—U 2B TAAAY —NDOREZZTTLTEETDICE,

Deploy AllZZIRL TEREZEALE T,

Firewall Management Center

et (]

Overview Analysis Policies Devices

RADIUS Server Group @

FTD_01
RADIUS Server Group objects contain one or | -

through Remote Access VPN connections.

Name

ISE

AAAH—NNDE A

JE—BMVPNZREL XY,

Objects

Integration

Deplay

concer | IR

DeployXZ21—ICBEL,

o @ & @ adminv I cecuR

Advanced Deploy

I Ready for Deployment




1. FMC GUITDevices > VPN > Remote AccessD EICBEL ., VPNRE7OLEAZRBLET,

2.AddRZ>EZIYY LT, FILLWPNEZETO77AIILZERLET,

Firewall Managgmem Center Overview  Analysis  Policies  Devices  Objects  Integration  Deploy Q @ £+ @ adminv Jule

=

Name Status Last Modified

Add a new configuration

VPN#E#7'O7 7 14 ),

3. XY RND—UBRERNTVPNEHRBIL® T TBHEHIC, VPNO—ETHBEANEZEZANLE
9,

4. SSLVPNZORIJNLZ2FEALTLZE B ERERRIDICE, SSLATS >3 &BIRLET,
5. TNAADVARNDE S, BFEDFTDT/NA AZIBIRLET,

Remote Access VPN Policy Wizard

o Policy Assignment 2  Connection Profile 1 AnyConnect 4 Access & Certificate 5  Summary
Access VPN policy with a new user-defined conneclion profile. elements to be in place to complete Remole Access
prom—— VPN Palicy.
VPN_Remole Authentication Server
Description: Configure LOCAL or Realm or RADIUS Server Group

or S50 to authenticate VPN clients,

AnyConnect Client Package

VPN Protocols: Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco

ssL credentials to download it during the wizard.

IPsec-IKEV2 Device Interface

Targeted Devices: Interfaces should be already configured on targeted
devices so that they can be used as a security zone

Avallable Devices Selected Devices or Interface group to enable VPN access.

FTD_01

VPNESTE o

6. BIRETPSN — KEEAT &S ICAMBERERELET,



Remote Access VPN Policy Wizard

1 | Policy Assignment o Connection Profile 3 AnyConnect 4  Access & Certificate 5  Summary

Authentication, Authorization & Accounting (AAA):

Specify the methed of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN

connections.

Authentication Method: AAA Only v

Authentication Server:* ISE v | 4+
DAL of Realm or RADIUS)

Fallback to LOCAL Authentication

Authorization Server: Use same authentication server v || -+
\TEETT O o

Accounting Server: v 4
(RADIUS)

gH7O0774)0,

7.VPNOBKIP7 RLAEIHTEZEY NTYTLET,



EE  EEARE, DHCP VPN =LA BIRENhTVET,
Client Address Assignment;
Client |IP address can be assigned from A8A server, DHCP server and IF address pools. When multiple options are

selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

LUse AAA Server (Realm or RADIUS anly) @

Use IP Address Pools

Pvd Address Pools Pool_VPN 4

8.FHLWIIN—TRIZ—DERICEAET,



Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DMGrpPolicy |+

Edit Group Policy
IIN—=7 KR —.

9. N—7RIVI—RET. SSLZORINAFBRENTVB CEZHEBLET,



Add Group Policy (7]

Name:*
I VPN_Remote_Policy

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner sSSL
DNS/WINS IPsec-IKEv2

Split Tunneling

Cancel Save

VPN 7O R,

10. ILWWPNT' =)L 2 T2 H. BIFEOT—I)L&ERL T, VPNISA T RTHATES
P7RLANEHZEEL X,



Add Group Policy

Name:*
VPN_Remote_Policy

Description:
General AnyConnect
VPN Protocols

Banner
DNS/WINS

Split Tunneling

7"— ILVPN,

11. VPN#EHDODNS Y —/N—D

Advanced

IP Address Pools:

IP Address Pools Mame

IP Address Range

AMEEELEY,

| Cancel




Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

DNSE&TE o
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=R
BE®D
12. BB FFll%Z

=1 ]

AX E

CORETIE. NF—, AFVYKNKZXUZY ., AnyConnect, ILERFA 7> 3>
BN AT a ERBENDZCEIEFEELTLSEEY,

LS, NextxZZ2I VY ILTEY RTPYTDRODTI—RICEXRET,



Remote Access VPN Policy Wizard

T | Poboy Assigremen e Connection Profile 1 AnyConnect £ Access & Certcate 5 Sumenany
FOPLARNS, IF SIS DOSMH ERTIIL 53 1RO S R LS AATE L Pe GEEE , ATTLAT SE VTR SR I USSR A
Lige A8 Sarver (Realm or RADIUS only) @
Lizs DHCP Sanwis

Liga I Addngss Pocks

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Policy

Cancel Eack m
IIN—=TRIZ—.

13. VPNI1—HRAOE Y & AnyConnect/\Y T —2 ZBIRLE T, BEBNYT—IJHUVARNE L
TWEWEER, COBRRBTHREBRNYT—DZEBIMTEET,

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Profile e AnyConnect 4  Access & Certificate 5 Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center. I

Select at least one AnyConnect Client image \
I © Show Re-order buttges

.I\CCDI'II‘IL‘I:[ File Object Name Ao T ame Operating System
D anycennect-win-4.10.08029-we... anyconnect-win-4.10.08029 -webdeploy-k9... Windows A

Cancel Back m

NYT—=2042AR=)

14. VPNUE—MNEBRZBMICTBFIDTFNAADRY N =D A2 2—T I A AZERLET

o



Remote Access VPN Policy Wizard

1) Policy Assignment 2 | Connection Profile 3 | AnyConnect ° Access & Certificate 5 Summary
: ey B -
_— J—l S 0 = -
Remote AnyConnect Outside VPN 1side P
User Client Internet Device S
5
AAA

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside D +

Enable DTLS on member Interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

VPNA 2 B—T T4 A

15. EATRER AT EN1DZERL CAERENOERT O AZBIUL, AAEFEZERLTITAT
VA=A ARN=ILET, ChE, EFIT7RVPNERICE>TEETT,



8 AR COHAMRTRECERIAASTIBREIATVERT,

Ny

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment:® - —|— ]




Add Cert Enrollment )

Mame*
Description
CA Information Certificate Parameters Key Revocation
Enroliment Type: SCEP v
@glf Signed Certificate -\
Enrollment URL:* '9
EST
Challenge Password: || scep
Confirm Password: Manual
Retry Count: 10 (Range 0-100)
Fingerprint:
SEEAE R R,

16. SIBAZENBBEHZRELES. NextZ2OUYOLET,



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 AnyConnect ° Access & Certificate 5  Summary
T BUAEIE I VT WA e 13,
Interface group/Security Zone:* Outside * +

Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called ldentity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* Cert_Enrollment * +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

Cancel

TOEAEY—EAOHE

17. IXNTORENHEZLELI-LT, RENEETHY, ERULEREFIFRREATWVWEC
EETRELET,

Remote Access VPN Policy Wizard

1 | Policy Assignmant 2 | Connection Profile 3 | AnyConnect 4 | Access & Certificate e Summary
Firepower Management Center will configure an RA VPN Policy with the following settings Afsr e woawd compimes, e folowing
Name: VPN_Remaote configuration needs to be comphsted for VPN to
Dovice Targets: FTD_01 wiork on all device targets.
Cannection Profle VPN_Ramats
o e - & Access Control Policy Update
Connection Alias: VPN_Remaote
AAA: An Access Control ruke must be defined to allow
VPN traffic on all targeted dovices.
Authentication Method:  AAA Only
Authentication Server:  ISE (RADIUS) © NAT Exemption
Authorization Server: ISE (RADILS) If NAT is enabled on the targeted devices, you
X " must define a NAT Policy to exempt VPN traffic,
Azcounting Server I5€
© DNS Configuration
= To resohw hostname spocified in AAA Sorvers
or GA Servers, configure DNS using FlexConfg
ctros Poos (v Pod VPN Palicy on the targeted devices.
Address Poots (IPVE): - © Port Configuration
Group Policy: VPH_Remate_Policy S5L will be enabled on port 443,
AmyConnoct Imagos: anyconnect-win-4. 10 0B029-webdepioy- k9 pkg Please ensure that these ports are not used in
) . NAT Policy or other services before deploying
nterts the configuration.
Devic Cert_Envoliment
& Metwork Interface Configuration
Make sure to add interface from targoted
Cance Back | Finish
)
VPNEETE DEE,

18. VPNUE—RKNTF UV EAREZBRALTT VT 1 72932, Deploy > Deploy AllDJEIZ#E)
L. BIRULFIDFNA ANDEBEZEITLET,



.F_lureu.-\.ral_lr:r:\:danalgem_er.n Cer_“er Overview  Analysis  Policies  Devices  Objects  Integration o @ o @ adminv Juh 5

VPN_Remote Q Advanced Deploy E

Enter Description

FTD_0M I Ready for Deployment & (1)
one
Connection Profile Access Interfaces Advanced
L
Name AAA
Authentication:
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remate Autharization: 154 1 device is available for deployment 2 0

Accounting: ISk

VPNEREZRBBELTVET,
ISEERTE o
DUOZ AZRADIUSH —/N—&E L TIHELE T,

1. Cisco ISEEE A > X — 7 I 4 AT. Administration > Network Resources > External RADIUS
ServersDEIZBEL £ T,

2. AddRE>Z D) Y ZL T, #LWASRADIUSH —/N—ZRBEL XTI,

= Cisco |SI Administration - Network Resources

Network Devices Network Device Groups Metwork Device Profiles Extarnal RADIUS Servers RADIUS Server Sequences NAC Managers Mare

External RADIUS Servers

[+~ ]

Name Description

SEBRadiust—/\

3. 7’O0F>DUOH—N—DOEHIZANLET,

4. Proxy DUOH—/YXOIEELWIPF RLAZAHBL T, ISEELDUOH—/NEOBENBEYITHS
EZBFELEY,

5. HBEMBF—ZREL XTI,



ERADIUSERIZIEE ICHRUTDICEH, CORBUBEF—Z7OFDUIOY—NICRETILENHYET,

6. TINTOFMHZIELKAHALES, submitE2 Uy 2 LT, #L LProxyDUO Serverit E& REFLE T,

Cisco Administration - Network Resources
MNetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

External RADIUS Server

DUO_Server

10.31.126.207

7. Administration > RADIUS Server Sequences® JEICHE AT T,



8.AddZE vy oL T, H#ILLRADIUSH—N—>—45 2 ABERLET,

= Cisco ISI Administration - Network Resources

Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers More

RADIUS Server Sequences

]

Hame Description

RADIUSY — NS —*T > A
9. RADIUSH —N—=2—T 2 AZBRILPITL< IR EHIC, HIOBRZEELET,

10. 2D HA RTIEDUO_ServerE FIENT WS, BLEIEREL 7=DUO RADIUSH—/N%E#RL ., *
hEGAIOBIREARVANIBEBLT—TAICEDHET,

11. SubmitZ2 2 Y 2 LT, RADIUSH—N>—T > ANREZZTLTRELET,

= Cisco ISk Administration . Network Resources

Hetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADMUS Server Sequences NAC Managers External MM puGrid Direct Connectors

Radiust—/\—4 > ANDEKE.
FIDZEXY ND—OTF VEAFNAAELTHRELET,

1. AT LA B —T7 T4 ADAdministrationtz2> 3> ICBEL. 7 A SNetwork
ResourcesZi&IRL TERY ND—OFNA ADOKEEBBICTVEALET,

2. [Network Resources] 2923 > T, [AddJRZ>ZHELTOUYOL, HILLRY NKD—07F
DEATFNAAZEMTZ7OAZHBLET,



= Cisco ISk Administration - Network Resources

Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers Mare

Notwork Devices

Network Devices

Name IP/Mask Profile Name Location Type Description

XY NID=DOF I CATNA R,

B.RRENLETA-IRIE, RYRND—TRADTNARZBRNTDLODRY ND—TOF IR
TINAABEZANLET,

4. FTD(Firepower Threat Defense)7* /N1 ADIP7 RL ADIEEICEKAE T,

5. FMC(Firepower Management Center)D Y R 7Y ZHICHUBIICBIEhEF—ZAHLET
o COF—F, FNAABOEFITBEFLCFARTT,

6. "RITI AREVEVIYIULT, JOLREXETLET,

Metwork Devices List FTD

Network Devices

Name FTD

Description

IP Address " IP 10.4.23.53 I 32

NAD&E UL CFTDZEML £,



RADIUS Authentication Settings

RADIUS UDP Settings

Pratocaol RADIUS
Shared Secret | SESORIBD S I Show
| Use Second Shared Secret |

Second Shared

Show
Secret :

Col Port 1700 et To Default

RADIUSERE
DUOHE X o
puoZ’ OF >4 > A=),

ROV %21)Y 2L T, TDUO Proxy Download and Installation Guidea IC7 2 t2ALET

o

https://duo.com/docs/authproxy-reference

DUOZ' OF > ZISES LUVDUOYTIREHLEALET,

1. DUO Security WebH 1 K (https:/duo.com)lICAT 1> LET,

CTTFTVT=23arv, w023V CFES =ML, TPTUT-23 0 0RE) EERL TE
TLEY,


https://duo.com/docs/authproxy-reference
https://duo.com/

Dashboard

Device Insight L
Policies w
Applications ~

Protect an Application

Authentication Proxy

Single Sign-On w
Users w
Groups v
Endpoints w
2FA Devices W

DUOT 7' U4 —> 3>

Dashboard > Applications

Applications

Manage your update to the new Universal Prompt
experience, all in one place.

Saee My Progress Gat More Information [

0 0

All Applications End of Support

Export ~

Q Search

Protect an Application

3. JARKNT TCisco ISERADIUS, #7723 &KREL, Protectz V)Y O LTF7 7 )r—<3

ICEMULET,

FunLss ~
| Applications ~

| Protect an Application

Authentication Proxy

Single Sign-0n L
Users v
Groups w
Endpolints w
2FA Devices w
Administrators ~

Trusted Endpoints

Trust Monitor ~
Reports e
Settings

Billing w

ISERADIUSHA 7> 3>

Add an application that yeu'd like to protect with Due twe-facter authentication

You can start with a small "proof-of-concept” installation — it takes jusi a fow minutes, and you're the only one that will seo i, until you deckde to add

athads.,
Documentation: Gatling Started 0

Choose an application below to get started.

Cisco ISE RADIUS

Application

atlnatfne
Cisco

Clsco ISE Administrative Web Login

ailiai]ie F,
Lisre  ClscoISE RADIUS 2FA
alisiln &
teeqn Clsco RADIUS VPN 2FA

Protection Type

2FA with S50 hosted by Duo

Documentation [

Praotact

Protoct

4. EEICEBMENDE, DUOT77UT—2 3> O rRRENET, FICAZ2O0-)ILLT
SaveZ V7Y OLET,

5 BRtEhEEF—. MBF—, BLRUVAPIRARMEZIE—LET., ChORESEDOFIET

BEETY,



Dashboard » Applicatipns » Cisco ISE RADIUS

C i S c D I S E RA D I U S Authentication Log 1%] Remaove Application
Fallow the Cisco ISE RADIUS instructions Cf.

Details

Integration key E.")._

Secret key sarsnssssnnnenenyiyl I

AP hostname _:;';-':33{‘:;:."--', ==
ISEYF — /N D FH4E

6. >~ AT AMDUO Proxy ManagerZ 8L T, €Y N7 YT ZHEITLET,

D

- Duo Security

. Duo Authentication Proxy Manager

DUOZ' OF R F—T ¥

7. (#7232 ) DUOZOFH—N—HADUOI T I RIZEHKITZDEHICTOF S BREME
ETBHEEE. RONTA—F—"AHNLET :

[main]
http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



ERCEREBOTOFDOFMICEERRI TEEL,

8. CCT, BICIOE—LEBEHREFAL T, HEREEZZETLET,

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server section>
failmode=safe

port=1812

client=ad_client



k > b:client=ad_client& \\ 5 T1&. DUO 7 B % ¥ hiActive Directory7 h 7 > F 2FRA UL TRBHTACLERL T
w¥¥. Active DirectoryE DEIHIZE T I2ICIFE, COBHRANAELWVWCEZERRLET,

DUO% Active DirectoryEHREL £9

1. DUOSREE 7' O > % Active DirectoryE AL £

[ad_cTlient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. Active DirectorylCDUOY 0 RY—EATS ML &Y, https://duo.com/IZOT 1 LET,

3. TUsersy ICBEL. MDirectory Sync, Z&IRL CRPHRELEEELET,

Dashboard > Users

Directory Sync

Dashboard
Device Insight ' Users
Policies w
Meed to aclivale a replacement phone? Learn more about Reactivating Duo Mobile [§
Applications o

Single Sign-0n

0 0 0 0

Users ~

Import Users | Bulk Enroll Users

0 0

Total Usars Mot Enrollad nactive Usars Trash Bypass Usars Lockad Out
Add User
Pending Enroliments Seloct (0)~ Export ¥ Q search
Bulk Enrcll Users
I SErS
mport sar No users shown based on your search.

Directory Sync

Bypass Codes

Groups e

1L O NUEH

4.[Add New Sync]2 2 )Y UL, RRENEATZ 32 H S[Active Directory] 2 #IRL £9,

Dashboard > Users > Dweclory Syn
Dashboard
Device Insight w DII'ECtOI'y Sync
Policies e
Directory Syncs  Conneclions
Applications W

Single Sign-On

Users -~
Add User
Pending Enrollments
Bulk Enroll Users
Import Users
Directory Sync
Bypass Codos

Groups b

#LUVEHOER

5. Add new connectionZiZiR L . Continuez21)JY 2L %X,

You don’t have any directories yet.



https://duo.com/

Dashboand » Sync > Mew Active Directory Sync
Dashboard
Device Insight y New Active Directory Sync
Policies £

Connection Directory Sync Setup
Applications bt ol up a now connaclion using a new Authentication Proxy.

- 5 O Connect 1o AD
Single Sign-0On w Reuse existing connection
Users ~ @ Add new cennection @ Add groups
You will be redraciod to @ row pagqe
Add User @ Review synced atiributes

Pending Enrollments Complate Satup

Bulk Enrall Users
Import Users )
Directory Sync Setup
Directory Sync
Wisting Tor Connaction 1o dingclony

Bypass Codes
Sync setup is disabled until a connection 1o the directory has boen esiablished

e

#1 L W Active Directory® & 1l
6. ERE NIREF—, WBEF—, SITAPIRARNEZIE—-LET,

Authentication Proxy 1y Delete Connection No Changes

Status

Configuration metadata
Not connected

1. To set up this diractory, you need to install the Duo Authentication Proxy software on a machine that Duo can

o . O Add Authentication Proxy
connect to and that can connect to your LDAP server. View instructions [

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your O Configure Directory
configuration, or L download a pre-configurad file.

Integration key DID_ Copy Connected Directory Syncs

| User Syncs
Secret key assassansssssssiyfiPE Copy
] AD Sync

Don't write down your secret key or share it with anyone

Reset Secret Key

APl hostname - [
-o‘uosecun!‘y’. com Copy

. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username

(%)

and password for the LDAP account that has read access for your LDAP directory.
AL7 O OFFE

7. DUORREE 7' OF BRKICRY) . BB L FL W/INT X —2Z & Active DirectoryBEBE D H—E X
THO NERERZEFEAL Tcloud| 273> E2BELET,

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>



8. Mvalidates #7232 #BRRLU TERERKRIAL. IXNTORENELVW L ZHBELET,

Authentication Proxy is running Up since: 4/2002024, 5:43:21 PM Version: 6.3.0 Resta

Stop Service

Configure: authproxy.cfg Unsaved Changes Output

[main]

L wlywlM
.duoseécurity.com

21

=ad_client

[ad_cLlient]
ost=10.4,23.42
=administrator

ro=4

7'O% 2 DUOMEETE .

0. A%, BEERHEL. DUORITOFY - $—EAEBRBLIEEZEALET,

Authentication Proxy is running Up since: 4/20/2024, 5:43:21 PM Version: 6.3.0 Restart Service Stop Service

Validation passed

onfiguration has passed validation and is ready 10 be saved

Configure: authproxy.cfg Unsaved Changes Qutput

Running The Duc Authentication Proxy Connectivity Teol. This may take
several minutes...

[info] Testing section 'main' with configuration:
[radius_server_auto]

key=DIX

[info] {'http_proxy host': "cx
‘http_proxy_port': "31287}

. duosecurity.com [info]
1=10.4.23.21

[infe] Testing section 'radius_server_aute' with configuration:
[info] {'api_host': .dupsecurity.com”,

‘client’: ‘ad_client”,

‘failmode®: "safe’,

'http_proxy host": '

‘http_proxy port": "3128°,
[ad_client] “ikey': ‘DI

Validate Save

Restart Service7A 7" 3 >

t=ad_client

10. DUOE B A Y 2 17R— RIZERV . Active Directoryb —/N\—®DIP7 RLAEI—H—RHAD
/\‘_XDNEAjJ l/ia-o



Directory Configuration

Domain controller(s)

Hostname or IP address (1) * Port (1) *

10.4.23.42 389

+ Add Domain controller

The port is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

DC=testlab DC=local

Enter the full distinguished name (DN) of the directory location to search for users and groups
We recommend setting this to the directory root (example: DC=domain, DC=local)
If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

FALYNURE,

11. /XTAEQ'FNTLMVZWUHIEL— _ni?%) ‘n—‘* F’laln7.|'7 >3 /Ejgﬁl/i?o

Authentication type

Integrated

Performs Windows authentication from a domain-joined system

MTLMv2

Performs Windows NTLMvZ authentication
® Plain

Performs username-password authentication

RALRA T

122 HLLVREZRELT, RENEFESNTVD L ZRRBLET,



& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

SaveZA 7> a

13. TEHFEOTAN #EEZFERAL T, DUOY T R —E AAH Active Directory E BIETE %



EEMRELET,

Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect

to your LDAP server. View instructions f

2. Cenfigure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your configuration, or

L download a pre-configured file.

Integration key

Secret key

APl hostname

| oo I Copy
R—" . ] ~ Copy
Don't write down vour secret KE}' or share it with anyone,
Reset Secret Key
| e Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the

LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection.

BRA 73 ETANLET,

14. Active Directory® AT —Z AN, MEDKUZTRT "Connected) ERTFENTVD L&

wlLET,

Status

"

Connected

AT—BANFBEBILEL I,



DUO Cloud#ZH TActive Directory(AD)A' 5 1—H—FhHIO 2 NZE TV AR—KLET,

1. Duo Admin Panel TUsers > Directory SyncD JEIZ# & L . Active Directorye @714 L2 NUJ[E
HICHETSREZRDTET,

Davics Insight y Users Drectory Sync | import Users | Butk Envoll Users

Looks like you have no users, click Add User to add one

® ¢ § ® P? »
g ¥ >
R
[~

I—HFURAR,
2. B9 % Active Directoryl@R ZBIRL £9,

3. #BRERET. Duo Cloud& FHIT 4 ED Y )L —7 %Active Directory I THEBIL TEIRLE T
o BIREEICHULT7AINRIITAT a2 FERTRIEZRFTLTLSEZ L,

4. Complete Setupz V7)Y O L&ET,

P — » s > Deedlery Sves > AD Sy
Device Insight w AD Sync — & Dotete Dirocior
Policies moorl Dud LS Ramed Aid othir nlomnation dinscthy ‘ Active Dirsct
pplicat
Single Sign-on w Active Directory Connection Diregtory Sync Setup
Usi .

Add User AD Syne Conndcsd

10.4.23.42:389

Bulk Enrodl Usars
Compisto Setup
Import Users
Directory Syne
Groups
Bypass Codes P
5 Act
UpPS
End 1
ADEIH,

5 AZBEICHBRTZICE. "ST<SEAML 20V YIOLET, ChiCKV, Active
DirectoryRIDIEEE 1 e )L—7H SDuo CloudiC I—H T AT RA" TV AR—K&Eh, Duo
Securityl REANTILI—HTHI U RNEBEETEDLSICBEYETD,



Dashboard » Users » Directory Syac » AD Sync

AD Syl'lc Rename

Import Duo user names and other information directly from your on-premises Active Directory.

Learn more about syncing users frem Active Directory

Sync Controls

Sync status

Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC

Sync Now

Troubleshooting

B H# O 1R

Cisco DUO CloudiZ 1—H'%# & &L £ 9,

@ Pause automatic syncs

&y Delete Directory Sync No Changes

Active Directory Connection
@ Connected to Duo

AD Sync Connection
10.4.23.42:389
¢ Edit connection

+ Change connection

A—HEBRIZKY, J—RT7O+EA, DUOZY> 1, SMSO—R, h—02RE, EEEERA

ETAHAANERENTREICBENERT,

1. Cisco Cloud&®' ¥ 2 17R— RMUsers2>3a > IZB8HLET,

2. BIDA—H—OT7HIRZROTTERLET,

Dashboard > Useds
Dashboard

Device Insight ~ USETS
Palicies ~
Applications b
Single Sign-0n w

A
Total Users Mot Enrolled

Add User

Pending Enroliments Select (0)v
Bulk Enroll Users

Impart Users

e

Bypass Codes

Groups L 1 total

d1—%— THOU b VAN,

n Meed to activate a replacement phone? Leam mora about Reactivating Duwe Mobila 05

1

Inactive Users

Impaont Users Bulk Enrgll Users m

0

Bypass Usars Locked Out

v | [as
atus 5
Active Never authenticated

3. TBEFRXA—INOEE REZIUYILT, BRTOELAZRBLET,



Dashboard > Lsérs » administrator

adm inistrator Logs Send Enrollment Email || Sync This User

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

n This user was synced from the directory AD Sync. Some fields are read-only

Username aliases

EFX-ILICLDER,
4. BFA-ILOZENLAZHEL ., BROBHZRAVIERIATOELRAZRETLET,
BRVOELAOFMIIOVTE, ROVY—-REZZBLTEEL,

« AZNN—H)LEEHA R : https://quide.duo.com/universal-enrollment
o MERBEFEHA R : https://quide.duo.com/traditional-enroliment

ARERGLF B,

REAERCERCHELTVSCLERBTHICR. KOFIEERTLET,

1.Web7 ZOH%Z#&E L. Firepower Threat Defense(FTD)T /N1 ADIP7 RLAZAHLL T
VPNA VR —TIAARICTFTOVEALET,


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment

© Notsecure | hittps://10.4.23.53/+CSCOE+/logon.html#form _title_text

Eiy Logon

Group VPN_Remote v |

Username |

Password |

[ Logon |

VPNOJ 72,

2. 707 MR RENLS, A—HF—BENAT—REZADLET,



7 2L F > ¥ )LikActive Directory 7 h D> RO —E T,

3.DUOT Y 1BEHMZZ(TE> /=5, DUO MobileV 7 h VT F7Z AL TAEREL, ®RiI7Ot
AZeHEHETT,



Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator


https://help.duo.com/s/article/1126?language=en_US

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



