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ATFY 7 1: APIO—)LICHERER.

XYy R GET
https://<ISE-PAN-IP>/api/v1/policy/device-
URL . .
admin/policy-set
Credentials OpenAPI7 AU NDERBEREEALET,
A A — Accept : application/json

Content-Type : application/json

ATV 2: FNAABEERIY—tY MEHROBBICERAETNDURLZERDITE T,

Setact s cotton

Cisco ISE API - Policy ®¢

srvers
hitps: 11010823 82:442480 - Inferred Url  ~

device-admin-api-controller ne cevceadmnas e
network-access-api-controller me renoracess & e
Device Administration - Command Sets hd
Device Administration - Conditions ~
Device Administration - Dictionary Attributes List ~
Device Administration - Identity Stores R
Device Administration - Network Conditions R
Device Administration - Policy Sets I ~

I /2pi/v1rpeticy/duvica-admingpolicy-sat] Devics dmin - List o pocy sats ~ i

API URI(API URI)
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<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()
if _name =="__man_"

url ="

https://10. 106. 33. 92/ api / v1/ pol i cy/ devi ce-admi n/ pol i cy- set



headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

RIS, FREhDHAPZERLET,

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'default”: True, 'id": '41ed8579-429b-42a8-879e-61861ch82bbf', ‘name’: 'Default’, ‘descr
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ATY 7 1 APId—-)LICBERER.

XYy R GET
https://<ISE-PAN-IP>/api/v1/policy/device-
URL admin/policy-set/<ID-Of-Policy-
Set>/authentication
Credentials OpenAPI7 AU NOERBERZFEALET,
A A — Accept : appllcatlon/'Jsorl |
Content-Type : application/json

ATY7 2 BRAEL—IBEROBBICEATDURLEZRL KT,



Select a definition LR

Cisco ISE API - Policy @

Sarvers

l NERST10.106.33.92:44240 - Inferred Ul ~ I

device-admin-api-controller e cece-acmin A7 Iy
network-access-api-controller e rewonmaccess as hd
Device Administration - Command Sets b
Device Administration - Conditions v
Device Administration - Dictionary Attributes List ~
Device Administration - identity Stores e
Device Administration - Network Conditions hd
Device Administration - Policy Sets &
Device Administration - Authorization Global Exception Rules v
|Devlce Administration - Authentication Rules | ~
]."-!pi;"ul,'pali.ey.fdavler-:‘nin-fpelleyl1=!f{nuli!y'[d},l’su!hrne'-!:!iuuI', vice Admin - Get authentication rules A~ B

361 authenticaticn rules.

API URI(API URI)

ATY7 3: ZhiEPythond—ROHITY, A7V EIE—LTHYMAGTET, ISEIP, 1
—HE, BLROENAD—RZEZH|ATLSLEE VY, RITTBPython7 7M1 IILELTRELET,

ISE€Python1— RHIZRITLTVBTFNA ADEOEHRNRF THD L ZBIELET,

<#root>
from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / vl/ policy/ devi ce-adm n/ policy-set/41ed8579- 429b- 42a8- 879e-61861cb82bbf/ aut hent i

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")



print(response.json())
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Return Code: 200 Expected Outputs: {'version: '1.0.0', 'response’: [{'rul€’: {'default’: True, 'id": '73461597-0133-45ce-b4cb-6511ce56f262', 'name': 'Default
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ATFY 7 1: APIO—)LICHERER.

XYY R GET
https://<ISE-PAN-IP>/api/v1/policy/device-
URL admin/policy-set/<ID-Of-Policy-
Set>/authorization
Credentials OpenAPI7 AU NDERBEREFEALET,
A A — Accept : appllcatlon/.Jsorll |
Content-Type : application/json

ATY 72 FAL—ILBEBROMEBICEAENDURLERLE T,

Cisco ISE API - Policy @

servers
l RHpsT0.1 06,33, 82:44240 = Inferred Url w ]

device-admin-api-controller m: devcesime s W
network-access-api-controller meneworkaccess a5 W
Device Administration - Command Sets A
Device Administration - Conditions hd
Device Administration - Dictionary Attributes List &
Device Administration - Identity Stores i
Device Administration - Network Conditions hd
Device Administration - Policy Sets 4
Device Administration - Authorization Global Exception Rules e
Device Administration - Authentication Rules A
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APl URI(API URI)
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<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__ =="_main_ " url ="
https://10. 106. 33. 92/ api / vl/ policy/ devi ce-admi n/ pol i cy-set/41ed8579- 429b- 42a8- 879e- 61861ch82bbf / aut hori 2
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(



"Api Admi n", "Adm nl23"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:
200

Expected Outputs:
{'version": '1.0.0', 'response’: [{'rule": {'default’: True, 'id": '39d9f546-e58¢-4f79-9856-c0a244b8a2a¢, 'name’: 'Default’, 'hitCounts': 0, 'rank'’: 0, 'state’: ‘enabl
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ATY 71 APIO—)LICHEEER.

XYY R GET

URL https://<ISE-PAN-IP>/api/v1/policy/network-
access/policy-set

Credentials OpenAPI7HO > NDODERERZEALET,

YA — Accept : application/json

Content-Type : application/json

ATYT 2 BEDISE/— REBREZMBIBLHICHEAETBIURLZRDTET,

[Network Access - Policy Sets | A~

Ijapi.fv:l..-"policyf'nctww‘k-ac:uss}’poh’:y- set 'let.-.-c'?: Access - List of palicy sels. s _!

Get all network access policy sets.

API URI(API URI)

ATY7 3 ChidPythond—ROFITY, ATV Z#IE—LTHYFFET, ISEIP, 1
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ISEEPython— RHIZRITLTVBFNA ADBOEBHNIRIFTHD EZ2HELET,

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name =="_man_"

url ="

https://10.106. 33. 92/ api / vl/ pol i cy/ net wor k- access/ pol i cy- set

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)



response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

RIS, FREhDHAPZERLET,

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{ 'default’: False, 'id": 'ba71a417-4a48-4411-8bc3-d5df9b115769', ‘'name’: 'BGL_CFMEOQ
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ATY 7 1 APId—-)LICBERER.

XYy R GET
https://<ISE-PAN-IP>/api/v1/policy/network-

URL access/policy-set/<ID-Of-Policy-
Set>/authentication

Credentials OpenAPI7 AU NOERBERZEALET,

Accept : application/json

ANYH—
# Content-Type : application/json

ATY7 2 BAL—IIBEHROMBICEAITHURLERLET,

INetwork Access - Authentication Rules I ~

I;apifuljpolicy,-’network—u_cess,.l’pa.‘li:y-set;{palieyld}Iauthcntic.ﬂion IN=.':-.-.-uuk Agcess - Gat authentication rulas AW

Netwaork Access - Get authentication rules

API URI(API URI)

ATY 7 3: ZhEPythond—ROFITY, ATV aEIAE—LTHYNITET, ISEIP, 1
—HE, BROENAD—RZEEB|ATLKEEV, ETTBPython7 7M1 ILELTRELE T,

ISEEPython— RHIZRITLTVBFNA ADEOERHNI RIFTHD EZ2HELKRT,

<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()



if _name__=="__main

url ="

https://10. 106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ba71a417- 4a48- 4411- 8bc3- d5df 9b115769/ aut her

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")

print(response.json())



E:ZODE, "RYRND—=OFOEA:RI—EYRDUAKN OFJIEIOAPIH S
DAESEBENET, L&EXIE, bar1as17-4a48-4411-80c3-d5afob115769kd BGL_CFME02-FMC T T,

RIZ, FRENDHABZRLET,

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'rul€’: {'default: True, 'id": '03875777-6c98-4114-a72e-a3e1651e5334, 'name'’: 'Default
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ATY 7 1 APIO—)LIZ X EER,

XYY R GET
URL https://<ISE-PAN-IP>/api/v1/policy/network-




access/policy-set/<ID-Of-Policy-
Set>/authorization ( 57 )

Credentials OpenAPI7 AU NDERBREFEALET,

Accept : application/json

ANY S —
= Content-Type : application/json

ATY 72 FAL—IBEBROMEBICEAENDURLERLE T,

| Network Access - Authorization Rules | ~

apifvl/policy/network-access/policy-set/{policyld} /authorization JMetwork Access - Get autharization rules ey
P P ¥ P ¥ [y Y

Network Access - Get authorization rules

APl URI(API URI)
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<#root>
from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name =="_man_"

url ="

https://10.106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ba71a4l17- 4a48-4411- 8bc3- d5df 9b115769/ aut hor

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

* Api Admi n”, " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())
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Return Code: 200 Expected Outputs: {'version': '1.0.0', 'response’: [{'rule’: {'default’: False, 'id": 'bc67ad4e5-9000-4645-9d75-7c2403ca22ac’, 'name’: 'FMC A
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J|  Bookmarks Diagnostic Tools Download Logs Debug Wizard

% pasnhboard

ISE-DOL-CFMEOT -PAN

4 Context Visibility I Debug Lo Configuration

Debug Level Configuration

I Polley

&, Administration
Compenant Nama Log Level Dascrption Lig Fils Nasmo Log Filter

Al Work Centers

INFO RBALC resource ac s0-psc.log Disabiled

Active Directory WARN Active Directary clie ressages @
Interactive Help admin-ca INFE CA Serdce admin messiges s0-p3c.log Digabled
D admin-inira INFE Infrastrscture action me s0-psclog Disabled
adimin-licends INFO License admin massages - pac og Disabdad
ai- INFO Al Analytics si-ne Disabled
O ans INFO Adaptive Metwork Contral (ANC) debug... kse-psc.log Disabied
O INFO AP G ogs Disablod
Io pisery I | cesus 1 y v C i
bootstrap-wizarnd INFO Baootstrap wi BaAfes E * -pscleg Disatdad
ca=sorvice INFO GA Service mosIsges cnservice log Disabled

AP —ERADOTNY T

FNv IO 774N EA 00— RFBICIE. Operations > Troubleshoot > Download Logs >
ISE PAN Node > Debug LogsD JEIZ#E L £7,

Identity Ser Operations / Troubleshoot
P Bookmarks Diagnostic Tools Debug Wizard
B pashboard ISE-BGL-CFMED T -PAN

ISE-BGL-CFMEOZ -MNT
i Context Visibility
I [SE-DLC-CFMENT-PEM Debug Log Type Log File Description Slze
‘Operations
X B 15E-DLC-CFMEOZ-PSN

) Posiey ISE-RTP-GFMED T -PAN

SE-RTP-CFMEDZ-MNT
& Administration ISE-RTP-CFMEOZ -MN

Work Centers

M

Interactive Help ” g £1 Sare T— t
3 28
" a0
A 4088

FNvIJOsnoxo>rO—R



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



