Mobility Services Engine ( MSE ) & & T Identity
Services Engine ( ISE ) ISE 2.0 ®BfricE I <
RORL

=PA

FLU®IC

BIR &M
Yi—23a>voE#E bROD
FRENATVR I R—F b

ISE & @ MSE O#a&

oAl O 5% TE

NSNS aA—=F42T

Cisco HAR—h J321-F 1 - BHEXNHE

B=

COFRETE., OT—23> R—AOFIAZEITT S 1= O |dentity Services Engine ( ISE ) &
OMSE(EEVUTA Y—ER- ITU22 ) OREFZECODVTEHBALET, BN, WEN
BEAICETVTIAVLA FNAANDOT VL AZHF AR LEFERTEDRSICTHETT

o

Bl SRAF

JVi—-<3a2voBE#E RO

MSE NDRERFAZETHRSEHETREHREBAN, YD1-2320-—BREBZZRCRLET,

- MSE (& Prime Infrastructure ( JABI® NCS ) ICKWERE, YY 7T DHER, HLV WLC OE1) Y
THEBETIhTVWET,

“MSE [& NMSP 7O R JLZEAL T (Prime L& > TEW X TSN ) T4 FL A LAN O
YRO—5 (WLC) EBELET. ChRBEXRWIC, BHEEhEISATURNIDOVWTAP L
ICZELIEZEESEE (RSSI) ICET2EHREZREML T, MSENEFZFTETED&LSICL
TVWET,

ChERTIDLEOOERNEATY TRROESY T,

%9, Prime Infrastructure (Pl ) ICNY 7ZE&L, COXYTOANL YD TUTFTERELT
AP ZELETDHENHVYET,

Prime (Z MSE ZIBINT %158k CAS H—ERAZBIRLET,

MSE 7 Prime ICIBMNE hiz5, BT —EAZRBIRL, WLC EX YT Z2HFELTMSEICZh
S5ZEVITET,



Cisco NCS application

[Cllent Brmrm.r:u

g0

Location APl via
SOAP/XML over

Cisco Wireless LAN
Controller

Mobility Services
Engine (MSE)

Cisco Catalyst
Switch

Aive  Client  Chokepoint
Wireless Network Devices RFID Tag

ISE & MSE Z#& 9581, MSE Ei2BL., RITLTVWRHENHYET, DF, XD L
HHBETT,

1. MSE A" Prime Infrastructure IZ ENE h, H—EANFFHENTVIRBENF HYET,
2.CAS H—EANBMICHE2>TVRIMRENHY, &, DA VYLAIZFATRORNSYF
DO BRICBEDTVBIRENHVY)ET,
3. XY 7N Prime TRREENTLVRMBENHVET,
4. NMSP A" MSE & WLC BITEEICEMEL TVBZAEANHYEFT (WLC AN R SA2T
Fshow nmsp status [C K V) EERTEET ),
NRETE, 2HEETOEN 1 ROKERBYET,

| site Maps ez
Show:  Type Status ) Incomplete 02’ Total Entries 5
a o n Radios with . " G
Name Type 4~ Incomplete Total APs a/n/ac Radios b/g/n Radios Critical Alarms Wireless Clients ‘i Status
System Campus Campus/Site 2 2 2 0 1
Unassigned Campus/Site 0 0 0 0 0
] System Campus > Pegasus3 Building 2 2 2 0 1
] System Campus > Pegasus3 > Floorl Floor Area 2 2 2 0 1
System Campus > Pegasus3 > Floor2 Floor Area 0 0 0 0 0
Total Entries 5
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[Network Resources] > [Location Services] ICEE L. [Add] 20 Y UL TMSE ZEMLET,
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Location Servers list > New Location Server
Location Server

* Name | mse |

Description | |

* Hostname/IP |10.48.39.241 | i

* User Name | admin |

* Password | ssssssses |

* Timeout Seconds (range 1-60)

Troubleshooting

Test Server | Test |

2 Working

Find Location by MAC Address | 94:DB:C9:01:49:13 | ) Foundin:
System Campus#Pegasus3#Floor1

suome JWETT

R, [Location] W U —IZBEL ., [GetUpdate] 20 Y UV FB2HEBHNHYET, hiZkly),
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Location Tree

Checked locations will be available for ISE access policy. Unchecked locations will be hidden.
It is recommended to update the tree before hiding locations.
Hidden locations will remain hidden even when the tree is updated.

Update tree from
Get Update location servers

Save Reset
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Status Rule Name Conditions (identity groups and other conditions) Permissions

rd Wireless_Floor1 Wireless_802.1X MSE:MapLocation EQUALS System PermitAccess Edit | v
Campus#Pegasus3#Floor1

rd Wireless Wireless_802.1X DenyAccess Edit | v

Floor1 D 1—H I FRAZRITTEDHLEN HYET,
FRREDEEMAIC Ik, [MAP Location]| DEMEEEICELVWIO7 7AIHFRRENET,

Overview
Event 5200 Authentication succeeded
Username bastien-96
Endpoint Id 94:DB:C9:01:49:13 &
Endpoint Profile Unknown
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> Wireless_Floor1
Authorization Result PermitAccess
NAS Port Type Wireless - IEEE 802.11
Authorization Profile PermitAccess

Posture Status
Security Group

MapLocation System Campus#Pegasus3#Floor1

FROFBRETEK, IVRRA D HDV—DS8BOYV—ICBEL EBE. RELE#ERE N
FHA, I—TFOBBHZEHL, RANZTEETNIEHBEIC CoA ZEXETHHEEF. RBA7O07
FANTRSYF T A3 z8Mcdde, 598 ICO7—>a3a>0TbeERLET
o ChlF, BEOERO—IVI/BEICEFEERIFITUEENI HYVET,



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name | location_profile]

Description

" Access Type | ACCESS_ACCEPT v

Network Device Profile | Cisco w | i

Service Template

Track Movement

«

RSTNY1—F 424

CHHEENIB S, ISEDREREETITN, BMEDIFEALEIFE MSE TFNAM AZE2Tsnikx
WEEICHRELTWVWR LS TT,

MSEA'ELKBEENTVRIELZHEFAITAIED., W< 2PDZEZFIVILET,

1-ISE EHMEET N TVD MSE NDEXE NMSP ##i A I —FAERE N TVD WLC IZH B C
EETERLET,

(b2504) >show nnmsp status
MSE | P Address Tx Echo Resp Rx Echo Req Tx Data Rx Dat a

10. 48. 39. 241 3711 3711 15481 7
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http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless Networks/Unified Access/C
MX/CMX_ Troubleshooting.pdf
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[root @oc-server ~]# service nsed status


/content/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/CMX/CMX_Troubleshooting.pdf
/content/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/CMX/CMX_Troubleshooting.pdf

Cont ext Aware Service

Total Active Elenents(Wreless Cients, Tags, Rogue APs, Rogue Clients, Interferers, Wred
Clients): 29

Active Wreless Cients: 29

Active Tags: O

Active Rogue APs: 0

Active Rogue Cients: O
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