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BEREchde, 9478 70BD3ZVT R=FIUAOURAL I NFThIET,



) @ Device Security Check x ¥

B https/fisel] - Jek mxample.com:B443 portal /ClientProvisionStart. action Frem=CLIENT _PROVISION &
I P f a

CcISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect o the network

'B Detecting if AnyConnect is installed and running...

DFAT NI IMEAARN=ILENTHEWVE®H, ISE A AnyConnect V54T RO A
VARN=ILZEROET,

7ﬁ Device Security Check x \I_-p

* B https sell - Jelexpmple. concBdd 3 portal’ ClientProvision3tat. action roma CLIENT _PRONTSION ™ B' (oo e

CISCO Client Provisioning Portal

Device Security Check

Your compuber requings Secunty sofmware o be installed before you can connedt 10 the nebwork

Unable to detect AnyConnect Posture Agent

- + This is my first time here

1. You musl install M_.‘:ﬂﬂﬂidh:l CI1E{H.:|I:IIJ[ desice belore
accessing the network. Click hiece 10 downlead aod install
in,"“,,gnnl;;

2. After inslallation, AnyConned will automatically Scan your
device belore allnrmng you access 1o 'he nelwork

3. You have & minutes 10 install and fof e Syslem scan to
camplate

Tip: Leave AnyConned running so i will automatically scan
your désick and connect you faster niod me you Jcoess this
nekwork

M4 vou have 4 minutes 1o install and for he compliance
" check to complete

+ Remind me what 1o do next

~

XY RD—=ORETZARVN(NSA) P7UTr—232#8o0—RL, 954T7KIY
VHESEITLTLEEL,



™ —

..pen'ii.'bg_i;'ii-iéfiﬁ_anycunnect-'.;l;'.e-nﬂwuric—as;?stant—wiﬁ-iiﬁﬁf:ﬂe @
You have chosen to open:
(=] _binaries_anyconnect-ise-network-assistant-win-4.2.02075.exe

which is: Binary File (323 kB)
from: https://ise?l-3ek.example.com:B443

Would you like to save this file?

Save File | [ Cancel ]

NSAABERLAVR—ZXRNETOTT7TALNDA VAN ZRELET,

"Network Setup Assistant

Trusted and Secure Connection

ii You are connected to
ISE21-3ek.example.com
whose identity has been certified. Your
connection to this website is encrypted.

(e) 2014 Casn Systerrs, [ne. Cace, Caco Systerd and Caco Systens logo are
regstered trademarks of Caco Systerns, Inc and/or its affiliates in the U.5, and
cartaan other countras.

AnyConnect Secure Mobility Client Downloader

o " | Downloading AMP Enabler Service Profile. Please wait... -
4 Time Left: 0 secs (482 Bytes of 482 Bytes copied)
g Transfer rate: 0 Bytes/Sec -

E Cancel




AnyConnect Secure Mobility Client Downloader
5. [The AnyConnect Dowrloader is instaling AnyConnect Seare
Mobdity Chent 4. 2.02075. Please wait. ..

&, -

AVARN=LHFETITBE, AnyConnect RAF ¥ ED1—)NFAVTSATVAFIY V&L
WET,

'Y Cisco AnyConnect Secure Mobility Client o] B (=3

ﬁg ‘System Scan::
_ Searching for policy server.
\ >
T

This could take up to 30 seconds.

") AMPEnabler:
nl Downloading AMP for Endpoints...

'@ AMP Enabler:

nl Downloading AMP for Endpoints...

FLWTORANFEZSATVWSR S, IV RRAVMFEELTVWSRESE. AMP 7O774)L
TERREBELIZ Web F—/NAS5 AMP AR D>O—ReEh, 1AM —ILEhFET,



[

¢y Cisco AnyConnect Secure Mobility Client | B S|

Compliant.
Metwork access allowed.

!ﬁ“ AMP Enabler:

nl Downloading AMP for Endpoints...

'Y Cisco AnyConnect Secure Mobility Client e B 3|

Compliant.
Metwork access allowed.

AMP Enabler:
nl Installing AMP for Endpoints. ..

-

Compliant.
Metwork access allowed.

) AvMPEnabler:
nl AMP for Endpoints installed.

AMP ORIV AN RRENKT,




=

. E

SOURGCE| 17e

Scan Now

——

History

Settings

» . Status: Connected
| Scanned: 6/30/2016 5:07:27 PM
Policy:  Audit Policy

About

BETRDO AMP 257 ARNT B8, ZIP 77 A4 I)LICHEIME W TWVWS Eicar XFEHA A D O0—RE
nNET, BEIMREE A, AMP OSJRICEBEENET,

s : P MISK. LOWMEDAE TIHESE TIES ORlY I you are
cicar ==
R Y Il it provide any help to remoe these files
You have chosen to open: ¥ scanner 1o seek such help.
|, elcar_com.rip

which i Compressed (ripped) Folder (184 brytes)
firorme hitpea/fsecure.sicar.ong

What should Firefoo: do wath this file?

eicarcoma.zip

@ Openwath | Windows Explorer (default)

4

308 Bytes
ave File
Do this gutomatscalby for files lke this from new on. HCarcomz. zip
308 Byles
| ok || Conce | NUR
We understand (from the many emails we receive) that it might be difficult for you to @ \ warnlng I

Threat Detected
miust refer to our standard answer concerning support for the test file. We are sorry ,___//

wil R0t provede A scanner specific Support. The best source to get such information
which you purchased,

After all, your scanner believes it Is a virus infected file and does not allow you to aru:q

S4B880a.2p.part has been detected as W32 EICAR.16Q1.

Please contact the support people of your vender. They have the required expertise t
Headhess 10 say that you thould have read the wser's rranual first before contacting th

€] 2of2 o

AMP 577 K&

EROFMZRETZICE. AMP T RDE Y IR—REZEATEEXT,



. . Iy
aalianl i AR tor Fndnninte . . Avrcurseseth ' Buppod  THep
ENSED X or Endg [S marnir T dhiey

Dusttcard  Aradysa = DuSesss Cortssdl = Boports Mansgersnt = Aoooants. =

o WPy Sy s Lixg Cht

Dashboard e e -~

fe ot Y Eveprin Tt Bag

ShrITET-PL TR CrEm O v M Pl [0, ST it
Thepat Uedeatod e vy T S 4 "

HARTESLA - P il Pl D81 | "

b e g st
] (T T———

vy ol O Aty Rafriahy =

Hets Detectieg Hetwor Thresls [T deys)

BR. 77ALNABETT AV H—T UV MNIDVTORMEBDICE. LTI THBRIEE

NEERARNEZD VY ILET,

‘theslt AMP for Endpoints el
Duahiard  Anahye - Duidéwak Comil © Rapons  MEnagamenl - Aogesds =

Dashboard

[dvarwarw Evoraty Hapal Mg

Bl Filter: (Mew] @

Evart Typm o Tl Dopbntoet

+ o AR G
Fitary o Cornprbe: e el AN M el i O 141
o Tera -
. shkorraryc-PCaamplacom oo QMSOPHat rig. part . WIZEICAR.IEG1 EF =V
Fibe Dot tiews Dpdaction T W ECAR. big!
vl ke Firpisindinn [SHA-Z58)] T Shiboot belesdsd O =
Conmment Filgnams T DM Tig St
Flgpat ALy e A b o Termar QbGP Rl g o
Fil Bira Byt 182
Parpnd Fingarpring (SHA-F5 T JATOGE Ecalnce O -
e Flet T T T dii

i By bl o L ol

fepict n F it j

PYCTr e .- .. |

l:i 3 -] 20-08-30 HEITID UTC

ISE DA VARV AZRR (View ) T EEMER ( Deregister ) 521k, [Accounts] >

[Applications] ICBEIL £,



atvan]ns
CISCD

AMP for Endpoints

S cednctons (7

Dashiboard  Analysis -  Outbepalk Control - Reports  Managemen - Accounls -

Applications

AMP Adaptor 4d4047de-4791-477d-9551-6a0M 82ae65b
IRF
 Edit @ Devegister
AMP Adaptor feBlelSe-cde8-4d7f-al36-545416aa5674
IRF

S Edit @ Davegister

ISE

ISE BATEMNERAF ¥ 7JO—HNRS5h,
BRAICURAL O R ThIhET,

4 Insinlls

Anmouncoemants % Suppor T Halp & My Account [ Log Out

days]

o]

These ane applications extermal 1o FirsAMP, such as Souwcafing's Dalenss
Caandar, that you have authorizod b accoss your business' data.

Here you can deauthorize registered applications, thus revoking iheir
access b specific functionality, or you can deregisior the applcations, thus
deauthonzing hem and complalady remaving 1ham rom the FraAlP
SySism

ou can currently autharize Debense Canter appliances to receka
sireaming FinnAMP ovents jof integration with tha Defands Canler.

XYRND—=ODAVT AT AZHERID =D

IVRRAIHFEETRDETSIC, CoA BN EEE

. PermitAccess 2 DLW 7O7 7 A4 IIWHFE V) HTsNhET,

0 0
ey @ o fapen (oo Zilsgon o
Tirw et ] Hemad vy L rriguiesd £3
B YT
hom DL P . i T PR ] & = £E-is an
Ao (6 - e I P [-] & = [ il
i e WY -] & i -
A o [ e kel e Pl a a £ e an

e nnier

0

e e e 1

N S jur- e ] oo jtl

BefFerisiater oy B P, Lt
e Dt s G s il e L T T e E
e Dol s Gl o Gl el e i Covam B Fuewmis
e it - e 1, oo [t vt - e e (e i i

BRHEEhEBREZRTTSDICIE, [Context Visibility] > [Endpoints] > [Compromised Endpoints] (=
BEBLET,

COMPROMISED ENDPOINTS BY INCIDENTS

el [E T H [

b inalgrdfer g Dl o e Pradedl
BAPALCT LEVEL

Diasvemgirsy  Catastropie;

Chebsss A3 BTast- (508 ANC- Charge AcBorssion~=  Cioar Thesabs W
MAC Addnoss 1T Userrame 1Py Adderss Thenats

=
COAADOIAADAN mice 10LEZ 14 5% Tresal Distcied

COMPROMISED ENDPOINTS BY INDICATORS

Bt Coreechnl Dk
[ Feres Lirem gt Hiagh
LEELY BEPACT LEVEL
Pown¥ags 3 ;| 1 IL]
i el S Expet ~ gt = Lo T bervinn CertPealn
Source Thmat Severty Logicl NAD Location  Connactivsy
AR Pt Lozaderd Al Locatora (=



IV RRAYNZERL, [Threats] 27 CBB TR L, LS OFMARTENET,

EI.HL: Identity Services Engine - Context Visibility ¥ Dpearations * Policy v Administration ¥ Work Cenlers

Endpoints = Metwork Dévicas

Endpoinits COedA00:14:8D:48

C0:4A:00:14:8D:4B g H

MAC Address: CO:4A:00:14:8D:4B
| Usemame: alice

Endpaint Profile: WindowsT-Workstation
e E_ Current IP Address: 10.62.148.26

Location:
Attributes Authantication Thraats Vulnerabilities
Threat Detected
Typs: INCIDENT
Savarity: Painbul

Reporied by:  AMP

Reported at:  2016-06-30 11:27:48

IV RRANTERHARY N REE 3 &, [Compromised Endpoints] R—2 TLY RRA

ROMACT7 RLAZEBIRL, ANCRUD—ZHERATAHCENTEETRT (REETNTVRES
. B3 (Quarantine ) 5 & ), FilF., FRAIZE ( Change of Authorization ) ZTLTtEY >
IVERTIDENTEET,

ey [r—
mrrey Servees [gra

L
e L sl Farti Tw—wgry CEeeree a— e L (S iyt
1 B Fosias 7 @
Diesses $hm B Tan (- At o SR - e R Eagas? ¥ e 1 L P g LS
WAL ST FA Tk Ly ren——— 5 Tredid Yabee Ty Ligarddl MAD) Lo Sy L Ay g Trengeera O

]

ol Part Bimrwm

- 0 S B Ly aid g mwawrsd - e - e war
T3 Tamm - s i @ s
-] AN 1 azs [T} T ——————— e ar ] rrmil Pesrat

[CoA Session Terminate] Zi#3iR 9% &, ISE I& CoA Disconnect ZEEL., 954 TF7 2 MEXRY
RO—OANDTIOEARAZXRVET,



Other Attributes

ConfigVersionld

Acct- Terminate-L e

Event-Timestamp

NetworkDeviceProfile™Name

Device CoA type

Device CoA port

MetworkDeviceProfileld

IsThirdPartyDeviceFlow

AcsSessionlD

Metwork Device Profile

Location

Device Type

Device I'F Address

12

Admin Keset

1467305830

Cisco

Crsco Caf

1700

403eakfc-TaZT-4 1c3-80bb-2T96403 | a0Ed

false

clec88ac-6d2c-4h54-9bh=-T1 69 1411 8744

Cisco

Location®All Locations

Device TypefAll Device Types

10052, 148120

ClscoAVPalr andit-session-id=0a%e 94 TRODOO09ab S TT 548 1d

NSTNa1-F42T

ISE TF/N\NY JZBMIZTBICIE. [Administration] > [System] > [Logging] > [Debug Log
Configuration] (Z# & L, [TC-NAC Node] ZiEIR L T TC-NAC JR—= > M D [Log Level] &
[DEBUG] IcEEL &9,

whest  identity Sorvices Enging Herma

oo Wiy b Cpermtiors ¥ Policy

pr— -

* Syl b kSenay MEAMGRTEAE P NiheOris Fbdourtid ¢ Dewicd Pomal Managemetd poilad Secviced ¢ Fobd Sacvice ¢ PadeiweiD ¢ Thiaat Cantri NAC
Depioymaent  Licensing FConificales TLogging ¢ Manenanod Upgrade  Backup & Fesiore ¢ Admin Acosds ¢ Semings

a

Ll Sefrgs ol Li? = DEETE- Db emarmphe. ooen

= Debug Level Configuration
Pumots Logging Targets
Leggirg Casegories Bt M) Beset be Dofaul
Moszage Catalog Comporent Name = Log Level Desscripton
Debug Log Configuration TL-NAL I |
Colection Flers O TCMAC DEBLUG TC-HAL I mesasges

FIvo$B0OY :irflogo ISECLIASEEARD tail AN RERITLET,

| SE21- 3ek/ admi n# show | oggi ng application irf.log tail

AMP UZ I RASBRANR NIEERT,



2016- 06- 30 18:27: 48,617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationDi spatcher:processDelivery:53 -::::: -- calling notification
handl er com ci sco.cpmirf.service.lrfNotificationHandl er$M/Noti fi cati onHandl er @f ac8043
Message{ messageType=NOTI FI CATI ON, nessagel d=THREAT_EVENT, content='{"cO0: 4a: 00: 14: 8d: 4b":
[{"[{"incident": {"{"Inmpact_Qualification": ""Painful"}, "tine-stanp": 1467304068599, "vendor":
"UAMP', "title": ""Threat Detected"}]}', priority=0, timestanp=Thu Jun 30 18:27:48 CEST 2016,
amgpEnvel ope=Envel ope(del i veryTag=79, redeliver=fal se, exchange=irf.topic.events,
routingkey=irf.events.threat), angpProperties=#content Header <basi c>(content -

t ype=application/json, content-encodi ng=null, headers=null, delivery-node=null, priority=0,
correlation-id=null, reply-to=null, expiration=null, nessage-i d=THREAT_EVENT, ti mestanp=null,

t ype=NOTI FI CATI ON, user-id=null, app-id=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}
2016- 06- 30 18:27: 48,617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]
cisco.cpmirf.service.lrfNotificationHandl er: handle: 140 -::::: -- Added to the pendi ng queue:
Message{ messageType=NOTI FI CATI ON, nessagel d=THREAT_EVENT, content="'{"cO0: 4a: 00: 14: 8d: 4b":
[{"[{"incident": {"{"Inmpact_Qualification": ""Painful"}, "tine-stanp": 1467304068599, "vendor":
"UAMP', "title": ""Threat Detected"}]}', priority=0, timestanp=Thu Jun 30 18:27:48 CEST 2016,
amgpEnvel ope=Envel ope(del i veryTag=79, redeliver=fal se, exchange=irf.topic.events,
routingkey=irf.events.threat), angpProperties=#content Header <basi c>(cont ent -

t ype=application/json, content-encodi ng=null, headers=null, delivery-node=null, priority=0,
correlation-id=null, reply-to=null, expiration=null, nessage-i d=THREAT_EVENT, ti mestanp=null,

t ype=NOTI FI CATI ON, user-id=null, app-id=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}
2016- 06- 30 18:27: 48, 617 DEBUG [ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationDi spatcher:processDelivery:59 -::::: -- DONE processing
notification: Envel ope(deliveryTag=79, redeliver=fal se, exchange=irf.topic.events,
routingkey=irf.events.threat) #contentHeader<basic>(content-type=application/json, content-
encodi ng=nul | , headers=null, delivery-node=null, priority=0, correlation-id=null, reply-to=null,
expi ration=null, nessage-i d=THREAT_EVENT, timestanp=null, type=NOTIFI CATION, user-id=null, app-
i d=f e80el6e- cde8- 4d7f - a836- 545416ae56f 4, cluster-id=null)

2016- 06- 30 18:27: 48, 706 DEBUG [ | RF- Event Processor-0][]

cisco.cpmirf.service.lrfEvent Processor:parseNotification:221 -::::: -- parsing notification:
Message{ messageType=NOT| FI CATI ON, nessagel d=THREAT_EVENT, content="'{"cO0: 4a: 00: 14: 8d: 4b":
[{"[{"incident": {"{"Inmpact_Qualification": ""Painful"}, "tine-stanp": 1467304068599, "vendor":
"UAMP', "title": ""Threat Detected"}]}', priority=0, timestanp=Thu Jun 30 18:27:48 CEST 2016,
amgpEnvel ope=Envel ope(del i veryTag=79, redeliver=fal se, exchange=irf.topic.events,
routingkey=irf.events.threat), angpProperties=#content Header <basi c>(content -

t ype=application/json, content-encodi ng=null, headers=null, delivery-node=null, priority=0,
correlation-id=null, reply-to=null, expiration=null, nessage-i d=THREAT_EVENT, ti mestanp=null,

t ype=NOTI FI CATI ON, user-id=null, app-id=fe80el6e-cde8-4d7f-a836-545416ae56f4, cluster-id=null)}

ERBN PAN ICEEE N EICET3ER

2016- 06- 30 18:27:48, 724 DEBUG [ | RF- Event Processor-0][]
cisco.cpmirf.service.lrfEventProcessor:storeEventsInES: 366 -::::: -- Adding threat event info
to send to PAN - cO:4a: 00: 14: 8d: 4b {i nci dent={1 npact _Qualification=Painful}, tine-

st anp=1467304068599, vendor=AMP, titl e=Threat Detected}
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