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Identity Services Engine 3.0
Microsoft Windows Active Directory 2016
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I—EMNOIACLIE. DARLI—YEMEFEATIATANTHOEEO I —HICHL TERE
TZE T, Active DirectoryAD)AD 1—HDFE, XFIEOEEOEMHZFEALTRALUEMZ
RETEET, cOEIZIVTIE, ISECELADOHLE TCEMHZRETHDEHICHELRBRE,
DB ZEBMES BB IO ICISETHERREICOVTHBALE T,

ISETOFHLWHARLAI—FEHEDEE
Administration > Identity Management > Settings > User Custom AttributesD JEICEEL £ 9, #

LULEBMHZEML TEEZRETAICEK., RICRTRSIC+REZEZIVIYILET, COHITE
 DAZLBMDOERIEACLT T,
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dACLDERE

A O— RABEACLZERE T B (Z &, Policy > Policy Elements > Results > Authorization >
Downloadable ACLSD JEICBEIL £ T, [Add] 2V VY I LET, BEIEIACLORRZIEEL.
ZEZRELET, RIETTLSIZ, dACLOFEHIIFNotMuchAccessT ¥,



= (Cisco ISE Palicy - Policy Elements

Results

Authentication % Downloadable ACL

Downloadable ACLs

NAZLEMZFERLERBI-—FTHI NORE

Administration > Identity Management > Identities > Users > AddD JEICBE L £9, 1—HZ4E
BRLU, BAETNLEZECI—HYHIRBIIHEN HBDIACLOBRZEAL THAZRLBMEZR
ELET, cOBlTE. dACLO B FTIENotMuchAccess T T,



Identities Groups External Identity Sources dentity Source Sequences Settings
Users New Natwork Access User
Latest Manual Network Scan Res...
v Network Acces:s f
nt
Bec I v
Passwor
Internal Users "
j wessesee bbb [':‘:Un&_‘l::llf.' Password
| Generate Password
> User Information
> Account Options
> Account Disable Policy
~ User Custom Attributes
ACL = NotMuchAccess

ADI—YTHI>2 NDRE

Active Directory T, 1—YF7HO MO7ONT 4 ICBEL., XIZAttribute Editor 2 7 ICBE L
F9, RICRTKSIZ, aCSPolicyNamelddACLEZEET D HICFEAThIEHTT, LK
L, BIIRDOKSIC, XFIHEEZTAND EN TEDIEBHEFRATEET,



testuserexternal Properties

4 X

File Action View Help Published Certificates ~ Member Of  Password Replication  DiaHn ~ Object
4= $| # | ‘g B | j Security Environment Sessions Remote control
— - - General Address Accourt Profile Telephones COrganization
o Active Directory Users and Remote Desktop Services Profile COM= Attribute Editor

| Saved Cueries

~ 3 rinsantr.lab Attributes:

-—_- Builtin Attribute Walue &

- Eumplutecrs I accournt Expires (never)

-~ Dm_am Dnt_m e.rs accountNameHistory  <not set

_| ForeignSecurityPring S SPabcy e NatMuchAccess

.—_- Keys adminCount not set:

- LostAndFound adminDescription <not set

| Managed Service Ac adminDisplayMame <not et

_| Program Data alt Securityldertities not set>

“| System assistant <ot set>

o Test QU attributeCertfficateAttn... <not set>

| Users audio <niot set s

“| MTDS Quotas badPassword Time (newver)

“| TPM Devices badPwdCount 0
businessCategonys <not et
c <not set 7
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ADTHREENLEEMZEATAICE. ISETCAUR—NITIUENFNHYNET, BEZAR—b
92 IZIFE. Administration > Identity Management > External Identity Sources > Active Directory >
[Join point configured] > Attributes X 7 IZBEBL £9., AddZE T Y UL, RIZSelect Attributes
From Directory2 7)Y L&Y, ADTI—HTHI2 NEZASDL,. Retrieve Attributesz 2 1)
EEThTVRIEMZERL, OKZOUYILTAHAS, Savee 7Y L
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Directory Attributes

Only attributes selected below will be available for use as policy conditions in policy rules.
* Sample User or Machine

testuserexternal O
Account
Retrieve Attributes...
Name s Type Example Value
aCSPolicyName STRING NotMuchAccess
O accountExpires STRING 9223372036854775807
(]  badPasswordTime STRING 0
(]  badPwdCount STRING 0
(] cn STRING testuserexternal
[ codePage STRING 0
() countryCode STRING 0
Ij d5CorePropagationData STRING 16010101000000.0Z
[:] displayName STRING testuserexternal
O distinguishedName STRING CN=testuserexternal, CN=Users,DC=rinsantr,DC=lab
<
= Cisco ISE
External Identity Sources
External Identity Sources Ahil v I} Attributes o
C icats Auth I F
P — Hame Type Dafault Internal Name
LDAF
QDBC
RADIUS T
| Logir
< >

NEE LTABI—FOHFATTOT 71 ILORE

WAO7 74N ERET DI, Policy > Policy Elements > Results > Authorization >
Authorization ProfilesD JEICEEL £9, [Add] 22V Y ILET, RBI—HDRFIEEEL.
dACL% [CInternalUser<{EE D W AZLBHOBH> ZBIRLET., RHIZRT RS, AP



A—HY®O7' 07 7 14 )linternalUserAttributeTestld . InternalUser:ACLE L TEREE N-dACL%Z {F
BALTREENET,

= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

» New Authorization Profile

Authentication > Authorization Profile

Authorization W ) -
nternalUserAttributeTest

Authorization Profiles

Downloadable ACLs

* Access Type

ACCESS_ACCEPT v
Profiling >
MNetwork Device Profile ks Cisco W
Posture >
Service Template |:|
Client Provisioning b3
Track Movement l:‘ ()
Agentless Posture L] ©)

Passive ldentity Tracking |:| (',‘

~ Common Tasks

DACL Name nternalUser: ACL

AEI1—HFDHEEF. dACLA & L T<Join point name>:<attribute configured on AD> Z L £
9, cOHITE, 7’07 7 A4 )LExternalUserAttributeTestlZ, RiniAD:aCSPolicyName& U TERTE
ENLIACLAREENTVET, 22T, RNADRESMARA > KNETT,



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results
I

» New Authorization Profile

Authentication >

Authorization Profile

Authorization ~

ExternalUserAttributeTest
Authorization Profiles

Downloadable ACLs Description

* Access Type

ACCESS_ACCEPT s

Profiling > -
Posture by MNetwork Device Profile gk Cisco W

Service Te late
Client Provisioning > BIVIES Hemplaie I:I

Track Movement |:| :)

Agentless Posture D ®

Passive ldentity Tracking l:l \'\.

~ Common Tasks
DACL Name RiniAD:aCSPolicyName| v

AR —ORE

RAR) D —E, ADICFEETIHARI—HOIIL—TICEIVWT, £EISERZSHIDANTHAD L
—HHZIZEIVT, Policy > Policy Sets TRRETE X T, < DHITIE. testuserexternalld 7' )L —
Z’rinsantr.lab/Users/Test Grouplc FE 9% 1—H T, testuserinternall&ISERZIDA NP ICEET
70’1_-”“_6'3-0



“ Autharization Policy (3)

Results
Status  Rule Name Conditions Profiles Security Groups
~
b,
b Network
Basic Authenticated Access-AuthenticationStatus EQUALS AuthenticationPassed = & :
(] AND nternalUserAttributeTe Select from list
Access Intern
1  RadiusUser-Name EQUALS testuserinternal
I Network
Basi i = Access-AuthenticationStatus FQUALS AuthenticationPassed
Basic Authenticated A + T . =
] A Erail AND ExternalUserAttribute Select from list
AEeansl e . . RiniAD-ExternalGroups EQUALS rinsantr.lab/Users/Test
pe
Group
(] Default DenyAccess Select from list

T

cOEV>aVEFEALT, RENMMETIHESHEBEBLET,
RADIUSZ A 7O %#F Ty oL T, I—HRAEZHERELFT,
AEBI1—H -

Jan 18, 2021 03:27:11.5.., 8 a HACSACLH-IP-...

Jan 18, 2021 03:27:11.5... a testuserinternal B4:96:91:26:E0: 28 Intel-Device MNew Palic... Mew Palic... Internalls..,

HEL—H -

Jan 18, 2021 03:39:33.3... a HACSACLHE=IP=-...

Jan 18, 2021 03:39:33.3... a testuserexternal B4:96:91:26:E0:2B Intel-Device New Polic... New Polic... Externalls...

BRIU I 1—YREAEOEREF AUV OLT, H#lEZ4700 "BE, £9>3>7T
ERAELWRUS—IL—HIRIAESH Z2HALET,

AEBL—H :



Overview

Event 5200 Authentication succeeded
Username testuserinternal
Endpoint Id B4:96:91:26:E0:2B &
Endpoint Profile Intel-Device
Authentication Policy New Paolicy Set 1 »> Authentication Rule 1
Authorization Policy New Policy Set 1 »> Basic Authenticated Access Internal User
Authorization Result InternalUserAttribute Test
HAEI—H -
Overview
Event 5200 Authentication succeeded
Username testuserexternal
Endpoint Id B4:96:91:26:E0:2B &
Endpoint Profile Intel-Device
Authentication Policy New Policy Set 1 >> Authentication Rule 1

New Policy Set 1 >> Basic Authenticated Access External

Authorization Policy User

Authorization Result ExternalUserAttributeTest

73S 4 70O OOther Attributes o> 3> %#FIv oL T, I—HBEHIBBEhTVWS A
ESNERABLET,

AEBL—H :



EnableFlag Enabled

ACL NotMuchAccess

RADIUS Username testuserinternal
ABI—Y

aCSPolicyName NotMuchAccess

RADIUS Username testuserexternal

HEBTSA7OT0EREV 3V EF I Y VLT, dACLE M Access-Accept® —EB& L Ti%
BENTVWBRHLESHZEERBLET,

ACS:CiscoSecure-Defined-ACIL=#ACSACLH-IP-
NotMuchAccess-60049chbb

cisco-av-pair
F, RADIUST A 7O &2FIvoLT, I—HYRIADEICIACLAE I O—REAhTVE A
ESHZRRALET,

Jan 18, 2021 03:39:33.3... Q #ACSACL#-IP-NotMuchAccess-60049cbb

dACLOA DIV O—RIZKABILEOYVTHIRBOTA 20U Y oL, "8E, o023 %k
ZLUTIACLOA > O—REZBIELET,



Overview

Event 5232 DACL Download Succeeded
Username BACSACLH-IP-NotMuchAccess-60049chb
Endpoint Id

Endpoint Profile

Authorization Result

dACLON AR ZHFETSICE, COFMLAR—MD "HR, €023 2#AELET,

cisco-av-pair ip:inacl# 1=permit ip any any
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REDECD, COREICHIDBENORNT TN 1—T1VI0BBREHYEEA,
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