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System Settings ¢

i o =

Kaonitoring Policies Objects

Device Summary
Management Access
<

Management Access
| ALR Configuration I Management Intarfaca Data Interfaces
Lagging Settings

DHCER Senser

Management Interface

Cloud Services

Traffic Settings

UKEL Filtenng Preferences

Configure how to authenticate management connections o the devi

HTTPS Connection

Server Group for Management/REST AP 4

[ ] LocalidentityBounce

M-k v
Mothemg ouna

3]

Create New RADIUS Senver Group I

AT Y7 3: #HLLRADIUSH —/NDHER



Add RADIUS Server Group

MName

Dead Time Maximum Failed Attempts
10 minues 3

RADIUS Server

ﬂl The servers in the group should be backups of each other

'+

T Filier

HANCEL QK

Mathing found
Create new RADIUS Server CANCEL




Edit RADIUS Server

Capabilities of RADIUS Server

Althentication ALUthonzaton

MName

ISE

Server Name or [P Address Authentication Port

10.81.127.185 1812

Timeagout

10

Server Secret Key

Ll Ll S o Ll

-E:'l RA VPN Only (if this object is used in RA VPN Configuration)

AT Y7 4: RADIUSH —/NT )L—F AN ORADIUSH —/NDiE N




Add RADIUS Server Group

Mamaea 3
radius-semnver-group I

Dead Time Maximum Failed Attempis
10 Hnutes 3

0= 1440 =5

RADIUS Server

) The servers in the group should be backups of each other

T Filter 1
ol L

ATY T 5 B L =Y )L—7 %[Server Group for Management]& L TBIRL £

Device Summany

Management Access

A Configuration Management Interface Data Interfaces

Configure how to authenticate management connections fo the device.

HTTPS Connection

Server Group for Management/REST APl

‘ LocalidentitySource

il radius-serer-group

Create Mew RADIUS Sarver Group



Al Configuration Management Interface Data Interfaces Management Web Sener

Canfigure how o authenticate management connections to the device.
HTTPS Connection

Server Group for Management/REST API

@ To use a RADIUS server successiully. you must configune the RADIUS user
accounts with the required authorization values, as described in the halp,

— -

Authentication with LOCAL

After External Sener RS

FIH6: RENRE

Device Summary
Management Access

A, Configuration Management Interface

55H Connection

Server Group

0 Touse a RADIUS server successiully, you must configure the RADIUS user
accounts with the requined authorization values, as described in the halp.

Radius-server-group » -

Authentication with LOCAL

Before External Senver b

Data Interfaces

Configure how to authenticate management connections to the device.

HTTPS Connection

Server Group for Management/REST AP

ﬂ To use a RADIUS server successfully, you must configure the RADIUS user
accounts with the required authorization values, as described in the help.

radius-server-group

Authentication with LOCAL
Before External Server

ISE DEEE

- -

AFYT1:3MFFAAVCBE = EBB(Z & % [Administration] > [Network Resources] >

[Network Devices] Zi#IRL £,



= Cisco ISE Administration - Network Resources

Network Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM Location Services
Network Devices
e Network Devices
Device Security Settings
Add Imp o 8
Name -~ IPfMask Profile Name Location Type Description

AFY T 2: +AddR R > %i8IR L. Network Access Device Name (NAD ; XY RD—9TF o+
AFNA AL ) EIPPRLAZEZL, RICRADIUSFI Y IURY IREAIZLT, HERR
ZEELET., AEHIER

= Cisco ISE Administration - Network Resources a @ 5B @
Network Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

Metwork Devices
Hetwork Devices

Datault Davice

Dvica Security Settings

IP Advess *ip TRFFRI L L 3% o

e
wion Profile &= Chsco w

Model Name o

Software Version ol

v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret = seereess Show

[ ] Use Second Shared Secret (

networkDevices.secondSharedSecret Show

Coh Port 1700 Set To Default



= Cisco |56 Administration - Network Resounces ik o O 88 &
MNetwork Dovices Mo twork Davice Groups Motwart Device Profil Exterrial RADILIS Sarvars RADIUS Server Sequenc Mo

I Hadwarh Devices
Thidursin Do

Dwvice Security Lettings

Asid - - A
MNama 1P/ slank Frodile Neame Location Typs Description
[3=""] i L s Al Dwvice Types

ATV 3:37 74 ICBE £ BB IC & % [Administration] > [Identity Management] >
[Groups]ZBRLUE T,

= Cisco |5] Administration - ldentity Management
Identities Groups External Identity Sources ldentity Source Sequences Seitings
—

Identity Groups USE[ |dEﬂtit}" GFUUDS

=l
&
L Add B Delats ~ L, Impen +. Expart -

1 Endpoint Identity Groups B . .

1 User ldentity Groups Nama ~  Dascription
I'_: B ALL_ACCOUNTS (defmult) Dedputt ALL_ACCOUNTS [(dalau) Liser Group
|_: 3 Employes Dt Employes Usar Grougp
|_: S GROUP_ACCOUNTS (default) Dafault GROUP_ACCDUNTS (dafawl) User Group
[_: 3 GuestType_Contracior (default) Id@ntity grouwp mercding the guast typs
u .';_1 GuasiType _Daily (defaali) Id@nbity grouwg merrcning the guost typa
|_: 3 GuestType_Soclallogin (default) Identity group mirroning the guast type
) S GuestType_Weakly (detautt) IdEntity (rouD Mrfching the guest type
I: S OWN_ACCOUNTS (defauli] Dadault OWHN_ACCOUNTS (delault) Liser Group

AT Y 7 4 : [User Identity Groups]ZiBIR L, [on +Add] RZ> ZEIRLET. BEIEERL,
[Submit] ZEIRL £ 7,



Cisco ISE

Groups

Identity Groups
Identity Group

Endpoint |dentity Groups

User Identity Groups
Selected 0 Total 2 3 {:}
id  [§] Delete
MName Deascription
FDM
] R |
adan
= Cisco
Groups
Idantity Groups
Idantity Group
Ene Gire
1 -

X COfITIE, FDM_Admind & I'FDM_ReadOnly®IDTIIL—F HERE A TWVWET,
FOMTHEAE B EBE LI — DA T EICFIE4ZRIBRT ZENTEET,

ATV 5 . ELRICHD3TFAIAICBE L, [Administration] > [Identity Management] >
[Identities] Z:#IR L £F, +AddZBIRL TI—HRBENAT—RZERL, 1—HYFEITHII
—7&ZBRLET, COHITIE. fdm_admind & TFfdm_readonly I —H—HNEREh, ThEHh
FDM_Admin® & T'FDM_ReadOnlyZ )L—7IZEIV H TS hTVWET,



= Cisco

| I - Network Access Users

FIFE6: £LRBBICHBITOT A ZFEIRL, [Policy] > [Policy Elements] > [Results] >
[Authorization] > [Authorization Profiles] ICBEIL . [on] +[Add] ZZERL T, BA7O07 711D
ZaiZE& L £ 9, Radius Service-typeZiEIR L . Administrative’zi#iR L T S Cisco-av-pairz
BIRL., adminI—FHFBBIZO0-ILEZMYFHTET. COFE. I—FRETELBadminiER
(fdm.userrole.authority.admin)Z 32 (7EXV) £ 9, [Submit] ZBIRLET, CORFIXNDOEID
HlELTHRECATVERZAMWERI—Y0oO-)Z LI, COFIEZEVERLET,



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authorization Profiles » Mew Authorization Profile

Authentication >
Authorization Profile

Authorization b

Authorization Profiles * Hame FOM_Profila_Admin

Downloadable ACLs

Dascriphon
Profiling 3
Posture ¥ * Access Type
ACCESS_ACCEPT W

Cllent Provisioning %

Network Device Profile &% Cisco v @

Sarvice Template

O
Track Movement oo
Agentiess Posture oo

oo

Passiva identity Tracking

v Advanced Attributes Settings

Radius:Service-Type “w ~ Administrative “w

**  Cisco:cisco-av-pair v  fdm.userrole.authority.admin|

v Attributes Details
Access Type = ACCESS_ACCEPT
Service-Type = 6

dsco-av-pair = fdm.userrole.authority.admin



v Advanced Attributes Settings

L
e

Radius:Service-Type v MNAS Prompt v

o Cisco:cisco-av-pair o fdm.userrole.authority.ro N

v Attributes Details
Access Type = ACCESS_ACCEPT
Service-Type = 7

cisco-av-pair = fdm.userrole.authority.ro

ZEGUIBKRTCLITOVAVTRRICFHLEVERIrEL20 <Y, BEZEM
DEIZIAVONEFRE, A X=DOPERUICLTSEEL,

ATYT7 8:3TFP14 1> &BIRL, [Policy] > [Policy Sets] cBEIL F9. 7> Zi8R

“ IPolicy Sets] 24 NLO T $2RATENERBL, FRiCHD[+ KR EBRLTH
LOWRGEEEMLET,

AT Y7 9:[Condition]V 1> RUT, BEZERIRL TEML, [Network Device] 7 1 1> ZiEiR
L TA S, [Network access device IP address]%i#iRL £9, [Attribute Value] ZiZIR L .
FDMOIP7 RLAZEMLET, #HLVERHGEZEML, [Network Access] ZIBIRL TH S
[Protocol]A7°2 a2 > %3#IR L, [on RADIUS] Zi®R L T, [Use once done]Z&IRL £ 7,

= Cisco
¥ Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
& L ¥
[+ >



AT Y 7 10 : [allow protocols]z¥ < 3 > T, [Device Default Admin] Z3&IRL £ ¥, RFEICE

27V S MEEAPEBRLES. @ BESLCBETRUS—EEETIRUS—EY ROFA
>

(+)
AFYT 124 %BIR  [Authentication Policy title] D Flc 2 S M £ EHKL . PR+ %R
RUTHLLVERGEZBMLET, [Condition] 71> RUT, MiEEBIRL TEML ., [Network
Device] 74 1> &R&IR L TH S, [Network access device IP address]Zi#IR LU £J, [Attribute
Value] Zi#IRL, FDMOIP7 KL AZEIML £9. [Use once done] Z#RLF T,

AT Y 7 13[Identity Store]& U T[Internal Users] ZiBRL ., [on]ZBIRLET. RELET,

Authentication Policy (1)

Status  Rule Name Conditions Use Hits Actions

bty

3 ISEA Active DirectorylCZ L TWBI5EE. IDANTZADARNTFICEETEET,

(1
AFYT 14: AV EBIR  [Authorization Policy title] D F = 2 BB £ &L . PRO[+]EE
RUTHLU VRS ZEBMLET, [Condition]|V 1> RUT, BHEZRBIRL TEML, [ldentity
Group] 74 > ZRBIRL TH S, [Internal User:Identity Group] Zi8IR L £3, FDM_AdminZ )L
—7%ZBIRL, TAND, #7232 & TNEW,L #7232 ZBRUTHLLVEEZBML. Ton
porty 74 1> %iBIRL TH S TRADIUS NAS-Port-Type:Virtualy Zi#IRL T Ton Use,s &R
LEY,



Conditions Studio

Library Editor

"> User |dentity Groups:FDM_admin

BYOD_is_Registered
Catalyst_Switch_Local_Web_Aut AND

AML
hantication : i

Equal s t
Compliance_Unknown_Devices
E OR

Compliant_Devices

EAP-MSCHAPYZ Sat 10 ‘Is not Duplicate m

AT Y7 15 [Profiles] T, ATYT6TERLETO7 7ML EBIRL, [Save] Z:BIRL £

FDM_ReadOnlyZ L =7 IZR L TAT Y 714E15%#V)IBLET

Click here to do visibility setup Do not show this again.
Authorization Policy (3) i i e !
Results
+] Status Rule Name Conditions Profiles Security Groups Hits
Iden me E
Ide
FTD_FC AdminRo Ay
= s N rom Rst 2
- et Trom lis {(}?
Rad
I
Iden
) FTD_FD Select from list ok
Rodius NAS-F
EQLA
(] Duafailt DenyAccess Select from list 4 {(\ﬁ

ATYT16(AT>3>) . ELBLHB3TOF A1 ICBEL, [Administration] > [System]

> [Main
TCPEA 7 7F7ALNORECERTDIVRISNIEZEBMLET,

tenance] > [Repository] Zi2iR L, [on +Add] Z:BIRL T, ST 1 —F 12 JAK

ATYTAT(F7>a2) : URSKNUA, O8N, $—NE. NA, BRTILFOF
LN ZERL £T, [Submit] ZBRL X7,



Click hana to do vigibility s8lup Do not show this again

Dheployrrent LigeEnsing Cemificaes Logoing Mainteénance Upgrade Hizalth Checks Backup
Pasch Mansgemant Fupository List 3 Add Repository
Rupositary

Repository Configuration
Cperational Data Purging

sitcary M VMRGpoSIOnY
FTP -

Locaton

TR

AT Y 7'1:[Objects] > [Identity Sources] 2 7/ ICBE L, RADIUSH—NETN—TH—NDOBEE
BRELET,

silisi]ie X o = pr— o |
CIsco kianitaring Pelicies Objects pay, (Dece (-i
= el
Object Types ldentity Sources
O Metworks 3 objects

1 LocalldentitySource  LOCAL
2 radius-server-group  RADIUS GROUP radius-sener

1 radius=senver RADILES 171.69.246.220

Identity Sources

Y users

AT Y 7 2 : [Device] > [System Settings] > [Management Access] 2 7 [C#EIL, [TEST] R&E>
ZEBRLET



auan]n i o —

E=mE Device

CIsCO Monitoring Pelicies Objects 1

Denice Summany

Management Access
]

System Settings

Managemant Accaess
AAL Configuration Managerment Interface Cata Interfaces

Logging Sellings
Configure how to authenticate managemant connections to the device.

DHCF Sarver
DNS SErve HTTPES Connection

Sereer Group for Management/REST APl

Hostnamse
0 To use a RADIUS server successiully, you must configure the
RADHIUS user accounls with the required authorizaton values,
TP % described in the help.
Cloud Services -
— . [,
- - 4
Traffic SE“IHEE Authentication with LOCAL
LRL Filtéring Preferences Before External Serer »

ATYT3: A—YIOLFUIvI)ILEFAL, [TESTIREZBRL XY




Server Credentials

Plaase provide the credentials for testing.,

AFYVT4: 5LV A4 2 RY 75O %BEE, https.//[FDM ip Address&E AH L. FIESD
ISE Y 3> TERL fdm_admin I—H—BENAD—REZFALE T,



http://https.//FDM_ip_Address

\ NInr

CISCO.

Firepower Device Manager
© Successfully logged out

fdm_admin

EEEEREE I-||

{ LOG IN

h

OJ4> 0Kk, ISERADIUSS A4 7 OY THRETEXT

= Cisco ISE Operations - RADIUS

Live Logs Live Sessions

M e 20 d
R at Cio E
Tima Status Details Repea.. |dentity Authentication Policy Authorization Policy
4 Evl Identity Autheent Pol Authorization Policy
Jul OB, 2021 04:54:12.41. B o e _meimies FTD_FOM_Radius_Access »> FOM_ FTD_FOM_Radius_Access >> ETD_FDML..

EEEI-—Y—E. ELBEOFDMTEHEETERY

Authorization Profiles

Authorization Prol Files

FOM_Profle_Admin



W I i f o > . i
Jrar] Firepower Device Manager i U : = @ @ .@ @ ~ fdm_admin
cisco Maonitoring Palicies Objects Device: ftd-cdo-hav L - Administrator

~ Model Software VDB Rule Update High Awailability
- Cisco Firapower Threat Defense for VWMWa... 6.5.0-115 309.0 2019-08-12-001-vrt Not Configured

CONFIGURE

(2] ) o) ) ) ) ) ()
o

Cisco Firepower Device Manager(FDM)CLI ( §®21—1%)

ECANOGUT-M-D4N7:~ ecanogut$ ssh fdm_admin@l10.122.111.212

The authenticity of host '16.122.111.212 (16.122.111.212)' can't be established.
ECDSA key fingerprint is SHA256:sqpyFmCcGBs1EjjDMdHnrkqdw4@qvc7nelI+PjwéfIs.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '1€.122.111.212' (ECDSA) to the list of known hosts.
Password:

11l New external username identified. Please log in again to start a session. !!
!

Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

All other trademarks are property of their respective owners.

Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare v6.5.8 (build 115)

Connection to 1@.122.111.212_clnsed.

'ECANOGUT-M-D4&N7:~ ecanogut$ ssh fdm_admin@l1€.122.111.212

Password:

Last login: Tue Jul 6 17:081:20 UTC 2021 from 16.24.242.133 on pts/@
Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

All other trademarks are property of their respective owners.

| Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare vé6.5.0 (build 115)

f> l

RS7)IL>a1—hk
COEIVIVTR, BEODRS TN 1—F 140 CRIAIDEREZHBLET,
ISEOTCPA > 7Y —I)LIC kDB EHREE

ATFYZ1:ISEICOY AL, ELBICHZ31TOT 41> &iBIRL T, [Operations] >



[Troubleshoot] > [Diagnostic Tools] BB L £7,

AT Y7 2 : [General tools]T[on TCP Dumps]ZiZR L, RIC[Add+] ZBIRLET. "THRAKNSE
1. "RYRND=D- 412RT71—R T7A4)INEs . "TURDSKNU,, BRTFT>3>T
FOMIP7 RLABE7O— 0L ZRETSD 712 ZEIRLET, [Save and Run] ZiEIRL T

o

= Cisco ISE

Diagnostic Tools Download Logs Debug Wizard

y Mew
Ganeral Tools o

RADHUS Authanticatl Trawbl
sles s Add TCP Dump

Exacute Network Device Com._. S
Add TCP Dump packet for manitoring on a network interface and troubleshoot problems on the netwark as they appear

Evalunte Configuration Vallidat

Pasture Troublashooting Host Ha
se3
Agentless Postune Troublesha
EndPaint Debug
TCP Dump Metwork Interface *
ilgal hernet O [Up, Running]
Sossion Traco Tosls
TrustSec Tools b
P t 22 1.212
V
E.g:ip hast 10.77.122.123 and not
27 1093 110
-
_Tst
JabH
7]
ih
-]

ATFYZ3:FDMUNCOY AL, EBEOOT A BEBREADLET,

ATY T 4:ISET[Stop] RAVZIBIRL, pcap7 TAIINHFEZRENLURD NIIZEFEhZC
EEBRBLET,



= Cisco ISE QOperations - Troubleshoot & B v QO @ (@ &
®
Disgnostic Tools Download Logs Debug Wizard Click here to do visibility setup Do not show this again.
Genaral Toals w TCP Dum[}
RADIUS Authenticaticn Troubl...
Tha TCP Dumg wtility page is to monitor the confents of packets on a netwark interface and troubleshoot problems on the nefwork as they appear

Exacute Network Davice Com..,

Evaluste Configurstion Validat... RowsPage 1 -« n SaL_lj) “AkTe hov
Posture Troubleshooting
7 Retresh - Add B Trash Y Filear &
Ageniless Posture Troublasho...
EndPoirt Debug [1 Host Name Network Interface Filter File Mama Repository  File 5.. Number o
TCP Dump
O ise31.ciscoisn.lab ‘GigabitEthernet 0 [Up, Run ip hast 10.VZZ111.212 FDM_Tshoet VM 10 1

Session Trace Tesis

TrustSec Tools

IWVUUJLJ] P Ay S0 | TWULL 15

(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM

TRATLY LIWVD L LA N0 LU YT 0L WD

-cisco (10.81.127.185)> STOR FDM_Tshoot .zip

- cisco (10.81.127.185)> 150 Opening data channel for file upload to server of "/FDM_Tshoot.zip"
-cisco (10.81.127.185)> 226 Successfully transfemred "/FDM_Tshoot zip"

-cisco (10.81.127.185)> QUIT

-cisco (10.81.127.185)> 221 Goodbye

- cisco (10.81.127.185)> disconnected.

- FDM_Tshoot.zip (evaluation copy)
File Favorites Options Help

EIEB'IMw \ @

Commands Tools

© 8 =

Add  Extract To View Delete Find Wizard Info VirusScan Comment  SFX
T ‘n FDM_Tshoot.zip - ZIP archive, unpacked size 545 bytes
Name Size Packed Type Modified CRC32

File folder

473 PCAP File

| ] FDM_Tshoot.pcap 545 7/6/20215:21...  3A095B10

- = Total 1 file, 545 bytes

AFYT 5:pcap7 PAI%EHE, FDMEISERDEE B EESERILET,



M FOM_Tshoot.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ T RAB eS¢ i S=EQaQQH

(W | Apply a display filter .. <Ctr

Mo. Time Source Destination Protocol Length Info

T 1 ©.600000 19.122.111.212 10.81.127.185 RADIUS 115 Access-Request id=224
oL 2 @.091018 10.81.127.185 12.122.111.212 RADIUS 374 Access-Accept id=224

AVP: t=Class(25) 1=77 val=434143533a3061353137666239334a385a746a7361524e766e61675159744374454
AVP: t=Vendor-Specific(26) l=5@ vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) l=68 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=64 vnd=ciscoSystems(9)
¥ AVP: t=Vendor-Specific(26) l=36 vnd=ciscoSystems(9)
Type: 26
Length: 36
—Vendos10+—ciscosystens—(5)

VSA: t=Cisco-AVPair(l) 1=38 val=fdm.userrole.authority.admin

98 77 ee 2b Be bf 88 58 56 a4 d@ f1 83 08 45 @@
@1 68 88 34 40 80 48 11 b4 f8 @a 51 7f b9 Ga 7a
6f d4 @7 14 dl1 7e @1 54 ©S5 be 82 =@ @1 4c B9 &2
99 cc eb ae 36 16 dd 51 49 9c 15 @c ab cl @1 eb
66 64 6d 5T 61 64 6d 69 6Ge O6 @6 00 90 8@ 86 19

tEGtZulR
NPWHUPgS
41411659 2/

pcap7 7 AIICIY NUNRTRENBZWVEREF, ROATZ IV ERIELET,

1. AISE IP7 RL ANFDM#ERK ICEBMEhEL -
2.7 AT I A=) NHRRICHDHEEFE. R—BM1812-1813FFAETNhTVBDR & AL E
9,
3. ISEEFDMENEEZHEEL X T,
FDMTERE N7 7 1)L & OBFRIL,

9

- FdmPasswordLoginHelper

- NGFWDefaultUserMgmt

- AAAldentitySourceStatusManager
- RadiusldentitySource Manager
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