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External RESTful Services (ERS) Online SDK

"

Quick Reference

Network Device

- APl Documentation

. BYOD Partal

[ | Cartificars Templara

/| CertificateProdile

| [ Clear Threats and vulnerabilities

L | Downlvadabie AL

| .| Egress Matric Cell

[ | End Paint

| | End Faint Certificates

.| EndPuodnts Identity Group

b _ External Radius Server

b Fiter Podicy

|| Gukst Loeatien

[ | Cust Smep Nenification Configur

| Cuest Ssid

I (1 Guest Type

b st user

| o Harsgal Partal

[ L/ IP Ta SGT Mapping

[ 1P Ta SCT Mapping Group
. ISE Sarvice Information

L (| identity Group

b ] ientity Sequence

| . Internal User

[ | ¥ Deica Portal
| Natlve Supalicant Profile

[ | Network Device

b Netwark Bevice Group

| L Nai Details

[ | PSM ada Datails with Radis Sai

| Portal

I 7 Partal Theme

L 1] profiler Frofile

b Pull Degloyment info

b L Pagrid Nede

¢ | Pugrid Senings

Overview

Rescurce definition
Revision History
Update-By-Name

» Delete-By-Nams
Get-By-Name
Get-By-id

Update

GatAll lff—
Delete

Creata

Get Version

Bulk Reguest
Monitor Bulk Status

Overview

Metwaork Device AP allows the client to add, delete, update, and search Matwork Devices, In thes decumentation, for each avallable AP you will Aind the request synbax
inchuding the required headers and a response example of 3 successful flow. Please note that each AP description shows weather the APl is supported in bulk operation.
The Bulk section is showing only 'create’ bulk operation howesver, all other operation which are bulk supparted can be used in same way.

Piease note that these examples are not meant fo be used as is because they have references o DB dafa.
You should freal if as & basic template and edil if before sending o server.

Back to top

B A e A T ey

6. CNT., EEDRestV ZA T NTAPII— )L ZRITIDHICHERZRELE., FHEIBIE
ZE0PINRTENET,

External RESTTul Services (ERS) Online SDK

Quick Reference

API Documentation
© .| BYDD Portal
L, | kertficare Template
| o] Certificane Prafile
[ o | Ehoar Thiears and vulne rabiliiss
[ | Dowmlaadabie ACL
L 1| Egress Matrix Cell
.| trel Point
F .| Erd Point Certificates
o | EmdPaists [Santity Groug
o | External Radius Server
| Filter Policy
.| tiwest Location
b .| tiest Smbp Motifcation Configur
| o | Gusest Ssid
[ o | Gusasr Typs
.| Guest User
L . motspot Partal
L ] To 36T Mapping
| o | BF T SGT Mapping Growp
[ | 5E Sorvica Infarmarian
| v/ tdeneivy Eroup
+| Wlentity Sequence
L o] Intermal User
o | My Device Partal
[ | Marive Supglicam Profile
.. | Merwark Dovice
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[ | Fomal Thama
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Developer Resources

Metwork Device
Back to toi
Reguest:
Method: GET
LR hitpes/ /10,2001 . 230,99/ e canfig/ networkdevice
HTTP 'Cantord-Type' Heador: application,/oml | appication/json
HTTP ‘Accept’ Header: apglicauon/el | spplication|son
HTTP 'ERS-Media-Typs’ Heacer (Not Mandatary): networe netvworkdeyice. 1.1

HTTP "X-CSRF-TOKEN' Header (Required Ondy if Enatded from GUI):  fatch

Request Content:
WA

Response: (SearchResult)

HTTP Status: 200 {OK)

Content:
AL
=iwml warsine="1.0" snonding="UTF-A' 7=
=nsilli searchfesult snlnsinsl="vi.ers. ise,0lsco.con” mlnsinel="ers.ize.cisoo.0on” salnssers-vi="ers-v2® total="i"»
<as0izexchage rel="next” aref=' link=to=next=page” Cypes="spplication’mmlti>
“ualiprevioualoge rel-"provieus” Leel-"lisk-to-pravicad-puge” Eype-applicotion'ssl™’=
sinml s resser e
1 uren dancriptian="dassriptice1® id="id1" nares="nanei®s
<1ink rel="malf® href=‘tltjurl to Tescuroe narel:* bype=“applicatianfaml e
</csliresouroe>
“nal:zesource deseriptlons degscolplicei” Ld
“liek Eele"uwlf” href="Slt;ucl to swecer
B T

T namesCnpaomel”>
nupmFe? bypesupplicat lonaml” =

7. Postmanic &Y. ISEANDQERTIE#EREL £, Authorization 27 T, RIEXA7EL T
Basic AuthZiZIRL . ISETHERFADISEERSI—H UL F v I ZEBMLET,
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. : / Send v
Params Authorization e ﬂea;‘V Pre-request Script ests Settings Cookies

T "
ype Basic Auth Username ERS-USER

The authorization header will be Password /

automatically generated when you
send the request. Learn more about

authorization »

8. "TAVYA—, RTICBEIL., SDKICRRENBAPIO—I)ICHEBAYVA—ZBRLET,
DHITEREISONZFEAL TVWETH, xmEFATEETT, COBHITRE, AVE—RERXDLD
CBE2TVBDMBENHVYET,

Params Authorization = Headers (11) Body Pre-requast Script Tests Settings

Cookies
Headers 7 hidden
Key Value Description «++ Bulk Edit Presets
Content-Type application/json
Accept applicationfjsan
ERS-Media-Type network.networkdevice.11
X-CSRF-TOKEN fetch

9.GETO—)LEETFLET, HXELTGETEBIRLET., 71 —JL RIChttps://{ISE-
ip}ers/config/networkdeviceZ BE V) 3 1F, SendZzO VY I LET, INTHIELLKEREEZATL
niE, 20000kX Y =T ERERAIRTENET,

TESTNAD1&TESTNAD2WE, 2D NDEBZ Bdelete I—)LZFEAL THIBRTEE T,



M Workepace | https://10.201.230.99:9060/ers/config/networkdevice/name/ Test & save 7 =

———

GET e https://10.201.230.99/ers/config/networkdevice ‘ i “
Params Authorization e Headers (12) Body Pre-request Script Tests Settings Cookies
Query Params

Key Value Description = Bulk Edit
Body Cookies (2) Headers (18) Test Results (‘;"‘l Status: 200 OK Time: 466 ms Size: 3.38 KB [Ej Save as Example =

Pretty Raw Preview Visualize JSON = o Q

43 3

44 [

45

4é "id": "Tca5e6if-30af-1lee-adcc-9a446445hd4L",

a7 "mame": "TESTNAD1",

48 "description™: ""

49 “link": §

5@ "rel": "self",

51 "href": "https://10.201.230.99/ers/config/networkdevice/7c45e610-30af-11ee-adcc-9a446445bdat",

52 "type": “"application/json"

[
[
&
ol

o~

“id": "BEbd74a0-30af-1lee-adcc-9add46445hdaf”
"mame": "TESTNADZ",
"description”: "
“link": §
"rel": "self",
"href": "https://10.201.230.99/ers/config/networkdevice/85bd74a0-30af-11ee-adcc-9a446445bdat",
"type": “"application/json"
—

(52l

[ = I
= @ @0 00 =1

o
[~

[ = = L =]
(=20 R ]
Lo

]

“id": "63efbc20-4f5a-11ed-b560-6e7768fe732e",
“name": "Wireless-9308",
"description”: "Wireless Controller C9800",
"link": {

"rel": "self”,

~ o o O
[== = I

IDIZ & B NAD D Hl| g

GETO—I)LASR&EE nizIDZEAL TTESTNAD1 ZHIBRL R 9

1. SDK®MNetwork Device® 7 TDeleteZBIRL £ T, BICREELSIC, O-ILZ2E2TTHLEHIC
BEBAY R —EFHENDIEEN HYVET



External RESTful Services (ERS) Online SDK

+ Quick Reference Matwork Device
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|| Lmrtificate Template
|| CortilicasaPrafila Request:
. Clear Threass and wulncrabllicles

/| Downioadable ACL

}
f
b Earess Matria Cell ELETE
[ L End Foim Method: DELETE
| 1. End Fodnt Certificates. LRk https:/#10.201,230.8% ars/ confgnatworkdavice did}
/| EndPoimts Idenlity Group
- i Extarnal Racliue Sever HTTP 'Cantent-Type' Hezder sppicationdsml | spplcation/san
/.| Filtar Palicy : 5 — S
I 1] Guest Location HTTP 'Aeccept” Header: spplicationsmi | applicationsjson
| | fewest Smbp Nedificateon Configur HTTF 'ERS-Media-Type' Header (Naot Mandatary): retwark.netwarkdevice. 1.1
Apuest Suicl
: :MITW- HTTP '%-CSRF-TOKEN" Header (Required Only if Enabled from GLE);  The Token wakae from the CET %-CSRF-TOKEN fetch requast
[ |1 Guest User
| Moksper Pertal :
] 1P T 55T Mapping ETuest Content:
1P Ta SCT Mapping Crougs ’
.| I5% Service Information

o identity Group
U Iduntivy Suqueence Response: (MAA)
| Internal User

1| My Dewice Portal

3

|

|

t

|

|1 mative Supplicant profile i
| Mk Devies HTTP Stamus: 204 (Mo Conteat)
|

|

[

|

|

f

| Newark Devlce Group

| Node Details Content: i
1 3 e Dty with Radius Se . |
. PBarmal ;
o | Porial Thame i
1 Profiler Profile FELE
1| Pull Deplayment Info
U Pugrid Node

. Puarid Seminas

Request:

+ Developer Resources

2.AYA—HNFGETO—I)LEEH# T, EUISETDELETEd—I)L2ETT2BSF. sind—I) %
BRL, YEBZTHELZELET, BRI, AYVA—REFXDLSICEYET,

Params Authorization e Headers (10) Body Pre-request Script Tests Settings Cookies

Headers < 7 hidden

Key Value Description ««« Bulk Edit Presets
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 11

3. ZC T, TESTNAD1ZHIBRLE T, HEE LU TDELETEZBIRL £9, https://{ISE-
ip}/ers/config/networkdevice/{id}%& 7 4 — )L RICBEV) /33, {id}Z2GETI— )L THERRTZE 2NADD
EBROIDTEERA T, SendZ2V7 VY ILET, INTHAELLKEBEENTLAEF, 204 No
Content; EWS XY tE—IHARREh, BREZHICBEYET,



DELETE ~ https://10.201.230.99/ers/config/networkdevice/7c45e610-30af-11ee-adcc-92446445bd 47 /

Params Authorization e Headers (11) Body Pre-request Script Tests Settings Cookies
Query Params |
Key Value f&scriplion =+ Bulk Edit
Body Cookies(2) Headers (16) TestResults @, Status: 204 No Content Time: 222ms  Size: 1.01KB  [) Save as Example  ses
Pretty Raw Preview Visualize JSON = o Q
1

4.GETO— /L ZBERTISH. ISENADUARAKNZHFEL T, NADHHIRRE NIz A ES H 2R
LET. TESTNADIFESHEEL BV EICEREL T EE L,

GET ~ https:/(10.201.230.99/ersfconfiginetworkdevice

Params Authorization Headers (12) Body Pre-request Script Tests Settings Cookies
Body Cookies (2) Headers (18) Test Results @_5 Status: 200 OK  Time: 522 ms  Size: 3.09 KB Eﬂ Save as Example  ees
Pratty Raw Preview Visualize JSON v = O G
34 E, ]

35 i

36 "id": "8981ab50-c999-1lec-997d-66c78d20c31£",

37 “name": "LABSwitch",

38 "description®: *"

39 "link": {

46 "rel®: "self”,

41 "href": “https://10.201.230.99/ers/config/networkdevice,/8901ab58-c999-11ec-997d-66c78d28c311",
42 "type": “application,/json"

43 3

a4 3

45

46 "id": "85bd74a@-30af-1lee-adcc-9add6445bdaf",

47 "name" : "TESTNAD2",

48 "description™: °*

49 “1ink": {

50 "rel®: "self”,

51 "href": "https://10.201.230.99/exs/config/networkdevice/85bd74a0-30af-11ee-adcc-9add6445hdaf”,
52 "type": “application/json"

53 13

54 "

55 i

56 "id": "63efbc20-4f5a-1led-b560-6e7768fe732e",

57 “name": “"Wireless-9800",

58 "description”: "Wireless Controller C9888",

59 "link": {

60 "rel": "self”,

61 "href": “"https://10.201.230.99/exs/config/networkdevice/63efbc20-4£5a-11ed-h560-6e7768fe732e",
62 “type": “application/json"

63 1

64 ]
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| Intermal User
| My Device Portal o
F | Native Supplicant Profile Response: (N/A)
[ .| Nerwark Davies
. | Herwark Dovice Group i
| Nede Details i HTTE Status: 204 (Ne Content)
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Params Authorization e Headers (10) Body Pre-request Scripl Tests Settings Cookies
Headers 7 hidden
Key Value Description ++ Bulk Edit Presets
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1l
Response

3. TESTNAD2%ZBIB L £ ¥, 5%E LTDELETEZRIR U E T, https:/{ISE-
ip}/ers/config/networkdevice/name/{name}& 7 4 — )L RIZBEV S 1F. {name}ZGETOI—I)L & =&
ISE GUITH#FE TE ANADDEB OB TEEMA T, Send2 VY ILET, INTHIELL
HREENTVNE, 7204 No Contenty EVWS XY E—IAHARREN, BREZ=AICEYET,

DELETE s https:/f10.201.230.99/ers/config/networkdevice/name/TESTNAD 2 ' /

Params Authorization = Headers (11) Body Pre-requeast Script esls Settings Cookies

Query Params

Key Value Description ws  Bulk Edit

Body Cookies (2) Headers (16) Test Results

&

Status: 204 Ne Content

Pretty Raw Preview Visualize JSON = b Q

1

4. GETO—I)ZBERXRTITH. ISENADUANZHEFEL T, NADNHIBRE LA ES H EHESR
LET, TESTNAD2RESFELBVWCEIERBLTLSEZL,



GET

W

https:/10.201.230.99/ers/config/networkdevice

Params Authorization &

Body Cookies (2)

Pretty Raw

26
27
28
29
30
31
32
33
34
as
36
37
B8
39
40
41
a2
43
a4
45
46
47
48
a9
58
51
52
53

= Cisco ISE
Metwork Devices

Hurwark Davicas
Deloull Device:

Ceslce Securhy Semings

Headers (12) Body Pre-request Script Tests Settings Cookies
Headers (18) Test Results . Status: 200 OK Time: 503 ms  Size: 279 KB [ Save as Example  see
Preview Visualize JSON ~ = O Q
“id": "673bcbbB-c98&-11lec-997d-66c78d20c311", I

“name”: “Duo_Client_NAD",

“description”: "DUO sending request back as client for 2FA°,

“link": {
"rel": "self",
"href”: "https://10.201.230.99/ers/config/networkdevice/673bchbb0-c988-11ec-997d-66c78d20c311",
"type”: “"application/json”

i
} L)
{
“id": "8901ab50-c999-1lec-997d-66c78d20c31L",
“name": "LABSwitch",
"description”: "",
“link": {
"rel": "self",
"href*: “"https://10.201.230.99/ers/config/networkdevice/8981ab50-c999-11ec-997d-66c78d20c311",
"type”: "application/json”
i
} r
i
“id": "63efbc20-41f5a-1led-b560-6e77681Te732e",
“name”: “Wireless-9800",
"description”: "Wireless Controller C9880",
“link": {
"rel": "self”,
“href”: “"https://10.201.230.99/exs/config/networkdevice/63efhc20-415a-11ed-b560-6e776812732e",
"type”: "application/json”
i
¥
I
Adrministration « Network Resources e 4 D = o
Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MAC M:  Click here to do visinlity setup Do not show this again. )

Network Devices
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