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REEICETRE, RUS—TEREE NizFramed-IP7 RL AORADIUSEM ESGTICEL LWIPE
BONATFAITNFERENET,

NATFA2T, F7FILRNRXALOTO TAISXP bindingsy ICRRENET,
C9300Blk. SXPZ7ORIOILZNLTISEASSXPYYE > IEHRESELET,

ALY FDEE

ALY FESXPURFT—ELTEREL., ISEASIP-SGTYYEV TV ZBBLET,

cts sxpD BB

cts sxp7 7 # )L K/V A — Rcisco

cts sxp default source-ip 10.127.213.27

cts sxp connection peer 10.127.197.53 password default mode peer hold-time 0 0 vrf Mgmt-vrf]

ISE MERE
ATFY 7 1:ISECSXPH—EREBMICTS

Administration > System > Deployment > Edit® JEIZ# & L . Policy Service® T TEnable SXP
ServiceZEIRL £7,

Deployment

»  Monitoring

nable Profiling Service

nable Threat Centric NAC Service

~ Enable ervice

Use Interface GigabitEthernet 0

nable Device Admin Service

nable Passive Identity Service

ATV T 2: SXPT/NA4 ADIEM



T BDASY FOSXPUAFT—BRVOAE—NZFRZET S ICIE. Workcenters > Trustsec >
SXP > SXP DevicesD)EICEEL £ T,
E7O—)LAListener® A4 Y FEEBIML, F7FIBMRXAEZZ)YHTET,

Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXpP ACI Troubleshoot Reports Settings

X Input fields marked with an asterisk (*) are required.
SXP Devices

All SXP Mappings Namo
c9300B

IP Address
10.127.213.27

Peer Role
LISTENER

Connacted PSNs
pk3-la =

SXP Domains
default =

Status
Enabled

Password Type

CUSTOM

Password

Advanced Settings

ATFY T 3 SXPODERE

ISEA"RadiusiBREZBLU TR A F I Y VIP-SGTYYE>V I &2ZEBE TS &LSIC, Add radius
mappings into SXP IP SGT mapping tablelcF I Y VX —IOHF A2 TVWBD EZHRELET,




Work Centers - TrustSec

Components TrustS Policy Policy Sets SXP ACI Troubleshoot Reports Settings

SXP Settings

Publish SXP bindings on PxGrid 88 Add radius mappings into SXP IP SGT mapping table

Global Password

ATFY T 1: ALY F EOSXPEEL:

C9300B#show cts sxp connections vrf Mgmt-vrf

SXP : B3

HR—KhEhBHEM/N—>32 4

TF7AIRNNADT—R BRE

FI7AILRODF—FI—2  RFEE
T7ALRNOF—FI—2F ZI3BL

T 7 7 ) N DIEETIP:10.127.213.27
BERBRATA -7 EE 1208

FEHE . 1208

BRITA -T2V RAI—DETEIATOVELA
TOAR—KNOETI—T2ADORNS/N—AHIR : REE
A2VR—NOETS—T 2 ADRNTN—AFHIR : REEZE
0.
E71P:10.127.197.53

#E{ETIP:10.127.213.27

CONNAT—ZRA : XA~

Conn/N\—> 32 : 4

JEHTHERE - IPv4-IPV6-Subnet

ConnfR B[ : 120%

A—AILE—R :SXPURF—

BiGA AR A#

TCP conn fd:1

TCP conn password : 77 # )L K®SXP/N A — R

R—IL RRAI—H"EITH

BIEOREZEAD S OMERRE : 0:00:23:36 (dd:hr:mm:sec)

SXP#HT D #EER= 1

O0x7F128DF555E0 VRF:Mgmt-vrf, fd:1, E7ip:10.127.197.53
cdbp:0x7F128DF555E0 Mgmt-vrf <10.127.197.53, 10.127.213.27> tableid:0x1




AT Y7 2:ISE SXPDHREE

Workcenters > Trustsec > SXP > SXP DevicesT, AA Y FDSXPAT—RANONICEZE>TWVWS
CEZEHRELETD,

Policy Sets

SXP Devices

Connected To Duration ... S

ATY 7T 3:RADIUS 7HOUFT 144

ISEA", FREEICAZHL =RICRADIUST HO> T4 20N Y D SFramed-IP7 RL A
RADIUSEMZSEL L &2ERELET,

RADIUS Accounting

18 20047130

ATFY T 4 ISESXPIYYEY

Radiustty 2 a > ASEHMICEZBL EIP-SGTYYE> T %#KRRT SICIE. Workcenters >
Trustsec > SXP > All SXP MappingsDJEICEE L £9,

TrustSec Policy Policy Sets

All SXP Mappings

IP Address 3G Learned From Learned By SXP Domaln PSNs Involved

Lo




O—AJ : ISETEMICEIY) Y TSN EIP-SGTNA T4 >,
Session:RadiustE Y a A SEBHICEFENEIP-SGT/NA > F 14>,

JEASEIZE ., BIOTNA AL SIP-SGTNA VT AT 2ZETAHEN DY ET, Ch
SONAT 4Tk, TAISXP Mappingsy ® F® MLearned by SXP, &L TERRT
EFT,

ATV 5 AL YFTOSXPIYYE>Y

AAYFEE, SXPZORIILEZNLUTISEASIP-SGTYYE> T Z2FBLEL I,

C9300B#show cts sxp sgt-map vrf Mgmt-vrf brief
SXP./— RID ( & H& ) :0x03030303(3.3.3.3)
IP-SGTYYEZJTRRRODEHVTT,

IPv4,SGT: <2.2.2.2 , 9>

IPv4,SGT: <10.197.213.23 , 5>




IP-SGTX Y E> T D#E - 2
sxp_bnd_exp_conn_list®conn ( &5 :0):
C9300B&E =

C9300B#show cts role-based sgt-map vrf Mgmt-vrf all
T O T 4 7 BZIPvA-SGTINA > 7 4 > J &SR

IP7 RLASGTY —A

2.2.2.29 SXP
10.197.213.23 5 SXP

IP-SGT7O9FTATNA>TF 12T OBE

SXPINA 2T 42T D=2
TOTATRRNADT AT D=2

NZ7LZ1—hk

EORTTINS1—F AT ICRIDIEREBNLET,

kg

cOto>a>TlR,
ISEL R— K~

ISE Tk, SXPNA Y FAVIRERLR—RNEERTHILETEET (RORESR) .

Palicy Sets

SXP Binding

ISE TOT/\Nv T
ROBMEREDISEHR—RNNY RILEREL, FNAYTLARILICEELET,

* SXp
+ sgtbinding
e nsf

» nsf-session
« trustsec® B

I—HHNISEY—/\H SFREEE 1D &, ISElkAccess AccepthbZB/NT Y NIZSGTZEIV HTET



o A—HHNIPTRLAZEETSE, A4 Y FiFRadius Accounting PacketT7 L —AftE hiz
IP7 RLAZEFBLET,

show logging application localStore/iseLocalStore.log® H hZRL £ T,

2024-07-18 09:55:55.051 +05:30 000017592 3002 %15 £ Radius-Accounting: RADIUS
Accounting watchdog update, ConfigVersionld=129, Device IP Address=10.197.213.22,
UserName=cisco, NetworkDevice=Name pk, User-Name=cisco, NAS-IP-
Address=10.197.213.22, NAS-Port=50124, Framed-IP-Address=10.197.213.23.
Class=CACS:16D5C50A00000017C425E3C6:pk3-1a/510648097/25. Called-Station-ID=C4 B2-
39-ED-AB-18, Calling-Station-ID=B4-96-91-F9-56-8B., Acct-Status-Type=Interim-Update. Acct-
Delay-Time=0, Acct-Input-Octets=413, Acct-Output-Octets=0, Acct-Session-ld=00000007,
Acct-Authentic=Remote, Acct-Input-Packets=4, t-Output-Packets=0, Event-
Timestamp=1721277745, NAS-Port-Type=Ethernet, NAS-Port-ld=TenGigabitEthernet1/0/24.
cisco-av-pair=audit-session-id=16D5C50A00000017C425E3C6, cisco-av-pair=method=dot1x,
cisco-av-pair=cts:security-group-tag=0005-00, AcsSessionlD 3-1a/510648097/28,
SelectedAccessService=BIEN XY NTJ—UF U+ A , RequestLatency=6, Step=11004,
Step=11017, Step=15049, Step=15008, Step=22085, Step=11005,
NetworkDeviceGroups=IPSEC#Is IPSEC Device#No, NetworkDeviceGroups=Location#All
locations, NetworkDeviceGroups=Device Type#All Device Types, CPMSessionID=16D5C5
A00000017C425E3C6, TotalAuthenLatency=6, ClientLatency=0, Network Device Profile=Cisco,
Location=Location#All Locations, Device Type=Device Type#All Device Types, IPSEC=IPSEC#ls
IPSEC Device#No,

show logging application ise-psc.log:

2024-07-18 09:55:55,054 DEBUG [SxpSessionNotifierThread][]
ise.sxp.sessionbinding.util. SxpBindingUtil -:::-

prtCpmBridge? 5 ZEL Y2 a2 EEZOF I LET,

BER A 7==>ADD, sessionld ==> 16D5C50A00000017C425E3C6., sessionState ==>
ACCEPTED. inputlp ==>10.197.213.23, inputSgTag ==> 0005-00, naslp ==>
10.197.213.22null, vn ==> null

SXP/—RIEIP+SGTY Y EV YT %ZEH2DBT—7ILIZREFEL., £ TPAN/—RACOIPSGTYYE T EZREL T,
ISEGUIND TXTNOSXPY Y E T ICKRMM L EF ( Workcenters ->Trustsec -> SXP->FXTNHOSXPIYYE>Y ),

show logging application sxp_appserver/sxp.logD HhZRL T,

2024-07-18 10:01:01,312 INFO [sxpservice-http-96441] cisco.ise.sxp.rest.SxpGlueRestAPI:147 -
SXP-PEERFEYZ a>NA > F1 2T 0BMNY FHA4X 1 1

2024-07-18 10:01:01,317 DEBUG [SxpNotificationSerializer-Thread]
cpm.sxp.engine.services.NotificationSerializerlmpl:202 — X A U O 43 [add=true,




notification=RestSxpLocalBinding(tag=5, groupName=null, ipAddress=10.197.213.23/32,
naslp=10.197.213.22, Id=16D5C50A00000017C425E3C6. peerSequence=null,
sxpBindingOpType=null, sessionExpiryTimelnMillis=0, apic=false, routable=true. vns=[])

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine:1543 - [VPN: 'default]# L W/X1 > RDIEHD :
MasterBindingldentity [ip=10.197.213.23/32, peerSequence=10.127.197.53,10.197.2 3.22,
tag=5. isLocal=true, sessionld=16D5C50A00000017C425E3C6. vn=DEFAULT_VN]
2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.SxpEngine:1581 - 120 /N1 > F 1 > MBI

2024-07-18 10:01:01,344 DEBUG [SxpNotificationSerializer-Thread]
cisco.cpm.sxp.engine.MasterDbListener:251 - /N4 > F 4 > J ZBMT B =HIZH2/\> RZICH
AVZEBLTVET, NATA T8 1

2024-07-18 10:01:01,344 DEBUG [H2_HANDLER] cisco.cpm.sxp.engine.MasterDbListener:256 -
MasterDbListener Processing onAdded - bindingsCount: 1

SXP/—Rix, BFHDIP-SGTINA T A VI TETAAYFEZEFLET,

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:93 -
SXP_PERF:SEND_UPDATE_BUFFER_SIZE=32

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:116 - SENT_UPDATE &
[ISE:10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

2024-07-18 10:01:01,346 DEBUG [pool-7-thread-4]
opendaylight.sxp.core.service.UpdateExportTask:137 - SENT_UPDATE SUCCESSFUL to
[ISE:10.127.197.53][10.127.197.53:64999/10.127.213.27:31025][O|Sv4]

AAYFOTFNY YT

SXPOEBRET Y 7TF—RORNS TN 1T AT TS, RAYFTROFNY TZBMLET,
debug cts sxp conn

debug ctssxp > —

7YY Y cts sxp mdb

debug ctssxpX v £—

ALY FHSXPAE—H— TISE, #SSCT-IPRYE> T #ZEFELEL I,

ROOJZRRTSHICIE, ShowloggingeaFI v I LET,




Jul 18 04:23:04.324: CTS-SXP-MSG:sxp_recv_update_v4 <1>EFip: 10.127.197.53
718 H04:23:04.324: CTS-SXP-MDB:IMUJE flbinding:- <conn_index = 1>E°710.127.197.53
7H18H04:23:04.324: CTS-SXP-MDB:mdb_send_msg <IMU_ADD_IPSGT_DEVID>

7H18H04:23:04.324: CTS-SXP-INTNL:mdb_send_msg mdb_process_add_ipsgt_devidBi &
7A18H04:23:04.324: CTS-SXP-MDB:sxp_mdb_inform_rbm tableid:0x1 sense:1 sgt:5
peer:10.127.197.53

7818 H04:23:04.324: CTS-SXP-MDB:SXP MDB: > ~ 1J #ip 10.197.213.23 sgt 0x0005% i& il
7H18H04:23:04.324: CTS-SXP-INTNL:mdb_send_msg mdb_process_add_ipsgt_devid5E 7

BETRR

ISE31BEBHA ROEIXT—a >

Catayst A7 4F¥ 1L —>3>HA RTrustsecD #EE


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_segmentation.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/cts/b_176_cts_9300_cg/cisco_trustsec_overview.html
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