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Current configuration : 906 bytes
!
version 12.2
servi ce timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!
host nane |i ght
!
enabl e password cisco
!
usernane cisco password O cisco
i p subnet-zero
!
!
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
call rsvp-sync
!
!
!
fax interface-type npdem
nma receive maxi mumrecipients 0
!
controller E1 2/0
!
!
!
interface FastEthernet0/0
i p address 100. 100. 100. 2 255. 255. 255.0
dupl ex auto
speed auto

nterface FastEthernet0/1

ip address 1.1.1.1 255.255.255.0
dupl ex auto

speed auto

nterface BRI 4/0
no i p address
shut down

nterface BRI 4/1
no i p address
shut down

nterface BRI 4/2
no i p address
shut down

nterface BRI 4/3
no i p address
shut down

|

ip classless




iproute 0.0.0.0 0.0.0.0 100.100.100.1
ip http server
ip pimbidir-enable
|
1
di al - peer cor custom
|
!
line con O
line 97 108
line aux 0
line vty 0 4
| ogin
!
end

PIX NUZ

PI X Version 6.1(1)
namei f gb-ethernet0 intf2 securityl0

namei f gb-ethernetl intf3 securityl5

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed

passwd 9j Nf ZuG3TC5t CVHO encrypt ed

host nane Ti ger

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

l--- Allows ICWP traffic and HTTP to pass through the
PIX!1--- to the Web Server. access-list 101 permt icnp
any host 100.100.100. 100

access-list 101 permit tcp any host 100.100.100. 100 eq
VWMWY

pager lines 24

| oggi ng on

| oggi ng buffered debuggi ng

interface gb-ethernet0 1000aut o shut down

interface gb-ethernetl 1000auto shut down

interface ethernet0 auto

interface ethernetl auto

nu intf2 1500

nu intf3 1500

ntu outsi de 1500

ntu inside 1500

ip address intf2 127.0.0.1 255. 255. 255. 255

ip address intf3 127.0.0.1 255. 255. 255. 255

i p address outside 100.100.100.1 255. 255. 255.0

i p address inside 10.66.79.203 255. 255. 255. 224

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00
failover poll 15
failover ip address intf2

0.0.0.0
failover ip address intf3 0.0.0.0




failover ip address outside 0.0.0.0
failover ip address inside 0.0.0.0
pdm hi story enabl e
arp timeout 14400
gl obal (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.000
| [
(i nsi de, out si de) 100.100. 100. 100 10.66. 79. 204
net mask 255.255.255.255 0 0
access-group 101 in interface outside
route outside 0.0.0.0 0.0.0.0 100.100.100.2 1
route inside 10.66.0.0 255.255.0.0 10.66.79.193 1
timeout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00
h323 0:05:00 sO
ti meout uauth 0:05:00 absol ute
aaa- server TACACS+ protocol tacacs+
aaa-server RADI US protocol radius
aaa-server LOCAL protocol tacacs+
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
no sysopt route dnat
| [
interface. telnet 10.66.79.199 255. 255, 255. 255 i nsi de
telnet tineout 5
ssh timeout 5
terminal wdth 80
Crypt ochecksum b4c820ba31f bb3996ca8891503ebachbc
: end

Static NAT for the Wb Server. static

Al l ows Sensor Telnet to the PIX fromthe inside

Sensor NEXTE

CNSDATYTREVH—ZERETIHEERRLET,

1.
2.
3.

4.

A—YEL—RBLTF/NAT—REEZAWS 10.66.79.199 \ D Telnet,
sysconfig-sensor Z AL TT&E LY,

RDBHRZANILET, IPF7RLA: 10.66.79.199IPx% Y NN A %: 255.255.255.2241P7K
ANBHE: sensor-27 7 # )L N JL—:10.66.79.193% Y hD—9 7O AHH10.0x1 =
T—232 AT ZANZOF v 29— KRABND: 49t % —EBID: 900> H— KA
N#: sensor-2tz > —#E#A: ciscotz> B — IP 7 RL A:10.66.79.199IDS Y x—> ¥ 7K
ANID: 50IDS ¥ & —< ¥ #8#81D: 900IDS ¥ &X—> ¥ RANA: dir3IDS Y Xx—> v Al A:
ciscolDS YXx—> ¥ IP 7 RL A:10.66.79.201

REERELET, EH—FLTUT—K,

Director A\ ® Sensor QBN

TFALIR—IC Y —ZEBMTRIEOICCNESDATYTEZXETLTTEL,

1.

2.
3.

J1—%%E netrangr BLF/NAD—REEZHALVS 10.66.79.201 (Z Telnet TEHL TTE L

HP OpenView ZEEBIEH 5 - C ovw& ZA B L TTE LY,
XA AZ1—TIk. Security > Configure ®JEIZEIR LTTE L,



4. Netranger Configuration X — 1 —TI(&. File > Add Host ®JEIZIEIR L., TNexts ZO UV
2 LTTEL,
5. ZDEHREANL, TNexta ZOVY O LTTFEV,

Uze this panel to specify the remote machine to which you
wizh to establish connectivity, If you need to add a new
organization, click Create,

Organization name  cisco Epeate+++\

Organization 10 00
Host name sensor—=
Host D 190

Host IP Address 10,66,79,199

[ Secondary Director
[ 105 IDS

[X Sensor / IDSH

6. 77 FIBRREZFEL, "Nexts 27UV U LTTEL,

lze this dialog box to define the type of machine you are adding,

Fleaze remember that in order for connectivity to be establizhed,
the remote machine must already know the Iz and IP address of
this Director, For Sensors, this iz accomplizhed at install time
by running syszconfig-senzor, For remote (zecondary? Directors,
thiz iz accomplished by running nrConfigure on the remote machine
and modifying the hosztz and routes System Files accordingly,

(W Initialize a newly installed Sensor

[ Connect to a previously configured Sensor

.

7. ENZEURETHIEEOTZ2ZEEL, 7Z2HRTS D, FLEEFT7FILNELTELTT
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1. XA > XZ21—TI&. Security > Configure MJEIZEIR LTTE L\,

2. Netranger Configuration X — 1 —TI&. sensor-2 ZEHFAKXRRL. X TIN VUV HOLTTE
(A

3. Device Management ZB&E £ 9,

4. ZCOBIZRT RS IZEIHR%Z Devices >Add DJEIZV )Y U L, ABALTTEW, [OK] &9

DY OLTHEATLET, Tenet BREAFX—TINAT—RIETHEEE "Ciscos TT,

10,66,79,203

5. Shunning > Add ®JEIZZ )Y 2 LTTFEV, RUTEMLBEVTTEVWHRTBEHIC T
R |./7\0)-|:'C“7\ ~ 100.100.10.100 1o OK|ZDVVY ILTHEITLET,

6. ¥ _>% H—/)\Y& L T sensor-2.cisco & Shunning > Add ®JEICO Y o L, &RL T
TEW, BREODZOD—FIFTTLET, Device Management V1> ROZBUTTE L\,



Shurnning Servers

SEnE0r fidd
sensor-2,cisco el
lelete
Modify

4| |r

7. [Intrusion Detection] 7 1 > R %ZB & . [Protected Networks] 201 Y O L&ET, REETh
XY RJ—7212 10.66.79.254 |- 10.66.79.1 ZEEML TT & L\,

Source Address

“Enter range of P addresses to he protected
~Enter a network address to be protected

Start Address:
10,66,79,1
End Address:

10,66,79,254

8. TProfilea &Z%')¥Y % L. Manual Configuration > Modify Signatures D JEIZiEIR L TT&
W. ID TLarge ICMP Traffica #i#IR 3 hid:2151 GFHRL, BB THLEENEDLS
TModifys Z2Uv o L, BZZELEFT, [OK|ZI2UYILTHITLETD,

A



9.ID FICMP Floods %iEiR ¥ hid:2152 FHRL . BR B L EEhELS, T
Modifys Z2Uv 4o L, nBEZELET, [OK|Z2UYHILTHEITLETS,

REODCO—ZEFTTLEL K, Intrusion Detection 74> ROZBL =8I FOKy %
Uy LTTEL,

SATALATFALN T7A4I RIILZE—%2FE, Daemons V1> RIUZBRVTTEV, AR
CLELEZIhSOF—FEZHRELTTFEV




Dlaemons

F3 X nr,configd
X nr,loggerd [

X nr,zenzord [ nr,eventd
X nr,packetd X nr,=zapd

X nr,.managed F3

12.5t&, BLOIEBELEN—D32ZBRIDLEHIC TOKy Z20VY O LTTEL, T
SAVEs 22y o LTTFEV>HALTTFEW, 25— TL, Yy—ERZBREL
. Netranger RENHNDIXNTD VA RIUZALUBDCEZES OIS AT LZRE

ThE W,
| Yersion & Item |Ereatiun Time
Iél- ar Wersion 11 Man 22 21:04:57 200z -
- [ Communications Mow Apr 22 21304307 EDT 2002
= lata Management Mon Apr 22 21:04:57 ENT 2002
- Ld Device Management Mo Apr 22 21:04:57 EIT 2002 Save
—EnfEuent Procezsing Mon Apr 22 21:04:57 EDT 2002 -
L %8 Intruzion Detection Mow Apr 22 21304307 EDT 2002 Apply
By Sustem Files -
':l@ Authorization Mo Apr 22 21:04:57 ENT 2002
W Daemons Mom Apr 22 21:04:57 EDT 2002 =
Bl | [+

R
COEIIAVIFERERB LI IRERREESEALEI TSN EZHTS,

WEEZBRIGTDEIC

Ti ger (config)# show tel net
10. 66. 79. 199 255. 255. 255. 255 i nsi de
Ti ger (config)# who

0: 10.66.79.199

Ti ger (config)# show x|l ate
1 in use, 1 nost used
d obal 100.100. 100. 100 Local 10.66.79.204 static



Li ght #pi ng 100. 100. 100. 100

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 100.100. 100. 100, ti meout

Success rate is 100 percent (5/5), round-trip min/avg/ max

Li ght #t el net 100. 100. 100. 100 80
Tryi ng 100. 100. 100. 100, 80 ... Open

BB BRI Y - JZBRBLTTFZW

Li ght #pi ng

Protocol [ip]:

Target | P address: 100.100.100. 100

Repeat count [5]: 100000

Dat agram si ze [100]: 18000

Ti meout in seconds [2]:

Ext ended conmands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 100000, 18000-byte | CMP Echos to 100. 100. 100. 100,

is 2 seconds:

= 112/ 195/ 217 ns

ti meout

is 2 seconds

Success rate is 4 percent (1/21), round-trip mn/avg/ max = 281/281/281 ns

Li ght #t el net 100. 100. 100. 100 80
Trying 100.100. 100. 100, 80 ..
% Connection tined out; renote host not respondi ng

Ti ger(config)# show shun
Shun 100. 100. 100.2 0.0.0

Ti ger(config)# show shun st at
intf2=0OFF, cnt=0

intf3=0OFF, cnt=0

out si de=QN, cnt=2604

nsi de=OFF, cnt=0

nt f 4=CFF, cnt=0

nt f 5=CFF, cnt=0

nt f 6=CFF, cnt=0

nt f 7=CFF, cnt=0

nt f 8=CFF, cnt=0

nt f 9=CFF, cnt=0

Shun 100. 100. 100. 2 cnt =403, tinme=(0:01:00).0 0 O

15 DUARE, ThREEIC Y ZDIN 15 DICKRE S NDDOTRYET,

Ti ger (config)# show shun

Ti ger (config)# show shun st at
intf2=0OFF, cnt=0
intf3=0OFF, cnt=0

out si de=OFF, cnt =4437
i nsi de=COFF, cnt=0
intf4=0OFF, cnt=0

i ntf 5=0OFF, cnt=0

intf 6=OFF, cnt=0
intf7=0OFF, cnt=0

intf 8=0FF, cnt=0
intf9=0OFF, cnt=0



Li ght #pi ng 100. 100. 100. 100

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 100.100. 100. 100, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/3/4 ns

Li ght #t el net 100. 100. 100. 100 80
Tryi ng 100. 100. 100. 100, 80 ... Open

hNSTNaA-—F42T
REQELD, CORELHEIDBEONZ I 1—FT12IBRBEHIFLRA
BY & 135
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