ACS 5.xEAB¢ : Secure ACSO MZ 7N 1—F
127

&

&
N

HIRRRMG

=24

FRIZIVR—F B

RELE

%8 : "Error:Saved the running configuration to startup successfully % Manifest file not found in
the bundley "RREND (FPTSATVADT Y TIL—RHBIZACSTITSATVAT)
R T &

Bl : ACS H—/\5xZ GUIASHEEBTE &L

i

fRRT5 £

28 : ACS 5.2 T Active Directory SRR E BN H S

iR TG &

B . 7HIoT420 LAR—bE 100R—DEBITRRTERL
iR TG &

Bl FNAADITN =T ODVWTERELEETEROFIEL R—PEERTE R
BRI &

BI&& : The monitoring and reports database is currently unavailable.Attempting to reconnect in 5
seconds. |

R T E

%8 : 22056 Subject not found in the applicable identity store(s) .
R T E

R : ACS & Active Directory Z#EETE L

fRR T E

P28 : ACS & LDAP A TE ALV

R T E

R9%E : Tcsco acs internal operations diagnostics error:could not write to local storage filey T.5
— XYy +—
BRR T A

B : ACS 5.1 & Active Directory Z#EETE RV

R T &

B H—ERA LIV IIN—INDERKRREFHTEDLSIC ACSSX EZBHTERL
R T &

& : Cisco Works & SFTP H—/NE L TFERALTWVWB EE SFTP NV OT Y ZTHEEL 5L
R T &

RRE : TInvalid EAP payload dropped.
fRRFB




RI%E : TACS runtime process is not running on this instance at this time. J

fRR T &

B NAD—RNETI—HETVAR—RNTELRL
fRR T &

B8 . ACS NEP 1 —H A kA ICEMICHED
R T &

RIRE : TTACACS+ authentication request ended with error |
fRRFBE

RIRE : TRADIUS authentication request rejected due to critical logging error

BRR I 5%
BIRE : ACS &£ 52258 53IC7Y7IL—RLEEE, ACSEI—AE—TILAADOR—
FEBIC "Data Upgrade Failedy ERREND

FRIRTT %

RIRE : Cisco ACS 5.0 ® "change password on next login acs \CB8 9 2 R&E
BRRFB

B2 : "% Application upgrade failed, Error - -999. Please check ADE logs for details, or re-run
with - debug application install - enabled; Z2F T Y 2L F 9,

RIRTT 3%

RIRE : T — " Authentication failed:12308 Client sent Result TLV indicating failure |
BRR T &

RIRE : T 5 — 24495 Active Directory servers are not available

RRTT 3%

RIRE : T>— 5411 EAP session timed out
BRRFB

FBRE : OJ A #IFEAN Active Directory ICEREE NIBE. 802.1x BREIA #EE L A& L
fRRTT %

R : T5—:ChangeUserPassword O—J)L %32 ACS5Xx BEEN/NAD—REZZEFFTRE T
You are not authorized to view the requested page &EERREND

RIRTT 3%

RIRE : ACS 5.x TEREEM KBTI S — 724495 Active Directory servers are not available.; A"ERRE

na

BRI &
B : BMC Z#ALTACST7 ATV AICEBETERV
BRI &

RRE . 2E 75—/, "delete 20000 sessionsy A ¥ H Mactive sessions are over limity TEZX
BEOLAR—KN—AYZ1R—RIZRRTEND
BRI

RIRE : ACS 5x TZ— 11013 RADIUS packet already in the process
fRRFB

RIRE : RADIUS EB5EA" T — 11012 RADIUS packet contains invalid header, TXHBT 3
fRRFB

R7E : RADIUS/TACACS+ FREEA" T > — 11007 Could not locate Network Device or AAA
Clienty TXHT 3

FRRTT 3%

B2 : RADIUS §REEA"T > — T11050 RADIUS request dropped due to system overload: TXB
ERA)




FRIR T3 5%

RSEE : RADIUS R5EA" TS — 11309 Incorrect RADIUS MS-CHAP v2 attribute.; TXB T 3
R E

B : ACS TXEUFEAEA 90 % ZBA L EANHREEND TS —LA
BRI &

RIRE : Terror:com.cisco.nm.acs.mgmt.msgbus.FatalBusException:Failed to link nodes |

FRIR T3 5%

BIRE : Terror:com.cisco.nm.acs.mgmt.msgbus.FatalBusException:Failed to link nodes |

FRIR T3 5%

BIRE : T5— 711026 The requested dACL is not found |
fRRFE

BIRE : T>— 711025 The Access-Request for the requested dACL is missing a cisco-av-pair
attribute with the value aaa:event=acl-download,The request is rejected J

FRIR T3 5%

B8 : T — 711023 The requested dACL is not foundThis is an unknown dACL name |
R

R . EEEFTIHA" TS — 710001 Internal error:incorrect configuration version; TXK T 3
fRRTE

RRE . EEESRAA TS — 10002 Internal error:Failure to load appropriate service; TXB T3
R E

BRE . B EFEEAN T > — 710003 Internal error:Administrator authentication received blank
Administrator name ;| TXHKT 3

FRIR T3 5%

5 %8 : Failure reason:24428 Connection related error has occurred in either LRPC, LDAP or
KERBEROS |

BRI &
EIRE : 10S 15X ZETHDI—R LT, ACS5x H—/\H S D TACACS+ FREE7 O+ > FRELA#
;192240
BRI &

RARE : ACS 5.x »* 5 TStore failure (acs-xxx, TacacsAccounting)y To— X v tE—IAHARREN
%

R
BIRE : O—Y585EA" T > — 711036 The Message-Authenticator RADIUS attribute is invalid. ; T
KBTS

FRIR T3 5%

BRE : RADIUS 7HhO T 14> h TS5 — "11037 Dropped accounting request received via
unsupported port. ;| TEXKT >

FRIR T3 5%

BRE : RADIUS 7HO T 14> 9h TZ— 11038 RADIUS Accounting-Request header contains
invalid Authenticator field. ;| TXBK 93

T < —: 724493 ACS has problems communicating with Active Directory using its machine
credentials. 4

FRRTT 3%

RI%E : "When creating Shell Profile names with special characters like "&", ACS may crash. |

FRRTT 3%

BIRE : showrun, & ACS 5.x CLI TE{THI(C "Parse error at line 2:not well-formed (invalid
token), 2 TE S,




FRIR T3 5%

B . ACS5x/opt N=T 423 AFIEV2FVICHED

fRR T &

B BWNORXADORE

fRR T &

B BRAAEFRAA DEIRERE
fRR T &

B VE—K F—EXR—Z2A0OF>F
fRR T &

BRE : VMware HR— b

R &

B 1R AR—AICETZIEHR
fRR T &

RIRE : 24401 Could not establish connection with ACS Active Directory agent. |
fRR G &

BRE: 'S%4L4L, 70€EAD TExecution Failed | JREEZKRTRT D

BRI &
B : UCS V' BalZ2BH TS5 L E(C ACSFRALICKHTS
BRI &

RIRE : 24444 Active Directory operation has failed because of an unspecified error in the ACS |

FRIR T3 5%

E&E : ACS 5.1 1—1%'% AD 2008 R2 Server TFREE TE &\
FRIR T3 5%

T > —: 722056 Subject not found in the applicable identity store(s)] o
RR G &

&8 : ipt connlimit:Oops:Invalid ct state ?

FRIR T3 5%

BIRE : ACs 5x/ISE & CiscolOS Y 7 R T JI)—ZA 15.x NAS A5 ® RADIUS ER M
RADIUS calling-station-id B & R R TE XA

BRI &

B 3EOETZEHRELTVTE, BE2LEILTFUVIYINORIADA VAR ATI—HY T
WO RAOYIEND

BRI &

B : ACSASDODNYITYTZRETERWV

BRI &

BS:E T

B=

ZORFI1XNTRE, Cisco Secure Access Control System (ACS ) DRZ /I 1—F14>
TRAEBRVTIZ— XY E—DJOBRGELCOVTHRALES,

Cisco Secure ACS3X BRrRP4xXDRTTINa1—FT 4T HFEICZDVWTIE. "Secure Access
Control Server (ACS 3.x and 4.x) Troubleshooting; ZZBL T<<EE L,
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IE - Sua

B
CORFIXVNCHBDEHEH EE A,

FATAIIAR—Fb

CORFIXNDOERIE. Cisco Secure Access Control System /N—2 3> 5x BLRICET W
TVWET,

CORFIXVNOERE, FEOFARELCLHZTNARACETVWTEREhELEZ, COR
FAXVRNTEATEZINTOTNARR, B (F7F)N ) REOREASEBELTVET
o WRORY RD—IUNRBBHTHIBEICE. EOLRSIBZAXNYRICDVTE, ZTOEEN
BEEIODVTHRIEBL THEKBENHBVET,

i

RFIXDNREOFME, RO TIANTAVTADORERE) ZZRBLTLLEE L,

B#& : "Error:Saved the running configuration to startup
successfully % Manifest file not found in the bundle; TR E h
B(FPT7SAFADFYTIL—RBICACSFTISATFT A
T)

Error: saved the running configuration to startup successfully % Manifest file not found in the
bundleACS Express 5.0 5.0.1

FBRTT %

ACSTTZATVAZERICTY7IL—RTBICE., ROFIEZRITLET,

1. XROBFRHA S, /NY F 9 (5-0-0-21-9.tar.gpg ) & KT ADE-
OS ( ACS_5.0.0.21_ADE_0OS_1.2_upgrade.tar.gpg ) 24> 00— RL £ 9, [Cisco.com] >
[support] > [download software] > [Security] > [Cisco Secure Access Control System 5.0] >
[Secure Access Control System Software] > [5.0.0.21]

22200774V EAVARN=)ILES, ACS51 7Y 7Y L—KRACS 5.1.0.44.tar.gz & A
VAR =ILET, Chik, BIROFIEORUNAASERATEET,

.RDIAR >V REFEALT, PYTIL—REALA AN =ILZET,

application upgrade

NT, PY7IJL—RFIERFET T,

ACSTTSATADT Y T L —RAEEOEMIZDOWVWTIE, TUpgrading an ACS Server from
5.0t0 5.1, #ZSHBL T EEL,

B : ACSH—/N\5xZ GUI XS HEBTERL
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CZCTR, ACSH—/N\N—23ar5x % GUIASBRBTESVERICOVTHALET,

BBREG &

ACS5xH—NZ GUI A SBREBTAA T3 dHVEEA, ACSTRLAR, CLIASDHK
BEBTEXRY,

B : ACS 5.2 T Active Directory SREEDREICEENf &5

Active Directory (AD ) FRAEZFH LW 52ACS H—EATREETS E, ROIT— XV &=
RRENET,

Unexpected RPC Error:Access Denied due to unexpected configuration or network error.Please try
the --verbose option or run "adinfo --diag".

FBRTT %

ACS'C(:»P AD THRIALZ1T55E. BEERAKAANYVETY, COBEZHARAISZICE. ¥—FE
TAIYMNAO—FHNEEEAKFFAZRHELET,

B : PHOT420 LR—PZE 100 R—T ZHBATRRT
240

ACS N\—2 3> BATHARLANTNIVT AT LR—REERLESETHE, 100 R
—TEBATERTEERA. WK D2ADHVWLRA—NEEENERA. INTOR—TJERTR
TERLSIL. CORTELEETIHVENBYET,

R E

RRTEDFRAR—ZHET7AILRNT 100 R—T DT, ACS TRRENIR—ZHIIEET
EEBA, COR—IDHBIRZEPL, HVMAIERERTIDICE, 74U RVT 3723
VEZEBELT, —BRHEZRVACBEN BT, LEARF, BFO 30 BEODLR—KZE
KI2EE. BTBAZVIESD, BED100R—JICE, BFO1KEOTITETALEFLA
BENBVWESN B ET, RIC, 714N BIDT 7232V ICO2VTEHBALET., 7181
O FTaVICA-YIDEFEAL. REASEEZEETZ LT, HVLER—KREBEND &
SIEBVERT,

Bl FNAADTN—TEODVWTERE LR TEROREREL R
—bhEERTEREL

COBER, TIXNTOFNAATREEL, 6 2OIN—RERAYTFOIIN—T1EFTOFEEEL R—
REERLIDETRDEEICRELET, FALTWVWAH ACS/N—232F4xTY,

BBRE &

COLR—BMERKIE, ACS4Xx TRETTEEEA, COMEZFEATSICE, ACS5X BT
TRIRBENFHNET. BEODTNARATIL—TOLR—NEERTDICE, AR2OT LAKR—b%
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ERLET,

FHHICOVWTR., ROEGRZESRL TSEEL,
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BEif® : "The monitoring and reports database is currently
unavailable.Attempting to reconnect in 5 seconds. 4

[Launch Monitoring and Report Viewer from ACS5.x] 20 Y V9% &, COIT— Xvt—2

75\:\3_‘%7?\3 1’1?3'0 The monitoring and reports database is currently unavailable.Attempting to
reconnect in 5 seconds.ACS

R E
COBMBEEMRTBICR. ROVThAOEBEERGTLET,

-RDIAR Y RZRITLT, CLINS ACSH—ERZBREBLET,

application stop acs
application start acs

CFERHTEDIRHONYFICTYTIL—RULET, HMICOVTIE. TApplying Upgrade
Patchesy ZZBL TS\,

B : 722056 Subject not found in the applicable identity
store(s)

AD I—HA ACS/N—232 5Xx TRITETS, XKNDIT— XYV E—IHNRRENET, 22056

Subject not found in the applicable identity store(s)

BRA &

CHDIZ—XYE—2RF, IDARNT —T2UVATREETNBZHEHADT—EIN—A JAKNT ACS
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NAMI1—HZ2RETEBZVEEICRELET, ik, BEBAYE—2T, ACSONT+—X A
_HEBIHYEFBA W"B?T‘l&"%iﬂl HORIEEFERE., ACSEXx E4Xx LY ETMD/N—2 3
VETRHERBYET, 5x/N—23a>Tlk, BT I1— F—EIR—ADI—T 2 RAEER
TBIDART =T AREBENZD AT a>oprHy) £, FMICDOVWTIEE, TConfiguring

|dentity Store Sequencesa 2SR L T &L,

ACS ZAL T Child RXAVICHTRIEREZRILETZEZEICCOIS—HNHRETSHHES. UPN
HBT7A4OAFXEEENETBIOS 7L 74 R 1—HZIZEBMTZDUENHYET, FHHICOVT
k. "Microsoft AD) 93> OEEEEESRBLTLSEZL,

IR : ACS & Active Directory Z#E&TE &)

J—%#H ACS & Active Directory Z#E&E T& 9. Samba Port Status Errory T — Xv+&—2
FRRENET,

BBRT &

COBBEZRTDICIE. ROKR— NN Active Directory BEEZ HR— KN TBD KRS ICA—T U ICK
2TVWBR L ZERLET,

. Samba 7R— I~ - TCP 445
- LDAP - TCP 389
- LDAP - UDP 389
. KDC - TCP 88
- kpasswd - TCP 464
- NTP- UDP 123
- JA-—=/N)L A#&0O%7 -TCP - 3268
- DNS - UDP 53
ACS-AD &%= T3 BICIk. ACS &, |\x4/a>a“«‘ca> DCICEETEZHENHVET,

ACS ASEETERVWDC A 1253 EFTE, MABRTOhERA, FMICOVWTIE, Cisco
Bug ID CSCte92062 ( 21 —H'HHH ) #82RBL T SHEEL,

& : ACS & LDAP ##&aTER

CORFIXNTIE, ACS52 F. 802.1X 2% M AAARADIUS H—/Ne L TERAEZhET,
802.1X I, AEPL1—Y ANTRFEHTD ACS TERICHEHATEETH.,. ACS & LDAP OEFEE
BENMNRELET, XKOIT— XYV E—IHFRRENET,

Radius authentication failed for USER: example MAC:
UU-VV-WW-XX-YY-ZZ AUTHTYPE: PEAP(EAP-MSCHAPV2)
EAP session timed out : 5411 EAP session timed out

R &

COfITIE, LDAPIKEPEAPTEAE h, FHE 2 AEPFRELS X Feap-mschap v2T T,
LDAPI&EPEAP(eap-mschap V2) THR—RENTVWEV®H, ChIFEXBLULET, eap-tls £kl&
AD ZFERIBH L ZHRELET,

B/ : Tcsco acs_internal _operations_diagnostics error:could
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not write to local storage filey T5— XY t—<

ACS BHH, 754X JACSHELKEHZTOLT, ROIT— XY E—IHFRFENET,

csco acs_internal_operations_diagnostics error: could
not write to local storage file

BRRT &

ACS H—ERZHEBL T, EESXOJNFEMCENTVIAERLET, FMAIC OV TR,
Cisco Bug ID CSCth66302 ( B2 I1—HEHH ) Z8RBL T<EEV, RRETIATVWEVEE,
Cisco TAC ICRIVEDLE, CORBBEZERRIDEHOERHO ACS/NYFERBLTLKEETV,

BIEE : ACS 5.1 & Active Directory Z#& T& 7\

ADMEERELLDETRE, ANDIT— XV E—IHNFRRENET,

Error while configuring Active Directory:Using writable

domain controller:testl.test.pvt Authentication error due unexpect
configuration or network error. Please try the --verbose option or run 'adinfo
-diag' to diagnose the problem. Join to domain 'test.pvt', zone 'null’

failed.

BRI E
COMBEERRTRICR. ROEBRERTLET,

1.AD TRRFEON> Y FHO Y M ZHBIBRLET,
2. iR OU ZER L E T,
3. OU ? [Properties] IC#E L. [inherit permissions] FT Y IRY VAZATICLET,
4. FLWOU TACS DHFLWRI> Y PHIY NEERLET,
5.AD DEHZHFALET,
6. ACSGUI »"5 AD IC#EHEL £,
BEICKR 2T, Microsoft ICREVEDE, FY KN 714V IORX ZEAL TS EEL,

BE: H—EX L2232 —ILOERARBRERBRTCED L
5 ACS5x BB TE R

ARG &

ACS5X TREEYR—PEIATLBELVDT, ChRFERITTEREA.

BIfE : Cisco Works & SFTP H—/Y& LTEAL TV L ZE
SFTP /XY 9 F Yy 7HFEELEV

ZYRND—21)Y—ZAHCiscoWorksH—/NICHBBE. NVYIOTYTATS1—S @G0
SFTPOZA T NTREEICEHELETAHA. ACSS52TRHEELEFEA. EAEBICIE. ACSHS
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SFTP"T—/\L:?%%L/J\5 t?%) t\ |-Unable to negotiate a key exchange method. Ii_)( b4 t
— IO RRENET,

BBREG &

COBE. SFTPH—/Ni&, DH14 JI—T7%2EH T3 FIPS {IET/NA1 ATREH Y EH A,
ACS THR—KIEhdH5—/NlI&,. DH14 Z2HR—K T3 FIPS ®RISOHY—NEFTT, COERE
DOFMIZ DWW TIEX. FKnown Limitations in ACS 5.24 #ZRBL TS EE L,

EfE : Mnvalid EAP payload dropped.

Error: tnvalid Eap payload dropped ACS 5.0 7

BRIRIG &

ChixFHE N -B4ET,. CiscoBug ID CSCsz54975 ( B I1—HEHR ) B LT
CSCsy46036 ( Z&FI1—YEHH ) THHRENET,

COREEBRRTDIZIE., ACS50N\YFIUCTYTIL—RLET, CONYFIFS5AFLEE
52NDT7YTIL—RO—HELTHETT, FMICOVWTRK, TF—ER—-AODTYTIL—
R, ZSBLTILKEEV, £, NYFIANOTYTIL—RAEZEICDODVWTHALTWVWET,

[Ef® : "ACS runtime process is not running on this instance at
this time. 4

A—HAACSGUI ICOTA Y TEY, ROIT— XY E—IHFRRENET,

The ACS runtime process is not running on this instance at this time.Changes can be made to the
ACS configuration (these will be saved in the database), but changes will not take effect until
the runtime process is restarted.

BRIRG &

COBMBZEMRRITBDICE,. CLIASTURAAT7OLAZFHTEREHLT, TT7Z7A4T A%
BEBHLET. ChiF/NELBET, ACSONTF—NXVAICRFEEEHYEEA, COEMEIC
BLTE 220X A FT— NIHFREENTVET, FHMIZDOVWTIE, CiscoBug ID
CSCtb99448 ( B I1—HEHMA ) H KV CSCtc75323 (B I—HER ) 2BL TLKEEV,

ZUBALTOCAZFHTHREHITAICIE. ACSCLIASROIONY REEITLET,

- acs stop runtime
. acs start runtime

Bl : NAD—RFETI—HETIIVAR—PTERL

CSV 774 NTI1—H F—BR—RAEZD ACS 5x LTIV AR—RBEFA Y R—hTEET
F. I-9 NAT—R 74— LREBEhELA (ZALEYET ), NAT—KESLO—
AN I—HYDIDARTEACS HTBBHTBICRENLSCTRELRLVDOTT A,
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BBREG &

chiF, EF1VT 1 BRIEBDEORITTEEEA. COBEOEBEREL TR, NV IT VY
TEEATLT, BRLET, LEL, NvOTYTEERTZRD ACS TRITTESDDIF, RE
AEREBEETTT,

B8 : ACS PIEB1—4 A ikl i &R IC & D

ACS 1 —H AWk ICEMICAEY), TPassword expireds XY E—IAHARRENET, NAT—
REHRD D —IE 60 BEICRESNATVETHY, Chsnod1—Hk, FOELAZWMBITZ Lo
ICFBHTEMCTRIHLEN BYET,

BRIRIG &

ChiEFHE hi-B4E T, CiscoBug ID CSCtf06311 ( B I1—HEA ) LB TVWET,
COEEE, NYFI3EACSHANCERAT D ETHRTEET, NY FITHRETNLEIANTO
BEZRRTDIZIE. TResolved Issues in Cumulative Patch ACS 5.1.0.44.31 #SBL T K&
Wo NYFOTYTIL—RAEEIZETZER,

BEfE : "TACACS+ authentication request ended with error.

ACS FR3E L 7R— K I TTACACS+ authentication request ended with error; T5— X v £— A
RRENET,

R E

Zhik, TACACS RRAIMH—ER XA/ 7 PPP ICRREET N TVRBEICRELET, FMICD
WT &, CiscoBug ID CSCte16911 ( BFZI—HER ) 2B L T EE L,

B : "RADIUS authentication request rejected due to critical
logging error 4

RADIUS FREEAERE 1, Radius Authentication Request Rejected due to critical logging
errory Io— XYV E—IHFRRENET,

R &

Z DI Z—I& CiscoBug ID CSCth66302 ( B I1—Y'EHA ) THLULKBHAZ A TLWET,

BE:ACS 2522553 CFYv7IJL—RLEEE, ACSE
11— A2 B—7 T L ADR— LEIC "Data Upgrade Failed
ERTREND

ACSZ52hn553ICF7Y7TIJL—RLEEE, ACSELI—A2VEZ—TIAADOR—2 LEBIC
MData Upgrade Failed; £EXRRENET,
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RRY &

Z I >— CiscoBug ID CSCtu15651 ( BEI1—HHEA ) THLKFEAEhTVET,

B : Cisco ACS 5.0 ® "change password on next login acs
(B89 5 EE

BRRTT %

ACS50T, O—A)N I—%IDARTONAT—RERMEEE (1—FRERXOOT A KIC/NA
D—REXEIIHLENHYVET ) ZBRTERTH, HELIEEA., LRBEDER
CSCtc31598 Ick V), ACSNN—23 2 51 THOCOBBERFERENET,

B : "% Application upgrade failed, Error - -999. Please check
ADE logs for details, or re-run with - debug application install -
enabledy ZF I Y ILZET,

% Application upgrade failed, Error - -999. Please check ADE logs for details, or re-run with -
debug application install - enabledu:\ ACS Express’ES.O?b‘ 55.0.1 L:T 4 707 I/_ l\ l/J'\'B & j-
BDERRENET,

RRT&

CHNIZ—IE, EHTDIVRSKNUDNTFTP T, 774N A4 AXHN 32MB 2B ZDHEICRKE
L¥EJ, ACSExpress l&, 32MB EZBAZ 7 7AM I 2NEBTEELA, 774 A4 XH 32
MB 28X 3BATECOREBEEMRRTDICE., VRSNV ELTFTP 2#FEALE T,

B : T3> — Authentication failed:12308 Client sent Result
TLV indicating failure |

rAuthentication failed: 12308 client sent Result TLV indicating failure ACS 2[EH Q%EIE(;IET%

(CHEEL £ 9,
BRAEE

NI Z—I&, [Fast Reconnect] ZEXMICT D ETHRTEET, ACS/N\—2a> 52n/)\Y
F2IFPY7TIL—REDET, [Fast Reconnect] ZEMICE T ICCOBEEMRTEET,

CHOIT—Ik, Y7 UH> NT [Forced cryptobinding] ZEMICL TEMBRTEE T, FHMIC DL
Tk, CiscoBug ID CSCtj31281 ( & I1—HYEHA ) ZZRL T EE L\,

B8 : T5— 24495 Active Directory servers are not
available 4

%”m%lf?ﬁ‘“?iﬂﬂlb\ r24495 Active Directory servers are not available. | 13_75‘ ACS 53 Dd‘:%ﬂ
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BgENFET,

BBREG &

ACS 5.x ® CLI T ACSADAgentlog 77 1 ILESBL., ROKSBAYE—INBVAERLE
9, Mar1100:06:06 xlpacs01 adclient[30401]: 1nFo <bg:bindingRefresh> base.bind.healing Lost
connection to xxxxxxxx.Running in disconnected mode:unlatch rRunning in disconnected mode:
unlatch ACS 5.3 Active Directory ﬁiﬂ%t l/'C\ LDAP (::ﬂ]”%i%?b‘\ ACS E 52 /\_>3 >
WA TL—RUET, FMIC OV TIE, CiscoBug ID CSCix71254 ( B2 1—HER ) 25
BLTLSEEE W,

B : T5— 5411 EAP session timed out

5411 EAP session timed out ACS 5.x
R *E

EAP Y3y R4LTINE, BHO/NTY M RADIUS H—N\ASEEEchEETH T
A NHFBAEZER TS PEAP T—HTITH . FEAEDES. BEOKBERTEHYY EEA,

BEO7O0-RXDEHYNTT,

Supplicant ------------- Authenticator -------------- ACS
Connect

Cmmmm - Request for Identity
——————————————————————— > Response Identity ------------->
<—mmm - EAP Challenge <-------------—---

EAPOL-Start ----------—--- >
normal flow ending in successful authentication.......

BIRMICEREEERILET, =L, YTUHARDSEAP Y a N RABREBE DD

. ACS TRIEENEYE T, chickY), RIANMrRBLEZRTEAP Y>3 RALT IR XY
t—)b"ﬁﬁéhi?o chnlE, XOUORSANLRILOBETHD ENZWVTT, NIC/D
AVLA RSANNIOSAT NI TR THIHVERLET, VAT RTEFYTIF ¥
L. EAP ||EAPOLEBEAL T, 9547 N EERBICEZETINRTEHEIALET,

BE : OJ 7> HIBR A Active Directory W BIEZ h B4,
802.1x FEREA #EEL & L)

A4 7> #IBR A" Active Directory IZFREE N 1BE . 802.1x REINHEEL FE A,

BRIRIG &

07 7> #IBRA" Active Directory T 2T )L I VICREET N TWVWSIHEE., 802.1x ZFRAL &S
ETHE, RIARERBLET, Chid,. O FVHIRIBEENDNI O TREEL, ACSH SRR
SEE 1B Active Directory TREBLET, BREZEFEICTDICEK, ACSNI Y FHIUREED
BRSO AVHIRERELET,

B8 : T 5 —:ChangeUserPassword (0—JL%Z#&> ACS 5.x &
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EZEHFNAD—REZEET S E TYou are not authorized to view
the requested page; ERFTEhD

ChangeUserPassword O0—J)L%Z# D ACS 5.x GUl admin 1—H#, AB7F—X XR—AICREE
TV AAAL—YONAD—REZZEETEEREA, NAT—ROEER, 1—FIDRXROIS—

)( b4 '|Z_>/J\13_‘=ZT_\é *'-353-0 You are not authorized to view the requested page

BBREG &

chid, ACSEXT—EXR—AZACS4xXHNSRBITTDEEICRELET, 1 /NAD—R%Z
ZETBICIE. SuperAdmin FHEZFERAL X T FFMIC DWW T, Cisco Bug ID CSCty91045 ( &
HBI1—HER ) ZSRLTEET,

BfE : ACS 5.x TRRELD KB T 5 — 24495 Active Directory
servers are not available.1 *R®RErEh?D

BRT *
Active Directory & ACS5.x E DIRERTEATIHLEN HVE T, DHRENEE. RENTS4

RUBRTEHDZUDOESE D ACS 5.x & Active Directory E ELKEEET N TVB A BERLE
CB

B : BMC ZFHLTACS P7SA TP ALERTERZL

BMC Z5AF7 YN (N=RITTF LARJL V=)L) H ACS 1121 IBM H—/NE DT 72 AIZfEF
ThdFE8. BMCOZSAT7 MDD IPT7RLAN 2 0HBD ENBREETIET,

R E

C DENMEFTEERF & T, Cisco Bug ID CSCtj81255 ( BEI—HER ) ICRHEThTWET, C
DEEEARTBICIE,. ACS1121 O BMCDHCP 9547V R EEMICTIHEN HVY X T,

BE : 57 5 —A "delete 20000 sessionsy AEEH Mactive
sessions are over limity TEZ 2B LFLA—Rh—BA Y 2R
— RIERTREID

£33y FALORNYARETEDL I— RRICBEBABYET, 1—FORETTO—T
RN AR HDEE. T<IHRCIELET, SRICIETDE . B LTE. ACS-View

FtEy>ar F4LIONIAS—EBOLIO—R (LEXE, 20K) ZHIBRL., 75— NZE(E
LET. COBRZEPIENTEXRIN, T7—MRSBZZIDT, HIRYERLFLEA,

R &

COBBEZBRTIDICE, ROFIEZETLET,



https://tools.cisco.com/bugsearch/bug/CSCty91045
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCtj81255
//tools.cisco.com/RPF/register/register.do

CATEEMIILT, F—ER—AZRRITDEZHERLET, [Cisco Secure ACS] >
[System Administration] > [Configuration] > [Log Configuration] > [Logging Categories] >
[Global] > ["Passed Authentications"] > [Remote Syslog Target] IC# 8L T. [Selected
Targets] »* 5 [LogCollector] ZHIBRL 9, [Cisco Secure ACS] > [System Administration] >
[Configuration] > [Log Configuration] > [Logging Categories] > [Global] > ["Failed Attempts"] >
[Remote Syslog Target] ICEE) L T, [Selected Targets] ' 5 [LogCollector] ZHIERL £9,
[Cisco Secure ACS] > [System Administration] > [Configuration] > [Log Configuration] >
[Logging Categories] > [Global] > [Edit: "RADIUS Accounting"] > [Remote Syslog Target] (C#
B L T, [Selected Targets] »* S [LogCollector] ZHIEXL &7,

7O—T7RAERE, RBORAERTELEVOT, ChIFERTEERT, KROEEERET
LT EZE ), [Cisco Secure ACS] > [Monitoring Configuration] > [System Configuration] >
[Add Filter] ICBBIL T, 742 EZERLET, 7TO—TERFFZ— 1—HETEFEh
DLERBENDNT, I—YHYEICETVETINREEKLTDICENBLTVET, ACS T
BRIOT VLA RIVS—2ERLT, Chsn7O—TERENBTIEHEE, 7I/EX Y—
NCEDWTT7 1L B EERTEET,

B8 : ACS 5x T5— 11013 RADIUS packet already in the
process.J

ACS538AT, I1—H 0 dotix BIAN LKL ET, FHE NDF—XX—AWI Active Directory
T3, XD RADIUS EEI— RAIRRENET,

RADIUS Request dropped: 11013 RADIUS packet already in the process

FBRTT %

COERGE, BELEBHOBIONTY NOEBERBZOT, ACS TERENET, chik, ROVT
NADZECRELET,

- Average RADIUS Request Latency T8 A, V547> MDUZ 4T > M RADIUS EXR
BALTIRNIEWS, ChzBATVS,
- AEID ARNTHAEEIZE,
- ACS I[CBERIfREL TV,
COEBZEBRERTBICE. ROFEZERITLET,

1.9ZAT7>bDIZ4FT>2 N RADIUS ERZA LT IRZEBPLET,

2. ARELEFEMNONASEID ANTEFEHRALET,
3.ACS TBERZHIBL £,

EfE : RADIUS B2EEA" TS — "11012 RADIUS packet contains
invalid headery TXHBY %

BRF &

&S RADIUS NTY RDAY A —HELKBHIEhTOVERA, ChERRTIDICE, KDL
ZHFELET,




CRY NIV FNARKER AN D TATURNCN—ROITEAEFr RELTVWE VA5
B U -

- TINAAZACS ICEHETDRYND—OTN—RIUITHENF BZVAEELET,

CRYRND=U FNAARKLEF AAA DT A7 NTEBEHO RADIUS B BEAREL TV
BUWAHRELERT,

B : RADIUS/TACACS+ SBEEAN TS5 — T11007 Could not
locate Network Device or AAA Client; TXK T3

ASA A" RADIUS POV EARAEBRXYE—DREEFEITREEICL, ROIS— XY tE—I A ACS TH
RrENFET,

11007 Could not locate Network Device or AAA Client

BBREE

chiE, ACSUTZATURDIP ERBICLERZEFEIDAVEX—TIAARIPHF—HLTLWEL
EORELET, 77AT7I7A—IIERY, COAAATZATRADT RLAZEARITES
BENBYNVET, KODNATELLKEBRENLIPTRLATAAA VZA T M ELLKRE
ThTVWBRZEZRAELET,

[Network Resources] > [Network Devices and AAA Clients]

B8 : RADIUS R28EA" T > — 11050 RADIUS request dropped
due to system overload; TkHT S

A—Hik, BEAREFOLEHICRY RNT—JIETIEATEEREA, ACSHESRNIST— XVt
—IHFRRENKT,

11050 RADIUS request dropped due to system overload

R *E

Cisco ACS l&. BERIOL®, ChSOFRIAERZROYFLET, childk, Z2<ONTLILR
AMEROERHICKVRELET, COBBZEBEITAICE. ROVWThADOFIEZEITLET,

- [Legacy TACACS+ Single Connection Support] 77> 3> &R T5 K52, [Network
Device/AAA Client] SREZZELET. CcDFEE. V7147 &, 2LtV 3> %EHE
RETIC, IXNTOERTEALUEYZa > 2BRALET,

- —EHE, I—YP’FLVREERZTEBRVRSICLET,

-ACS H—NZBEHLFT,

B : RADIUS BBEEAN" T 5 — "11309 Incorrect RADIUS MS-
CHAP v2 attribute.; TXK T

FBRTT %




COIZ—F, BELERADIUS TV EARERNTY hOWThH D MSCHAP v2 B ( MS-
CHAP-Challenge. MS-CHAP-Response, MS-CHAP-CPW-2 ¥ 7#zl& MS-CHAP-NT-Enc-PW ) T
REHFEDD ., ENTEBLORELET,

B : ACS TXEUEARN 0% 2BA L L BEEND
FS5—L4

ACSICRV), ROXSBXAEVFERAEN 0% ZBALCEEZRETDT I —LHNFIRTRENET
o Cisco Secure ACS - Alarm NotificationSeverity: Critical Alarm Name ACS - System
HealthCause/Trigger Alarm caused by ACS - System Health thresholdAlarm Details ACS Instance CPU
Utilization (%) Memory Utilization (%) Disk I/O Utilization (%) Disk Space Used /opt (%) Disk
Space Used /localdisk: (%) Disk Space Used / (%) KOM-AAA02 0.41 90.14 0.02 9.57 5.21 25.51

BRG &

COREIRER,. ACS52TRELET, COMBEMATSICE. ACSEUO—RLTXEY
ERTBH. ACS52NY FILURBRIZTFTY 75 L—KLET, S#MIC DV TIE, CiscoBug ID
CSCtk52607 ( B 1—H'EAH ) #3RBL T EE L,

BE: T

error.com.cisco.nm.acs.mgmt.msgbus.FatalBusException:Failed
to link nodes 4

AVTF VA BRAVEODBRET (7T7AXIVADOSN, T2 BZEROEHET, /\Y FEHA
). ACSAVABRVAAWRRACSAIVARVABZTHEABRATAIZAERETSH. B
FEBEAFAVTAVAZVAAZT T4 ERELET, EEOJT, T
error:com.cisco.nm.acs.mgmt.msgbus.FatalBusException: railed to 1link nodes

BRIRG &

child, ILLWARARANFTYTL, R—K2030 ICNNA 2 RLKSELEEEIC, BRE
BH—EAOUBIOA VAR AN ETDR—NIERENA 2 RENTVEIESICRELET,
ACS 1 2 AZ>AB®MCLI »5. run:sho acs-logs 7 7 4 )L ACSManagement.iog | io XD &K
SBEXYE—IUNRENET, Replication service failed.:Port already in use: 2030.1 o REDE
BEELTEK, ACSAVARVAB(MAZAZAVELTHRETDAIAZA) Z2ZHBER
TBHETT, FMICDOVWTIE. CiscoBug ID CSCtx56129 ( BE1—HHA ) 283RBL T 1
=L,

il

error:com.cisco.nm.acs.mgmt.msgbus.FatalBusException:Failed
to link nodes 4

AXVTF VA BRRAVEODBRET (T7AIVADSN, T£BEEEOEHRET, /Ny FEH
). ACSHVARVAAWRACS AV ARVABZABEABHETAIZAEHRETSH. B
BEBEASAVTAVAZRVAAZF A EHRELET, EEAJT, §
error:com.cisco.nm.acs.mgmt.msgbus.FatalBusException: railed to link nodes
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BBREG &

ACS52/NYF6LUBICTY 7Y L—RLT, COMBEEMBALET, HEMICDOLTE, Cisco
Bug ID CSCt047203 ( X1 —HHA ) #3BL T &V,

X "opt"DEREN3I0 %EBADE, viewDBO/NY VT Y FEEKBMUET, "opt™ EHAEN
0% BBAESNYIT YT ERITIDLDIIINFS AT UV ERETIHENHYET,

B : T>— 711026 The requested dACL is not found .

;ia)Ii_ )( v t_://.)‘izr_\é 1’L'C\ RAD'US %"&ﬁt?ﬁ"‘?&ﬁﬁlbi@'o 11026 The requested JdACL is

not found

FBRTT %

RADIUS 7V EAERTEREND AV O— RAGEZACLON—23aVHFROIDSBEVES,
ERFEREINET, ITVVO—RAREKACLDERRF, TOT 7 ELABEROBTRELELLE
o DI, A IJVO—RABEKACLON—DIVZFEATEEREATLE, RADIUS V547
RASHETUO—RAERZACLDERTZDEEZENERZRLLET,

B : T>— 11025 The Access-Request for the requested
dACL is missing a cisco-av-pair attribute with the value
aaa:event=acl-download, The request is rejected |

;ﬂa)Ii— )( v t_://J‘as_EZI_T«é 1’1'6\ RAD'US %Eﬁh“‘%ﬁibi?o 11025 The Access-Request for

the requested dACL is missing a cisco-av-pair attribute with the value aaa:event=acl-
download.The request is rejected

BRIRIG &

A O—RABER ACL DIXTOT UV EAERIZIE, {8 aaa:event=acl-download ® cisco-av-
pair attribute A&V ET, CDHFE. COBEICKEERNAITELTVWT, ACSRHRERELBMLE
To XYRNDT—9 FNAAELIFEAAA TS AT NTEEH® RADIUS B RN FKEL TL
BUOHNEFRLETD,

B : T>— M11023 The requested dACL is not foundThis is an
unknown dACL name

;ia)Ii_ )( v t_~/7b\:\3§7.|_<é *l-(\ RADIUS %’&Efl:?ﬁ"‘?iﬁﬂlbi?o 11023 The requested dACL is

not found.This is an unknown JdACL name

BRIRG &

HATO7 7 AN TRES ne A DY O— KTHE ACL #, A2 O— KAREACL DUAKE
BFETSH. ACS REEARBLET. Jhid. ACS HIOREMBETY.

BE : EEERIN T > — 710001 Internal error:Incorrect
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configuration version; TX¥ 9%

%IE%?&EE/J‘;KWIi_T%E&bijo 10001 Internal error: Incorrect configuration version

RRY &

COIZ—F. ACS F—EAR—ANZEIATVD, FLREBELDIRETF—FOBBICK V) BE
LET, FMICOVTE, CiscoTAC (BEEI—HEHRA ) ZsRBLTKEEL,

B : EEEEIEN TS — 710002 Internal error:Failure to load
appropriate services TkHKT

%IE%%EEb\;KWIi_T%E&bi?O 10002 Internal error: Failure to load appropriate

service

RRL &

ACS5x k., AACREY—ERZO—RTEFHA, COIFT—F. ACS TF—ER—ANEN

TVD, FLEREREBDIRET—XOBEICR)REELET., £, ZATALAVY—ANFFTE
LTVWRZETERELE T, FMICOVWTIEE, CiscoTAC (ERI—YEHR ) 22RL T

=V,

B : EEERIEHN TS5 — 710003 Internal error:Administrator
authentication received blank Administrator namey TXkHB T2

%IE%?UEEb\;KWIE_T%E&b ??o 10003 Internal error:Administrator authentication

received blank Administrator name

RRDG &

ACS5XD GUIICT7VEATBE, ACSRZENDI—HEZZITEYET, ACS ICEEEhD
—HEOEWMZEBIEL TLEETV, BWBHEE. Cisco TAC (BEEI—YHH ) THMAICOL
TEVWEDLETLEE L,

B : Failure reason:24428 Connection related error has
occurred in either LRPC, LDAP or KERBEROS |

RDIZ— XY E—IH ACS TEREETIEXT,

Failure reason:24428 Connection related error has occurred in either LRPC, LDAP or KERBEROS This
RPC connection problem may be because the stub received incorrect data

BBR 7T %

COBBZERRIBDICE. ACSEN—3VB52ICT7Yv7TIL—RLTLEZY,
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B : 10S 16.x ZR{ITFDIL—F LT, ACSS5XHY—/AS5D
TACACS+ REL7 OF > REALAMEL BV

TACACS+ Auth-Proxy 8aEA". ACS 5.x H—/\A'5 CiscolOS V7 hIT 7 VI —A 15x X
TI92IN—XLTHELEEA,

BBREG &

TACACS+ Auth-Proxy & ACS 5.3 /SY F 5 D& THR—REhET, ACSE5XEFYTIL
—R¥3H, Auth-Proxy RADIUS Z#EAL £ 9,

8 : ACS 5.x A5 Store failure (acs-xxx,
TacacsAccounting)y I3 — XY tE—FRREND

BRIRIG &

ACS51TACACS THIUT AT LIR—KNT, REBTHITA VI NTYRNEDTZAT
VRASERETRIEEIL, I—FE, BELRILBIVERZATBEOVS DL DOBEHEN RE
LET, CDFAE. E1—T Store failure (acs-xxx, TacacsAccounting)s 7 Z— LN EKE hE
T, CNEZHBRTDIIE, ROZEZHEFELEXT,

CDTATUNIKIEBEENDTHIOT142T N7 Y RO TACACS BIBNFRIETT (1=
EAF, ADMADSATURNIKVIEEE 5 BOREELTEN —BLELA )
cDTAT U MEIBOREEEHIEVCOENET OO T4 NTY R ZEEEFELTVSC
EEBFELET,
M DV TIE, CiscoBug ID CSCte88357 ( BRI —HEA ) 25BL TS EE L,

B . 1—YRE8EANF TS5 — "11036 The Message-Authenticator
RADIUS attribute is invalid.; TAKT 3

BRG &

ROEBZHEL T EE L,

AAA T ZA T hE ACS H—NOHBEMEN —HLTWD,

CAAA D ZATURERY RD—0 FINAAT/N—RIJIT7EBEFZIE RADIUS B EE
Bz,

- TINAAEACS 2EBT2FRY NID—TICN—RIITREEN BV,

B8 : RADIUS PHVU> T 1> T5— "11037 Dropped
accounting request received via unsupported port. ;1 TXHT S

BBREG &

BR—RENTVWEVWUDP R—KBESZNLTREENELYS, PHO T4 JERRBE RO
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V7ENET, ROBEBZBBEL TEE L,

AAADTAT U RBROPACS H—NDOT IO T 42T R—KhESHREN —HT .
cAAA D ZAT U MCN—RIITREEER LG RADIUS EEBEN &V,

B : RADIUS PHU T 12T 55— "11038 RADIUS
Accounting-Request header contains invalid Authenticator field.

TERBID

ACS A" RADIUS 7HIO T4 2V TERINT Y ROAY X —0 Authenticator 7 1 — )L R Z#REET

ZFtH A, Authenticator 7 1 — )L K& Message-Authenticator RADIUS B EBAELABVWTL

TV AAAUTA T MNTREE S RADIUS HBEMEA, BIREhL ACSH—/NXOXY D

— O TFNAAORBEUMBRE—HITDEZBRBELET., £, AAAIVZATURNIN=—RDIT
BEE-(d RADIUS Bt REN TV EEHEBLET,

T > —: 24493 ACS has problems communicating with Active
Directory using its machine credentials. |

RRT&

ACS T AD ##i2RRL . ACS XYY PAVY M AD CHEET BN ERLET,

B : "When creating Shell Profile names with special
characters like "€", ACS may crash. 4

RRY &

C DEMEIETEFREZ A T, Cisco Bug ID CSCts17763 ( BRI —HER ) ICEBE N TVET,
5340 NYF 1 &L 5226 N\YFT7ICTYTIL—RIBDUENHYET,

B : "showruni, % ACS 5.x CLI TEfTHI(c "Parse error at
line 2:not well-formed (invalid token), &3 (7%,

BRRTT %

ACS THREENTLWA SNMP I3 1-F( CHEMEXFH B2 & 2RALET, 1317
{ECHEATEDDRERT (XEBLVRT ) EFTT,

B : ACS5x/opt N\—T 123 FFT<ICV 2@V ICED
BRTGE

lopt /N—T A2 3>DBEENT+0%&7%E8, ACSOEX DT A XAVEEATELTVET, chlF
. ACSView 0OY F—ENKBIZHZDEORELET, BREREL T, View FT—EXR—A %4
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BIXBIBDDBENHYET, ACSView I GB BN F—RIZEHEMBTERZVWOT, OJ F
—RZBEBEIILENHYVET. IXNTOOTHFYUELFE. ACS View TlEE<, 7P syslog
H—NZ2FERALET, O F—X0—FLETZ2FERTEIHLEN HDHES. [System
Administration] > [Configuration] > [Log Configuration] > [Logging Categories] > [Global] Z £/ L
T, XEOTEGFZ ACSViewOJ L VRICEELET,

B : B0 KX/ ORE

Active Directory RX A IS T 2HE, ACSSXRMBERERXA> A NO—Z (DC) 22
TU—TEETH,

BRIRIG &

WWx, RE, ACSERXAZZFEALTDNSZRALL, RXSAZADINTODCOIAN%Z
HMELET, RIC, ChSINTENEFEZRAITLET, BEHRICAMLEDCHF1O2TEHD L
EDRXALAED ACS EHFRBLET,

Bl BRXLEF RXAD ODERERE
RIMHDO KX A > TABIC ACS 5x ERETBHERBY ETH.

R E
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