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* The VPN connection was started by a remote desktop user whose remote console has been disconnected. It is presumed the VPN routing
configuration is responsible for the remote consol e disconnect. The VPN connection has been disconnected to alow the remote console
to connect again. A remote desktop user must wait 90 seconds after VPN establishment before disconnecting the remote console to

avoid this condition.



whose remote console has been disconnected. It is presumed
the YPM routing configuration is responsible for the remote
console disconnect, The VPN connection has been
disconnected to allow the remote console to connedct again.
A remote desktop user must wait @0 seconds after VPN
establishment before disconnedting the remote console to
avoid this condition.

e The VPN connection was started by a remote desktop user
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Traffic Steering (Split Tunnel) Tld. EF 17TV EANORLB N RV EREZHEIFIBLSICVPNTO7 7ML EZREL 12V
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« Connect to Secure Access TRNTHDRT 71 Y I N RIIBHTEET S,

+ BypassSecureAccess TRNTDKRT T4 v U KN RIOASBIZIEET S,

o BRIZIBUT., brRILORAIELZIEIBIAID Exceptions TR 74 Y IV EFETEET, IP. RXAM2, BLRUTFXRY
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o Z1)vY % Virtua Private Network

s EEYRZ7O77A4I)NERRL. Edit

VPN Prefiles e
A VPN profile allows for configuration of remete user connections through a VPN.Help ¥
[a + Add
L Traffic Secure Client N Download
name General Authentication ing Configuration Profile URL XML
sspil .01t Eom Connect to )
| hivPNprofile P sl SAML Secure Access 13 Settings 61 liVPNprofile (P &
I | TLS, IKEv2 i
2 Exceptlionis)

o

Delete

o 1Y Traffic Steering (Split Tunnel) > Add Exceptions> + Add

Traffic Steering (Split Tunnel)

General settings

: Default Domain; sspt IRt com | BNS Server; UmbrellaDNS2 : : .
(208.67.222.222, 208.67.220.220) | Protocal TLS / DTLS, IKEvZ Configure how VPN traffic traverses your network. Help 3
@ Authentication Tunnel Mode
SAML
Connect 10 Secure Actess w
o Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions All traffic is steered through the tunnel.
@ Cisco Secure Client Configuration = . 5 0
{_§.' o
Turinel .
VPN Secure @
Access

Add Exceptions
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions
prowy-
a1 13, zpc.sse.cisco.com,

Ztna.sse.cisco.com, acme.sse.

cisco.com, devices.apiumbrell

a.com,sseposture-routing-

commercial k8s.5¢10.01g,55e

posture-routing- - -
commercial posture.ducsacuri
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Add Destinations

Comma seperated IPs, domains, and network spaces

InJ 4 Save > Add Destinations R 2 UY L £,

127.0.8.1:49794

LISTENING
ESTAELISHED
LISTERTNG
ESTAELISHED

ESTABLLSHED

TIME_WAIT

ESTABELISHED
ESTAELISHED
ESTAELISHED
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Ganarsisattings Traffic Steering (Split Tunnel)

Default Domain: sspt TN oft.com | DNS Server: UmbrellaDNS2

v N A
(208.67.222.222, 208.67.220.220) | Protocok: TLS / DTLS, IKEv2 Configure how VPN traffic traverses your network Help O

Authentication Tunnel Mode
SAML
Connect to Secure Access b

Traffic Steering (Split Tunnel)
Connect to Secure Access | 2 Exceptions All traffic is steered through the tunnel.

,,,@

@ Cisco Secure Client Configuration ® 0: D

Tunmnel
Secure @
Access

Add Exceptions + Add
Destinations specified here will be steered OUTSIDE the tunnel.

Destinations Exclude Destinations Actions
185,150/ 32 + Add
proxy-

8179183.zpc.sse.cisco.com,
zina.sse.cisco.com,acme.sse.
cisco.com,devices.api.umbrell
a.com,sseposture-routing-
commercial.k8s.5¢10.0rg,s5e

< Cancel Back Next

« VPNZ7O774)L0O SaveZEZIUYILET,

@ Cisco Secure Client Configuration
General settings

Default Domain: sspl:f1.com | DNS Server: UmnbrellaDNS2

I i i fi h i i 2
(208.67.222 222, 208.67.220.220} | Protocol: TLS | BTLS, IKEv?2 Select various settings to configure how Cisco Secure Client operates Help O

@ ::;TB““W“Q" Session Settings (3 Client Settings | 13 Client Certificate Settings &8 Download XML
(©) Tratfic steering (spit Tunnen Banner Message

Cannect 1o Secure Access | 2 Exceplions . N
Require user to accept a banner message post authentication

o Cisco Secure Client Configuration

Session Timeout

7 days

Session Timeout Alert

30 minutes before

Maximum Transmission Unit (D)

1240

< Cancel | Back Save
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