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Secure AccessDEEB/NZIICBEBLE T,

Connectivity

Network tunnel Groups o RESOUTES CORNBEIOR Groups o 1o

4 pisconnected (-] 3 warning ® 1 Disconnected -] 0 warning o

2 connected L] O overloaded (in Last 24 Hours) @ 1 connected -]

Data Transfer | Lu 2 sous v

TOTAL USAGE

Usage data - detayed up 1o 30 min,

1.33 GB Total traffic S @ —s Banch
202.13 MB " Increase (last 24 hours)
B —* Cisco Secure Client
366.26 MB Received —s RAVPN
221.14 MB " incroass (last 24 hours)
B — Browser-based ZTNA
961.01 MB sent @ — Client-based ZTNA
19,01 MB “ Docroase (last 24 hours) l l
) . Hm_
2PM-APM 5PM- 7 PM 8 PM - 10 PM M M- 4 AM 5 AM -7 AM 5 AM - 10 AM WAM - 1PM
Select All
W .
o 1) Y % Connect > Network Connections > Network Tunnels Groups
52 Overview Overview
The Overview dashboard displays
5
» Connect Essentials
Manage conngctions betwien your data centers and SSE
- Network Connections Connector Groups MNetwork Tunnel Groups
31. Resources Connect data centers, tunnels, S
FESOUFCE CONMNBcLors
' & = Netweork Tunnel Groups o ..
ecure Users and Groups
P 4 3 2
Provision and manage users and Disconnected @ Warming & oo e
o qrov ps for use in access rules
K Monitor
End User Connectivity
Manage traffic steering from
e Admin endpoints to Secure Access
. "Network Tunnel Groupss T. +Add
Tunnel Group Name
Netwaork Tunnel Groups
A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility, Connect tunnels 1o the hubs within a network tunnel group 1o secufely control
USE AC00S5 10 the Internet and private ressurces, Help of
Fr— 11 Reglor v |If v ] 4 Tunnel Groups
Ls—

=

* . Region®&%E Device Type

e Y Next


https://login.sse.cisco.com/

@ SansrsiEsitings | General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel

@ Tunnel ID and Passphrase group will use.
. Tunnel Group Name
@ Routing
[ Fortigate ® ]
@ Data for Tunnel Setup Region
[ Europe (Germany) v ]
Device Type
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Tunnel ID Format

e N~ R& Passphrase

o 1Y INext



@ AP, Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this

tunnel group.
@ Tunnel ID and Passphrase

Tunnel ID Format

@ Routing @® Email IP Address

@ Data for Tunnel Setup Tunnel ID
[f — ﬁ] @<org>
i i ~ ) <hub>.sse.cisco.com
Passphrase
[ LE R R R R R R E R LR LR LN @

The passphrase must be between 16 and 64 characters long. It must include at least one
upper case letter, one lower case |letter, one number, and cannot include any special
characters.

Confirm Passphrase

o RXYNI—UTRHREULLIPP RLABRATLBHRARNEZREL, NZT74Y 0 ZEFI1TT7IOLABRBATEREES

o Y ISave

@ Guaneral Satings Routing options and network overlaps

Configure routing options for this tunnel group.

@ Tunnel ID and Passphrase Network subnet cwﬂap

(] Enable NAT / Outbound only

Routing ) ) . . _
o Select if the IP address space of the subnet behind this tunnel group overlaps with other IP address spaces in your network,
When selected, private applications behind these tunnels are not accessible.

@ Data for Tunnel Setup . .
Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.
IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.100.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

< Cancel

RoZILICBETSave BEHRZEV VY ILTRRLER, ROFIEOLHIZZTOBEREREL TSV, Configurethe VPN Site



to Siteon Fortigate.
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: @ -sse.cisco.com [

Primary Data Center IP Address: 18.156.145.74 [

Secondary Tunnel ID: @ -sse.cisco.com [

Secondary Data Center IP 31204523 03
Address: T -

Passphrase: PO

Fortigate TOVPNY 4 NEDERE

FortigateX ¥ > 1 /R— RICBELEXT,

e 1)y % VPN >|Psec Tunnels



Ll VPN
IPsec Tunnels
IPsec Wizard

|Psec Tunnel Template

VPN Location Map

e 21)Y % Create New > |Psec Tunnels



4 Create new ~

' IPsec Tunnel

|Psec Aggregate

e ZEUVUYIUL, NameZFREL T, NextZO Y I LET,

& VPN Setup

MName 2 | Cisco Secure 1

Template type  Site toSite  Hub-and-Spoke Remote Access

< Back Next > Cancel
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Network

IP Version

Remote Gateway
IP Address
Interface

Local Gateway

Mode Config

NAT Traversal

12N IPvE
Static IP Address -

0.0.0.0

Disable Forced

Keepalive Frequency 10
Dead Peer Detection Disable On Idle
DPD retry count 3
DPD retry interval 20 s
Forward Error Correction ~ Egress [ | Ingress
B Advanced...

Add route [ HEGIENN © Disabled

Auto discovery sender
Auto discovery receiver

Exchange interface IP

Device creation €

© Enabled
© Enabled
@ Enabled
© Enabled

Aggregate member © Enabled
e Network
IPVersion: IPv4

Remote Gateway :AZ T 1Y T IPFRLA

Network e
IP Version 1Pv4
Remote Gateway Static IP Address
IP Address 18.156.145.74
Interface I ® WaAN (port1) ~|
Local Gateway >»
Mode Config
NAT Traversal E Disable Forced
Keepalive Frequency 10
Dead Peer Detection Disable  Onldle
DPD retry count 3
DPD retry interval I 10 Is
Forward Error Correction ~ Egress | Ingress
B Advanced...
Add route © Disabled

@ Enabled = NoEEEE]

@ Enabled i NEEE]
@ Enabled [ NoItEGIES]
@ Enabled NIt

Auto discovery sender
Auto discovery receiver
Exchange interface IP
Device creation €@

IP Address: A7 ¥ 7'Tunnel DataT #§ EPrimary |P Datacenter IP Address, U 72IP7 RL AZEHL £,

Interface : N RILOWEILIZERAITEDFEODWANA >V RZ—T I A AZBRLET

Local Gateway : 77 # )L N TEXD
Mode Config : 77 # )L N TEX
NAT Traversal :Enable

Keepalive Frequency :10

Dead Peer Detection : > 7YX > K
DPD retry count :3

DPD retry interval :10

Forward Error Correction : FT Y IRY JARFAVICLIEBEVWTLSEE L,

Advanced... : chZAX—JEULTRRELET,



Z ZT. IKEAuthenticationZ 3 EL £,
[Authentication]

Authentication

Authentication
Method Pre-shared Key - Method I Pre-shared Key vI
Pre-shared Key Pre-shared Key I sesssses
IKE

|
IKE
Version 2

Version 1
Mode Aggressive JNETI([n)gelait)]

Authentication

Method : 7 #)L N OERIHAEF—

Pre-shared Key :FIE "I F—& 1 THEL lcPassphrasez FA L £ 75
« |IKE

Version : N—2 32 2%&BRUET,
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Phase 1Proposal ©Q Add

Encryption AES128 » Authentication  SHA256 - X
. Phase 1 Proposal @ Add
Encryption AES256 * Authentication SHA256 - X
i Encryption AES256 = | Authentication | SHA256 -
Encryption AES128 *  Authentication  SHA1 - X
Encryption AES256 + Authentication  SHA1 r X = - - — 29 25 2

Diffie-Hellman Groups

32 31 30 29 28 27

Diffie-Hellman Groups i; ) ig ) ;? ;3 i? 16 Key Lifetime (seconds) 86400

— Local ID [ortieate@8195126-621099508-ssexi |
Key Lifetime (seconds) 86400
Local ID

¢ Phase 1 Proposa

Encryption : AES256% iZ 3R

«  Authentication : SHA256% &R
» DiffieHellman Groups : RY 2 A19&£20Z2 A IZLET,
»  Key Lifetime (seconds) : 77 # JL k T86400

* Locd ID: Primary Tunnel IDZEALET, chik, bRILTF—X

RIZ., Phase2Proposal 258 EL £ 9,
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New Phase 2 @ O

Mame CSA
Comments Comments p
Local Address addr_subnet «  0.0.0.0/000.0
Remote Address addr_subnet «  0.0.0.0/0.0.00

New Phase 2
B Advanced...

MName CSA
Phase 2 Proposal @ Add

Comments
Encryption AES128 ~  Authentication ~ SHA1 - x ST mmer p
Encryption AES256 = Authentication = SHA1 - x Local Address addr_subnet = 0.0.0.0/0.000
Encryption AES128 = Authentication  SHAZ25& - Remote Address addr_subnet «  0.0.00/0.000
Encryption AES256 = Authentication = SHA256 v x & Advanced...
Encryption AES128GCM = % Phase 2 Proposal @ Add
Encryption AES256GCM + % Encryption AES128 « | Authentication | SHA256 -
Encryption CHACHA20POLY1305 = X Enable Replay Detection
Enable Replay Detection [ Enable Perfect Forward Secrecy (PFS)
Enable Perfect Forward Secrecy (PFS) 2 Local Port Al
32 31 30 29 28 27 Remote Port All
Diffie-Hellman Group 21 (] 20°[] 19 18 17 16
15 M 14 M5 Gl 1 Protocol All

Auto-negotiate
Local Port All £

Autokey Keep Alive
Remote Port All 2

Key Lifetime Seconds -
Protocol All 1

Seconds 43200

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -
Seconds 43200

* New Phase2

Name : F7FILRDEFRICTS (VPNOBEIA SHIE)

« Local Address : 37 # JL N TFFa(0.0.0.0/0.0.0.0)

+ RemoteAddress : 77 # /)L N TFFH(0.0.0.0/0.0.0.0)

¢ Advanced

Encryption : AES128% &R

«  Authentication : SHA256% 23R
« EnableReplay Detection : 7 #J)L N THW (X))
«  EnablePerfect Forward Secrecy (PFS) : FI Y ORY VADI—D%HNT

¢ Local



Port : 7 # )L NTHT (BX)

« RemotePort: 77 # )L NTEFA ( B%)

e Protocol : F7 A NTHA (BHM)

* Auto-negotiate : F7FIINBMIZTBD (X—U%&L)

» Autokey Kegp Alive : 72 KICTD (X—U%L)
+  Keylifetime : F7FIINTHA(B)

e Seconds : 77 # )L NTRFA(43200)

ZOH, OK]ZOUYILET, BORCEF1TT7IOEAZEALTVPNIBIE Wiz ENRTEN, ROFIECEC &N
TZEET, ConfiguretheTunnel Interface.

O CsA [#] WAN (port1) O Up

RRILA2E—T T4 ADRE

ROFILDNERENTEHR, EX 1T 7O EAEBETILOOWANA 2V EZ—TIARELTHEALTVBR—NOEEIC, #FL
WAVR—TIL AN BB EILRTEET,

ChEERETSICIE. Network > Interfacesic BEBIL £,

2% FortiGate VM6&4-AZURE 1

 Network
Interfaces o I I I

[+ Create New~ | # t tegr Search Q,

Administrative Access 5

IP/Metmask =

Name =
[E] 8 802.3ad Aggregate @

& fortilink He B02.3ad Aggregate Dedicated to FortiSwitch FING

Security Fabric Connection

[E] ® Physical Interface @

[ Physical Interface 192.168.100.5/255.255.255.0

= WAN (portl) = Physical Interface 10.3.4.4/255.235.235.192 PING

* B @ Tunnel Interface €

0.0.00/0000

"1 NAT interface (nafroot) %) Tunnel Interface

EFXFITTFIORAEOBEICEATIR—NIDBERFRARX—TWAN I/ RA)ZEBEALET,



= % WAN (port1) [® Physical Interface

e @ CSA (2 Tunnel Interface

Tunnel Interface 22 )Y 2 L., Edit

+ CreateNew~ || " Edit ] 1 Delete Integrate Interface Seart

Name % Type =
[c] 3e 802.3ad Aggregate €@
e fortilink gde 802.3ad Aggregate
[=] ® Physical Interface @
[ LAN (port2) ™ Physical Interface
= M WAN (port1) M Physical Interface
~—® () CSA (=) Tunnel Interface

RDAX—DERETIHENHBYRT



Name 2 CSA

Alias

Type 2 Tunnel Interface
Interface ™ WAN (port1)
VRFID @ 0

Role €@ Undefined
Address

Addressing mode Manual

IP 0.0.0.0
Netmask 255.255.255.255

Remote IP/Netmask  0.0.00

* Interface Configuration

Name 2 CsA

Alias

Type @ Tunnel Interface

Interface ™ WAN (port1)

VRFID @ 0

Role ©@ Uncefined -

Address

Addressing mode Manual

P | 16925401 |
Netmask 255.255.255.255

Remote IP/Netmask | 169.254.0.2 255.255.255.252

c IPCRYRD—VELHEELEBEWIL—FT 1 I TEEIPEREL £9(169.254.0.1),

+  RemotelP/Netmask : UE—RKNIPEA X —T7 T4 AIPOXDIPELTEEL, XY Y AU 2Z30(169.254.0.2

255.255.255.252)ICFREL ¥ T,

TNE, #UVVYYI0K LTREEZREL., XKOATY T THBConfigurePolicy Route ( AV UR—=AN—F 12T ) ICERE

ED
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&8 Dashboard +.|:'___r|:-:;]t|:*: M ew

« Network
Seq.#
Interfaces
DNS 1
|PAM
2

SD-WAN

Static Routes

Policy Routes

« RUS—ORRE



If incoming traffic matches:

Incoming interface +
Source Address

IP/Netmask

Addresses +

Destination Address

IP/Netmask
[+]
Addresses +
Internet service +
Protocol TCP UDP SCTP Specify

Type of service 0x00 Bit Mask 0x00

-

#0/255

Then:

Action Stop Policy Routing
Outgoinginterface @ & CSA

Gateway address

Comments Write a comment...

Status (+AECECN © Disabled

¢ If Incoming traffic matches

If incoming traffic matches:

Incoming interface F LAN (port2) x
+
Source Address
IP/Netmask I 192.168.100.0/255.255.255.0 I
[+
Addresses +

Destination Address
IP/Netmask

Addresses = all x

Internet service

Protocol TCP UDP SCTP PN E Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action I HTE i Stop Policy Routing
Outgoing interface @] = CSA 'I
Gateway address 169.254.0.2
Comments Write a comment... £0/255
Status (A ELERN O Disabled

Incoming Interface : EF I TF TV ERA(KRNF 74V IOREX)NORNS T4V IOOBIL—T1 7 %25EL A

VR—TIAAEERLET,

e Source Address

IPNetmask : COAT2 3V, A VE—TIAADYFTRY NEGEIL—T AV TITR2BEICHEALET

o Addresses : AT I UVRFERENTVT, RSTAVYIDREERNIrEROAVE—TIAAEEROY T X

YNIHBZEEE, COFT>a EFRHALET

¢ Destination Addresses



. AddressesiZiR al

*  Protocol:i#R ANY

¢ Then

- Action: Choose Forward Traffic

«  Outgoing Interface : FIE "h U RINAVB—T ILADEE | CEBELEN RIAVEZ—TIAAZERLET,

o Gateway Address : AT Y 7 TEREL =) E— MIP(Remotel PNetmask) Z FEL £ 9

e Status:EnabledZi#IRL E£9
OK

ZOVYOLTREERFTRE, FNAARTTAYINEFATTIORALBIL—FT AV TENIEDNESHERREBTEET,

i

=10

[y

RIVORZTAVIONEFITTIRALBL—TFTAVITENLNESH2RRBIBICR. 12—y NETRRALTNTY
YUIPEHR IR HEE, cullTROINY RERITITDHED2DOHFENHYET,

<{froot>

C:\Windows\system32>curl ipinfo.io { "ip": "151.186.197.1", "city": "Frankfurt am Main", "region": "Hes

NST714vUEBRTEZINT VY VERARIROEHYTTY,
Min Host:151.186.176.1

Max Host :151.186.207.254
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