X177 IO RAO—I2JED21-)L"; 075
U RY—EAFERTT"; FLE"; REESH TV
BV AT—RAOKNZ TN a1—TFT427

U ®IC

CORFIXRNTR, EF21T79F4F7 > MORoamingE> 1 —I)LOAT—2 A "Cloud
Service Unavailable s E7= & "Unprotectedy DRAFEHEREITSHHEICOVTHBEALET,

G RE
A—YNEF1TF954F> NDRoamingEZ 1 —)L%EFEE L. DNSPWebREDFEAEFEL

TWaBE, EF170FAT7RNI—FA2VE—T T4 ALK > LREFRREND AN
HWET,
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€ Cisco Secure Client — X

) ren] S C| ®
tees’ Secure Client
Status Overview Umbrella
Statistics  Message History
AnyConnect VPN
[
Zero Trust Access Sacia Wab Gabisay "
License Valid
Umbrella Web Protection Status: Cloud Service Unavailable
HTTP Requests: 5
HTTPS Requests: 37
Bypassed Requests: 191
Umbrella Proxy: swg-url-proxy-https-sse. sigproxy.qg.opendns.com
DINS Security [Pvd -~
TCP Reguests: 0
TCP Responses: 0
UDP Requests: 579
UDP Responses: 579
DINS Security [PvE ~ B
Collect diagnostic information for all B ’ -
installed components.
Diagnostics
DNSREAT— X ADKREZL
€9 Cisco Secure Client - X
Y S C I ©
CISCO ecur—e leﬂt
Status Overview Umbrella
Statistics  Message History
AnyConnect VPN
]
Zero Trust Access DNS/IP Security Information ~
IPv4 DNS Protection Status: Unprotected
Umbrella IPv4 DNS Encryption: Off
IPv6 DNS Protection Status: Disabled (no network)
IPv6 DNS Encryption: Off
Client Name: DESKTOP-ONQL139
User Name:
Last Connected: Today 02:40:43 AM
Logging: Disabled
Secure Web Gateway -

CNSOITZ—OFRRARG. XY ND—08GOBEN EE TRoaming Module 2 27 RY—EX
ICEFETERVZETT,

COBEBNZETRDIVTATRPCTBECREEL TVARVEER., PCAEREATVREE
AEDRY ND—UREIRENTHY), "SSERFIXBN ) CBHENTVREHZHELT
WEWZEZEBRLTLERT,
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DNSREDRENREBEE N TLVEREA

Unprotected DNSIREEA" R RE N B iHE, REAREMENOSVWREEE L T, Roaming
Module(ROAMING)A 5 OpenDNSH—/SA DT ¥ TA R — ABBABEL TWVEVC X
5N FETF(208.67.222.222% & 11208.67.220.220),

O4'&. DART/N> RIL®D—FBT &H Bcscumbrellaplugintxt7 7 1 LICERBEE N TUVET,

2024-08-27 03:07:43 [8880] [DEBUG]
2024-08-27 03:07:43 [8880] [DEBUG]
2024-08-27 03:07:43 [8880] [DEBUG]
2024-08-27 03:07:48 [8880] [DEBUG]
2024-08-27 03:07:48 [8880] [DEBUG]
2024-08-27 03:07:53 [8880] [DEBUG]

A AN AN AN AA

12> Dns Protection IPv4 State Machine: checking reachability of pr
12> Dns Protection IPv4 State Machine: probing for OpenDNS resolve
13> Dns Protection IPv6 State Machine: rejected all candidate reso
12> Dns Protection IPv4 State Machine: checking reachability of pr
12> Dns Protection IPv4 State Machine: probing for OpenDNS resolve
12> Dns Protection IPv4 State Machine: rejected all candidate reso

BEREOBBEOATIFIVIEHERETSICE. PCOBIYMEBA O R—T I A (WIFiELEA
— XY N ) TWireshark¥ ¥+ 7F v ZIREL, X7 1)L ZZFEHAL TOpenDNSY YV )L/\NZ3E
KETDRNTTAVIDHRERETEERT,

ip.addr == 208.67.222.222 or ip.addr

A "2 interdaces
File Edit View Go Caplure Anshze Stitisties Telephony Wirdes Took Help
m e RE ] < =T =4aqan
| |ipacide == 208.67.222.222 or ip.addr == MEET.220.220
No. Time Source Destination
57 2824-88-27 ©3:06:36.491417 192.168.8. 284 | 208.67.222.222

3327 2824-88-17 B3:87:16.5851%9 192, 168.8. 284 198.67.222.322
6797 2024-88-27 @3:87:43. 192.168.8. 284 198.67.222. 312
6798 2024-98-27 4 7 192, 168.8. 284 108.67.120. 229
6825 2024-98-27 192.168.9. 204 08.67.222.222
6826 2024-98-27 @3:07:43.743145 192, 168.9. 204 08.67. 220,220
615 2024-98-27 03:07:48. 560876 102.168.0. 204 HE.67.220.229
6916 20024-98-27 @3:07:48. S60BTE 102.168.0. 204 HB.6T.222.222
60918 20024-98-27 03:07:48.TST141 192.168.0. 204 HOB.EF.222.222
6510 2024-08 8 192.168.9.204 208.67.220.220

TE1A 2024-08 132 192.168.0. 294 20867222202
7885 2024-9)
7887 2024-9
7891 2024-9
7892 2024-98-27 B3:07:58.6639

92.168.8. 204 208.67.220.220
92.168.8.204 0E.67.222.222
92.168.8. 284 WE.67.222.222
20E.67.220.220

== 208.67.220.220

a *
] +
Protocol Lengtt Destinstion Port  Info
ONS. 128 53 standard query @xf7fb TXT debug.cpendns.com 09T
DM 128 53 standard query @xf7fc TXT debug.cpendns.com 09T
DM 77 443 standard query @xe989 TXT debug.cpendns.com
DM 77 443 Standard query 8xc580 TXT debug.
DM 77 443 Standard query @xfecE TAT debug.
NS 77 243 Standard query @x3%es TNT debug.
[T 77 53 Standard query Gxbafa TXT debug.
DNS. 77 53 Standard query @xe671 TXT debug. ne
NS 77 82 Standard query @wéids TXT debug.opendns.com
ONS. 77 83 Standard query @xcfSS TXT debug.opendns.com
NS 87 443 Standard query @xcfaSl TXT 2.dnscrypt-cert.opendns.com
oNS. 77 443 Standard query @x4381 TXT debug.opendns.com
oNS. 77 443 Standard query @xaSh3 TXT debug.opendns.com
NS 77 443 standard query @weSF3 TXT debug.opendns.com
DS 77 443 standard query @x3lc3 TNT debug.opendns.com

Wireshark* S D AZARY RTRENTWVWBDKRSIC, 7F4T > MHUDPR— 443 K TV53T
208.67.222.222% £ 1*'208.67.220.22058 CHODNS TXTV TV Z2BABELKETREOD, BEZF

BLTVWEVWIERGHASHTT,

COESBHEICEK, EBORRANfZ2XA5NnET, RETEMENI GVOE, BRT77AT VA —
ILFINA AN OpenDNSH—/NANDHADNS KRS 714 v 027 0OY L TVWD, FEREEBED
DNSH—NADKRS 714V ODHKEHFALTVWREESTT,

WebREDREAN VT T RY—ERAZRHTEIREA

"Service Unavailable Web protection ) SRENFRRENLBES. RETREEOSVAZER.
Roaming Module* 5 Secure Web Gateway—/NAADTFT Y AN —AEBAIFEELEVC LT

ERD



PCA SSWGH—NIZIPEHTEZVWIBESIE. DART/N RILO—ZTH B Umbrellatxt7 7 4 )L
COJNE/ENTVET,

Date : 08/27/2024
Time : 06:41:22

Type : Warning

Source : csc_swgagent

Description : WARN | Thread 27cc | TCP handshake to SWG Proxy URL was not successful. Since fail open p

ESICHAETRICR. NTYRFY+TF v ZREL T, PCASWGH—NICEHREAhTL ARV
EZAALET,
WATIN RZRITLT, SWGOHIP7 RLAZEMBL XTI,

<#root>
C:\Users\admin>

nsl ookup swg-url - proxy-https-sse. si gproxy. qq. opendns. com

Server: ad.lab.local
Address: 192.168.0.65

Non-authoritative answer:
Name: k8s-sigproxy-sigproxy-c8f482b42a-ddf1929ae349b3e5.elb.eu-west-2.amazonaws.com
Address:

18.135.112. 200

Aliases: swg-url-proxy-https-sse.sigproxy.qq.opendns.com
swg-proxy_eu-west-2_1_1n.sigproxy.aws.umbrella.com

BEROEEOBREREEREZTSLDIC, PCOEINEBA U RZ—T I/ A (WIFIELEA—HX
Y ) TWireshark¥ v+ 7F v ZIREL, RR7 1IN RZFEALTSWGH—NBTORZ 71V
IDHKhZERETEET (FOFIETWMEBLEIPP RLAZER )

ip.addr == 18.135.112.200
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Ne. | atior Poit  lnfo

Wireshark SO AZRY RTHhABD KD, 94T > MH18.135.112.200% 5%t & §BTCP
SYNNTY REBEELHEFDEOND, [FBEELTTICPRSTZZELTWVWACENfDAYET,

COBEDTRISFTIUATIE, BRITZFATIA=IISWGIPPRLAANDKNS 74V 9%
AOYy2LTWEL L,

EEOSF) AT, TCPSYNOBEEE TN HETE, TCPRSTREIETEEXE A,



ENOTAT Y MASWCH—NICEETERWESE, T74)LKT, WebhZ7 4

YYD (WebhZ74Y JRWIFIRERA—HRY N) FEESA -V NTIVEAR

HTREE N3l openREIZBEVWET, 7I—IIA—T2VE—RTRE. WebREZFEA
ThEEA

fRRTFE

BEARBZRY ND—UNBEESIERILTVWR L Z2RARICEETZLHIC, I—HRFERT
TAT A —LVEHLEBEMIOF—T2FXY NT—9 (KRY NAKNY T, R—AWIi-Fi) ICERT
EFET,

LROEHEIZ—ZBETHICE, SSERFIXVHNICERBENTWVWEDLSIC, PCICEFROT
YTAN—LERI D Z2BRBLTILEEL,
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DNSREAT—Z ADMEE :

- 208.67.222.222 TCP/UDP7R— K53
- 208.67.220.220 TCP/UDP7R— K53

WebREAT—ZADBEDIBEIE. AMPFRLANODKNS TJAVYINBRITFATIO4—)
THAUENTVWABD L ZBRELET :SSERFIAX B

ABPT7 RLADGEFHNBZEREIGE, BRICK>TELRY XTI,

BYIE 15 ¥

e vXIATFTFOEARI—HYHAR
« Cisco Secure Clienth* 5 ®DART/N RILOYRE F %
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