X177 O AICE TS Microsoft 365 —E
ADBEMEIERES{LEE)) A N DER

2E

BUdic
EE
ErERE
BE1E R

FL®IC

CORFIAIXNTR, EF2T7T7I0EADIPSEES{LD SMicrosoft 365 R XA &NA/INAT
%Do Not Decrypt ) AN ZER T B MR BEFEICOVTHBALET,

& 8

Microsoft 365857 4 Y V&, SSLAVARY ATy, 7OF%>, £EEIPSEBERETS
EEICHBEZSIZERCTCENHASNTVET,

MicrosoftTld, KBOREICETVWT, FAEHKBEMICOEECAERX A EIPENANATDC
EEHERLTVET,
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import requests

def get_fqgdns(url):
try:
response = requests.get(url)
response.raise_for_status()
data = response.json()

fgdns = []
for item in data:
if item.get('category') in ['Allow', 'Optimize']:
for fqdn in item.get('urls', [I):
fgdns.append(fqdn)

return fqdns

except requests.exceptions.RequestException as e:
print(f"Error fetching data: {e}")
return []

# URL to fetch the endpoint data
url = "https://endpoints.office.com/endpoints/worldwide?clientrequestid=bl10c5edl-badl-445f-b386-b919946

# Get FQDNs and print them

fqdns = get_fqdns(url)

for fqdn in fqgdns:
print(fqdn)
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outTook.cToud.microsoft
outTook.office.com
outTook.office365.com
outTook.office365.com


https://endpoints.office.com/endpoints/worldwide?clientrequestid=b10c5ed1-bad1-445f-b386-b919946339a7
https://endpoints.office.com/endpoints/worldwide?clientrequestid=b10c5ed1-bad1-445f-b386-b919946339a7

smtp.office365.com
*_protection.outTlook.com

r

*.mail.protection.outlook.com

o

*.mx.microsoft

*.lync.com

*.teams.cloud.microsoft
*.teams.microsoft.com
teams.cloud.microsoft
teams.microsoft.com
*.sharepoint.com
*_.officeapps.live.com
*.online.office.com
office.live.com
*.auth.microsoft.com
*_.msftidentity.com
*.msidentity.com
account.activedirectory.windowsazure.com
accounts.accesscontrol.windows.net
adminwebservice.microsoftonline.com
api.passwordreset.microsoftonline.com
autologon.microsoftazuread-sso.com
becws.microsoftonline.com
ccs.login.microsoftonline.com
clientconfig.microsoftonline-p.net
companymanager.microsoftonline.com
device.login.microsoftonline.com
graph.microsoft.com
graph.windows.net
Togin.microsoft.com
Togin.microsoftonline.com
Togin.microsoftonline-p.com
Togin.windows.net
Togincert.microsoftonline.com
Toginex.microsoftonline.com
Togin-us.microsoftonline.com
nexus.microsoftonline-p.com
passwordreset.microsoftonline.com
provisioningapi.microsoftonline.com
*_protection.office.com
*.security.microsoft.com
compTliance.microsoft.com
defender.microsoft.com
protection.office.com
purview.microsoft.com
security.microsoft.com

JARNDIUARNAS RXA 2% "System Provided Do Not Decrypt List:



System Provided Do Not Decrypt List ) _ B ) '
1 Security Profiles , IPS Profiles 0 5 Sep 20, 2024

List Name

System Provided Do Not Jecrypt LIst

This list applies to all IPS profiles and is the initial default list for security profiles for internet access. To use a different list in security profiles for internet access,
create a custom list above. Help ¥

Security and IPS Profile

Domains

Content Categories (0) ADD Domains (5) ADD
defender.microsoft.coml

login.live.com r 7
CLOSE ADD
onet.pl

login.microsoftonline.com =

msauth.net

msftauth.net

CANCEL SAVE
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https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/222492-troubleshoot-secure-access-decryption-an.html
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