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ROBEEICETABI B2 ENFERENET,

» Cisco Firepower Management Center ( FMC )
« 77AT A= )LERXEFTD)RIE
« VPNFREED 7 O—

FATAIR—FU N

« VMWare 7.4.1[@ i} Cisco Firepower Management Center
s AT 7AT O F—)LERREKDIRIET 4.1

» Cisco SecureZ7 247> ~5.1.3.62

CORFIXDNOBEHIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FAXRNTEATEZINTOTNARRF, JUTB (F7AIIK ) RETHERZRBLTLE
T BEEBPORY ND—OTR, FEONVRIEL>TRCDAEMNI HE2FEZ THOEIELT
<EEL,

BER#H

AAENYEY TR, V4T MNEREN O—NNI—HYTAHAIVNIIVEYTEND
VPNEHR TEAET NI HE, FLEEAAETAOBRBUNRATOBENTHERAETNSZHETYT, ChiF
IA—HEREFTFNAREZRBETEIFRELVLTTFORIGAMAEN ERAE D 7OEATT, [
EXVEVJZFERATAIET, SSL7ORNILZRFAL T, JLFUIvIIZANETICI—
HERIAL KT,

CORFIXNTIE, SSLABAENDHE R ZFEH L TCisco Secure Client(CSA)ZFREET % 54
COWTHBALET,

ChSDIARECRHABOBRAEENTHY), BACENTHEAETNET,

» CA:ftd-ra-ca-common-name

« IV ZTFVPNIZ AT > NIEBAE : vpnEngineerClientCN
« NE—TIYVPNIZA T2 NiEBAE : vpnManagerClientCN
o B —/NFEEEAE : 192.168.1.200

XY RND—UK

RORE, CORFIXMNOFITEATSNAROZZRLTVET,



192.168.1.21

Manager Client

192.168.1.11 192.168.1.200
|
GigabitEthernetQ/( ——

Engineer Client

Firepower

XY RND—UK
v 74FaL—vay
FMCTORE

ATYT 1. FIDA VB —T7 T4 ADEE

1.x.%5

FMC

Devices > Device Management® JEIZ#E L, X—7'Y NFTDT/NA AZfwm&EL T, FTD

inInterfacestab®AEA > Z—T T4 AZRELF T,
GigabitEthernet0/0NH &,

« ZH : outside
« EF21UF 1Y —2: outsideZone
e IP7RL A :192.168.1.200/24

L Firewall Management Center
i - . n Overview Analysis Policias Deavices Objects Integration

1.77..7.49
Cisco Firepower Threat Defense for Viiware

Deviee Routing Interiaces Inling Sets DHCP WTEP

Depioy  Q

- &, Search by name

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Mon
Phiysica Drsal
Phiysical outsiielone 192.168.1. 200/ 24( 510 I Drsabled

FIDA>Z—T7IA4A

AT Y 7 2 : Cisco Secure ClientZ 1 2> AN R

¢ & @ aomin i

Add interfaces »

Devices > Device Management®D JEIZBEL. 2—7'Y RFTDF/N1 A%Z#wm&EL . Device® 7 T

Cisco Secure ClientZ 4 > A Z R L £,



License

Perlormance Tier:

Essentials:

Export-Controlled Features:
Malware Defense:

PS5

Carrier:

URL:

Secure Client Premier:

Secure Client Advantage:

Secure Client VPN Only:

YFXATIOSAT O RNTAEVA
ATV 7 3:IPVAT RLAZ—ILDEM

Object > Object Management > Address Pools > IPv4 Pools® JEIZi#iR L. Add IPv4 PoolsiR & >/
2OVYOLET,

py) Firewall Management Center  gueiow  Amavss  poicies  Deices Integraton ey Q @ 3 @ aomav Wl secune
IPv4 Pools 2 Fier

1P pool containg kst of IPve addresass, it is used for management/diagnostic interiace with clustering, of for VPN remote sccess profles.

Name Valwe Owermide

N reconds 1o display

IPv47 RL A7 —)L D&

IVSZTOVPNIZATY NADIPVAT RLAT =)L KT B IEHICHXEBRBEANLE
9o

« FAHi : ftd-vpn-engineer-pool
« IPv47 RL A% : 172.16.1.100 ~ 172.16.1.110
« YAY :255.255.255.0



Edit IPv4 Pool 7]

M ®

fid-vpn-engineer-pool

Description

IPvd Address Range®
17216.1.100-172.16.1.110

Fofmatl: ipaddr-ipaddr &g, 10,72 1.71=-10_F2.1.130

Mask*®

255.255.255.0

Allow Owerndes

'Cl:-nf‘.qure dervice owsrmides in the addness pool object 1o
avold IF addreas conflicis in case of object s shaied Bcross
MURiphy Grvices

» Owerride (O)

IVSZTFVPNISAT Y NADIPVAT RLAT—)L

REZ—TJYVPNIZA T NADIPVAT RLAT =L ZERT B OICHERBEREADLET

o

« &Hl : ftd-vpn-manager-pool
« IPv47 RL A&H : 172.16.1.120 ~ 172.16.1.130
« YAY :255.255.255.0



Add IPv4 Pool aQ

Pl e ™

fid-vpn-manager-pool

LrEscnpinsn

IPed Address Range®

172.16.1.120-172.16.1.130

Formeat: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Miask ®
255.255.255.04

Allow Overrides

’ﬂl.'.lﬂ-"lﬂl..llt' davich owBimicdas in fhe adadness po object 0D
avold 1P address conflicts Incase of object 15 shaned across
mafliple deslisns

Onerride (0)

Manager VPN Client QD IPv47 KL A7 =)L

FLWPWAT RLAT =L ZHELET,

Firewall Mar?f"ngement Center Overview  Analysis Policies Devices Objects Integration Deploy C. @ £ @ admin vl

IPv4 Pools Add IPvd Pocls  [IESHETEY

IPvd pool contains list of IPvd addresses, it is used for management/diagnostic interface with clusteding, or for VPN remaote access profiles,

Name Value Override
Hd-vpn-engineer-pool 172.16.1.100-172.16.1.110 ra
Hdd=vpai-manager- pool 172.16.1.120=172.16.1.130 rd ;

FLWPWAT RLAT—)L
ATV T4 TI—=TRI—DEM

Object > Object Management > VPN > Group Policy® JEIZ#E L. Add Group Policybuttonz &
DYy OULET,



Firewall Mar?fngcmcn\ Center Ovirvid Analysis Polities Devices Integration Deploy ©, @ 2+ @ admin v

Group Policy Add Group Policy | SR

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS authorization server assigns the group policy or it is obtained from the
curment connection profile.

Mame

DMGEPolicy s

TIN—=7RIZ—nEM
IVSZTOVPNIZATRNOIIN—TRID — 2RI B EHICHEBRREADLET,

« A : ftd-vpn-engineer-grp
« VPNZ’OKMIJL : SSL

Add Group Policy Q

MNama:*

Ad-wpin-EngingsEr-grp

Dascription:

LRI | Saciira Cliem ahhransad

WPH Prodosols ] VBN Tunnel Protocod;

Specily (e VPN unnal fypas hal user can use, AL Bl cne lunneling msde
I Address Foos - ;
must be confgured for usaers 1o connect over a Viel tumingi

DRSNS iPsec-IKEY2

Split Tiumneling

Ui

IVIZFVPNISA TV ROYL—TRYS—
REZ=—JYVPNIZATURNDIN—TRID —Z2hBTD O ICHEZBEREZEADLET,

« A8 : ftd-vpn-manager-grp
« VPNZ’OKRIJL : SSL



Add Group Palicy 7]

[ g, e

fid-vpn -manager-grp

DeEzeripion:

General Secure Chernt Achmnced

WPN Probocols WiFM Tunned Prodocol;

s Spocily the VPN tunmel types that user can use, AL 655t one tunneling mode
ddress Paols st be confguied 167 USars 10 conrect Gvar & VPN lunnel.

Banngr 5L |

g b IPsec-EEVE

SRE Tuminglimg
NEZ=DFYVPNITATROTIIN—TR)Z—

HMLWIL—TRIS—ZRELET,

-}, Firewall Management Center

Overview Analysis Policles Devices Objests Integration Deply O @F £ @  admin v b

Group Policy Add Group Poliey IERLT)

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remote access VPN experience The RADNUS authorization server assigns the group policy or it is obtained from the
current connection profile,

Hame

DMtGREPoicy

He-vpn -engineer-grp

o =

M-V -Mranagae- G

FLWIL—TRYS—
ATY 75 FTIDEEEAEME

Object > Object Management > PKI > Cert Enrollment® JEIZ#E L ., Add Cert
EnrolimentbuttonZz 2 1J Y J L& T,



Firewall Management Center

Overview Anakysis Policies

Integration Deploy  Q é) 5 @ admin v b

Cipher Suite List

Cert Enrollment Add Cert Enrollment

and enroliment parameters that are required for creating Certificate Signing Regy
(P}

FAEERE O EF OB

FTDELEAE ICAEREHREZA DL, O—HILIVEI—-EHSPKCS127 7ML EAKR—KL
F9,

« &Hi : ftd-vpn-cert
« BFEAALT : PKCS12774)L



Add Cert Enrollment 9

MNamea®

Md=vpn=car

Description

I s certificate is already enrclled on devices, Hemowve the enrcimeant from

Device>Ceartiicate page (o edit/delete this Certificate.

Ca Inforrmation Carificate Paramaiars Kay Renocation
e

Enrolimant Type: PECS12 File ¥
FRLDTZE Fila®: frdCen. plx Browse PECS12 Flla

Fassphrase®: [ amaa

Validation Usage: IPsec Client S5L Client SSL Server
Skip Check for CA Mag in basic constraints of the CA Centificate

AL EEE O M

HMUVIALAZE DR REZHAL X T,

= Firewall Malf?_ageme'“ Center Ovendew  Analysis  Policies  Devices  Objects  Integration Depiy O €@ €& @ adminw oo

Cert Enrollment Q

A certificate enroliment object containg the Certihication Authority (CA) server information and ennoliment parameters that are required for creating Certiicate Signing Requests (CSRs) and obtaining Identity
Cartificates from the specified GA. These activities occur in your Private Key Infrastructure (PKI).

Mame Type Override

e su

LU VWEIRAE OB H

Devices > CertificatesD JEICEE L, AAdREZ>Z O UYOLET,



1 Firewall Management Center

Overview Anatysis Policies Objects Irbegration Deploy @ @ £ @  admin v @ cpeyng

———— )
=)
Al Certificates - -
Hame Domain Errclimant Typs Identity Cartshcate Expiry CA Cartshcate Expiry Status
FTDIEEAZE D&

FLUVIAAZEOBREFZREZFTDICNA Y RIBLEDICHEZRBREZADLET,

s TINA A 1.x.x.49
- FEBAE Z 8 ftd-vpn-cert

Add New Certificate [7]

Add a new certificate to the device using cert enrcliment object which is used to
generate CA and identify certificate,

Cert Enrollment™:

ftd -vpn-cert v <+

Cert Enrollment Details:

MName ftd-vpn-cert
Enrollment Type: PECS12 file
Enrollment LIRL: MN/A

FIDANDFRED/N A > R

THENA Y ROREERBLET .

" F|rE§n\raI| Mgn?gemenl Center Overview Analysis Policies Devices Objects Integration Deploy  Q " £ @ sdmin v Sl cpepng

Filner

All Certificates v

Narmve Domain Enroliment Type Identity Certificate Explry GA Gertificate Expiry Status

Td-vpercon Giobal FIOCE12 e Jun 18, 2025 Jun 16, 2029

FAEERE/NA > RDIREE
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FIE6: TV TFHEEZ7O77AILORI S —EV HTOEM

Devices > VPN > Remote AccessD JEIZ#E L, AddbuttonZ2 )Y OLET,

.. Firewall Management Center .
9! i Overview Analysis Podcies Devices Objects Intagration Depley O, @F £ @  sdmin~ e

Name Status Last Modified

DE—KRT7 I EAVPNDEM

PEIZERZADL. NextbuttonZ2 Y ILET,

« &8 : ftd-vpn-engineer
« VPNZ'OKMZJL : SSL
« =Y NFINA R 1.xx.49

] Firewall Management Center Overview Analysis Policies  Devices Objects Integratien Depoy Q @ £ @ admin~ bl

Remote Access VPN Policy Wizard

o Folicy Assignment 7 Connection Profile 3 Secure Client & Access & Certificate 5 Summary

Targeted Devices and Protocols

Before You Start
This wirard will guide you through the required minimal steps to configure the Remole
Access VPN policy with a new user-defined connection profile.

Before you start, ensure the following configuration
elements to be in place to complete Remote Access
VPN Policy

Mame:*
fid-vpn-engineer Authentication Server
Destripticn Configure or

or
or to authenticate VPN clients.

Secure Client Package
VPN Protacols:
Make sure you have Secure

55 Gl
& sst cred

IPsec-IKEV2

it package for VPN

Device Interface
Targeted Devices:

Interfaces should be aleady configured on targeted
d curity Zone

Q. Search 1.5L 0749

8 __Ell

RUS—DEIVHT
FIE7 : IO T7EE7O7 74N OFHOERE
PHERIEHREADL., NextbuttonZ22 Y I LET,
« BEEHE: VTAT > MEAED &
« SEAELNSOI—HE BFEOD71—I)LROIVYEVY
« £74—J)LR:CN(HBER)
« EHA) T 14—)L R : OU(Organizational Unit)

« IPv4F7 RL A7 —)L : ftd-vpn-engineer-pool
« JI—77R1>—: ftd-vpn-engineer-grp



F.ir.ewal!:r:danagement Center ; . Doy O, @ £ @ admin~ il

Cverview Analysis Policies Devices Objects Integration asee SECURE
Remote Access VPN Policy Wizard
1 Policy Assignement °$&Mﬂi¢ﬂl’-¢l\|¢ 3 Secure Client 4 Access & Centificate 5 Summary

Connection Profile:
Connection Profiles specify the tnnel group policies for & VPN connection. Thess palicies pertain 1o ereating the

runnel itsell, how AAA is accomplished and how addresses ane assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Mame:* | frd-vpn-engineer

l i This name is conhgured as a connection alias, it can be used o connect 1o the VPN gateway

£ ation, Auth & A ting (AAA):
Specity the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Auhentication Method:

s fro [ Vap specit feia Lise entire DN (Distinguished Name) 85 usemame
Cenifcate
Primary Field: | CN (Comenon Name) -
Secondary Field: | OU (Organisational Uinit) -
Authorization Server: w| +
Foeaaim or RADIUS)

Accounting Senver: v+

Client Address Assignment:
Clignt IP address can be assigned fom ARA seiver, DHCP server and IP s8diess pools. Whan muliple sptions are
selcted, |P address assignment ks tried In the order of AAA server, DHCP servar and IP address pool.
Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers
Use I Address Pools

1Pv4 Address Pocls: | fid-vpn-enginser- pool ’

1Py Address Pools:
Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to clent when a VPN
eonnection it established. Salect or create a Group Policy abject.

Ftoup Policy:* fid-vpn-engineer-grp I v |+

Edit Group Palicy

Cancel Back

BHE7TO7 7 4L OE
ATV 8 IVSZTFEGROAJTANRAOEFITIVZAT UMM A—D DK

secure client image fileZ#iR L, NextouttonZ V)Y L &ET,

Fl.rewall:h_alanagememCemer e Ml PoMie  Divkos  Ouels  nkegriten Dopioy O @ £ @ sdmine il secume

Remote Access VPN Policy Wizard

1) Palicy Assignment 2 Connection Profke © secure Cliem 4 Access & Certifcate 5 Summary

L 11U A -

Iresicle
User Secure Clent Intermist

Secure Client Image

The VPN gateway can autematically download the latest Secure Cllent package 1o the client device when the VPN
connection is initiated. Minimize ion selup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center,

Show Re-order buttons 4+

Secure Glient File Object Nome Secure Client Package Name Operating System

I i i in-5.1.36... i el in-5.1.3.62 - Windows - I

Cancel Back

X177 ITA4T 2 MOER

\ll
\
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ATYV7 9 IV THEETO77FAILNOT I EALAREORE

Interface group/Security Zone# & U Certificate Enrollment’8 B N{E%ZIEIR L, Next/RR> & D 1)
YOLET,

c AVEA—=TIAARTI—T/F21)F 14— : outsideZone
- SEBAZE O EE : ftd-vpn-cert

Firewall Mana_ger_nent Center Ouverview  Analysis  Polcies  Devices  Objects lniegration Deploy O @ {3 @  sdmin -

Remote Access VPN Policy Wizard

1| Policy Assignment 2 Connection Profike 3| Secure Clien @ #ccess & Certificate 5 Summary

=
AR

Metwork Interface for Incoming VPN Access

Select or create an Inerface Group of 8 Security Zone that contains the network interfaces users
connection

Enable DTLS on member interfaces

Ak All the devices must have interfaces as part of the Inerface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifes the VPN gateway 1o the remote access
chents. Select a certificate which is used 1o authenticate the VPN gateway.

ment:* fd-vpn-cert ] |+

Access Control for VPN Traffic

All decrypted trafic in the VPN tunnzl is subjected 1o the Acc
this option 1o bypass decrypted rafe from the Access Conbs

Control Policy by default. Select
Policy.
® Bypass Access Control policy for decrypted trafhic (sysapt

T O EABLVEEAEOFM

ATYV7T10: IV TF70EGE7O7 74N OEHNORERR

DE—KRTF7IOEAVPNRY S —ICAH U EHEFESEL . Finishs

222V ILET,

Firewall Mana_gemem Center Overview Analysis Policies Devices Objects Integration Deploy  Q ‘j & e sdmi
Remote Access VPN Policy Wizard
1 | Policy Assignanent 2 | Connection Profle 3 Secure Client 4 | Access & Certihcate o Summany

Remote Access VPN Policy Configuration Additional Configuration Requirements

Firewall Managemeni Center will configure an FA VPN Palicy with the follewing setiings

After  the wizard completes, the foliowing
el-vn- enginaer configuration needs 1o be completed for VPN 1o
1w LA work on all device targets.

rpnenanes Access Control Policy Update
fd-vpn-enginaer
An Acce: 1ol rule must be defined to allow
VPN traffic an all targeted devices.
Chient Certifcate Onby
MNAT Exemption

- I MAT is enabled on the targeted devices, you
must dafine a NAT y 1o exempt VPN traffic

0 DNS Configuration

- To resolve hostname specified in AAA Servers
- or CA Servers, configure DNS using FlexConfig

v t
fid-vpr-anginesr-pect on the targeted devices.

Port Configuration

fid=vpe-angineer-grp SSL will be enablad o port 443.

cisco-secure-client-win-5.1.3 62-webdepioy-k9.pk [Psgc-IKEv2 uses port 500 and Clent Services
s will be enabled on port 443 for Securs Client
outsideZone image download NAT-Traversal will be enabled

by defaulz and willl oe port 4500.
Floase ensure that these ports are not used in
v or other services before decdoving

Md=vpa-cert

DE—RT7 I EAVPNRY S —DOFH



AT Y 7 11Manager VPN Client B QO #EHE 7O 7 7 4 )L OB

Devices > VPN > Remote Access > Connection Profile D EIZBEIL, +REZ>&E VY OLET

o

Firewall Manz )
1 Firewall Management Center P R Obsct Integ | o ¢ &+ e !
ftd-vpn-engineer
Local R C ic Ao ol
Connaction Py Actess Intert A
AAR F
¥ s PP u
Chignit Cer o -
i kv fu

Manager VPN Client HQ#E#HE7"O7 7 4 )L DB

BHE7O77ANICXEBRHREANDL, SaveREVZEIUYILET,

- HHl : ftd-vpn-manager
« JI—77R1)>— : ftd-vpn-manager-grp
« IPv47 RL A7 —)L : ftd-vpn-manager-pool



Add Connection Profile

Connection Profile:® | frd-vpn-manager
fud-wpn-manager-grp
s

Group Policy:*

Allages

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers /A48
Servers. Configure the "Chent Address Assignment Palicy” in the Advanced tab to define the

assignment criteria.
Address Pools:

Mame

tod-vpn-manager-poal

DHCP Servers:

Mamo

IP Address Range

172.16.1.120-172.16.1.130

DHCP Server IF Address

NEZ—YVPNISA T NOEGKETOT 7 4 )L O

L<EmMENEBEGET7O7 7/ ERELET,

1, Firewall Management Center

Overview

Analysis. Policies Devices Objects Integration

fodl- vpn- franager- pool

Deploy Q @ £ @ admin  dub cecume

ftd-vpn-engineer ¥ou have unsaved changes [JEERR)
Entar Descriplion
Policy Assignments (1)
Loeal Realr: Moo Dynamic Ateess Peliey: None
Connection Profile Access Interfaces Advanced
—
o+
Name ARA Group Policy
Authentication -
DetaultWEBVPNGroup Authorization: [y DfGpPolicy £
_ Authentication: Client Certificate Only . _
fid-vpn-engineor Authorization; iy fid-vpo-engineer-grp e
ACcounting:
Aut ation: Clienm Certificae Only =
ftd-vpn-manages Bu tion: [y, fid-vpr-manager-grp £
Accounting

BiMEh#EGETO7 7 1) OHER



ATY T 128AEN Y 70BN

Objects > Object Management > VPN > Certificate Map® JEIZiEIR L. AddCertificate Map7R X >/
20UV ILET,

... Firewall Management Center .
9 = Overview Analysis Policies Devices Integration Deploy Q, (f" 9 admin w g
o e

Certificate Map

Ceriificate Map Objec!

pet |8 used fo provid
associated with the specified conne

SEEAET Y 7 MEM
T2 ZF7DOVPNClientQiIBAEN Y T ICHERBEHREADL., Saverl R &2 IUYOLET,

« XYY 7°H : cert-map-engineer
« XYETI—I :CN( HEH ) EvpnEngineerClientCN& [& U



Add Certificate Map Q

Map Nama*:
cort-map-enginger

Mapping Fuls Add Rule
Canhgure the certtheate matching mile

i Field Cermiponent Operator Value

- r -
1 Subjpect CH [Commaon MNamaes) Edjuals wpnEngineenClhe. . ra ]

Manager VPN ClientQFEBAEN Y 7 IC KA EBEHRZANDL, Save RZEZIUYILET,

IVSZTFIOZAT > NORERAEXYY

« XYY 7°& : cert-map-manager
« XYETI—I :CN( HEH ) [EvpnManagerClientCNE G LU



Add Certificate Map 9

Map Hame®

CETT == a0 T

Configure the certificate matching rule

H Field Companent Operatos ¥alue

1 2 1.3
1 I Saibpmet CN {Comimoan Name) Equals vpnManagerChe. I,-'" ]

Manager Client®iEBHEY v 7°

ML<EmMENEAAENY 7 Z2#EBLET,

- Firewall Management Center

Overview Analysis Policies Devices Objects Integration Depioy O @ & @  sdmin v b
Certificate Map a

Certiicate Map Object is used to provide an association between a recéived certificate and a Remode Access VPN connection profile If a received cerificate matches the rules contained in the certificate map, the
CONNBSHON i ssociated with the spacified connection profile.

Name Vaih
cort=map-enginser 1 Criteria u
cort-map-manager 1 Critesia 28

HLWVIERET Y 7
ATYT1B3EE7TO7 7AIIADOIBAEIY TONA R

Devices > VPN > Remote AccessDEIZ#E L, ftd-vpn-engineerZfm&EL £, RIC.
Advanced > Certificate MapsDJEIZBE L. Add MappingRZ>%Z O )Y ILET,



il Firewall Mana_g.emenl Center Overview Analysis Policies Devices Objects Integration Deploy Q f Fo 3 ] admin -;'I;"-

S
e e =~ | = ]

| ftd-vpn-engineer |

Enter Description

Local Realm: Mone Dynamic Access Policy: N

Connec Profie Access Interfaces

General Settings for Connection Profile Mapping

The dovice processes the policies in the order hsted below untd it finds a match

Uze group URL if group URL and Certificate Map match different Connection Profiles

Use the confgured rules to match a certificate o a Connection Profile

Certificate to Connection Profile Mapping
Client requast is checked against sach Certificate Map, associated Connaction Profile will be usad whan rules are matched, If none of the Certificate Map is matched, default connection profile will

be chosen,

@ Please provide at least one Cartificate Mapping _

Certificate Map Connection Profile

THETY 7O/ K
IVSZTOVPNIZAT Y RNOBERZ7O77AIILICHAEIY 7ZNA 2 RLTVWET,
- Certificate Map Name ( EEBRE Y ¥ 7'#& ) :cert-map-engineer

« %< 37 Ofile: ftd-vpn-engineer

Add Connection Profile to Certificate Map 7]

Chodase a Cermficate Map and associate Connection Profiles o
selected Certhcate Map.

Certfcate Map Marma®;

CEM-map-angineéer - -

Connection Profle®;

fid-vpn-enginaer

NEZ—Y—=VPNIZAT O NOESE7O77AIICEREYY 7ZNA RLTVWET,

1

SZTVPNISATURNONA VT4 JAEYY S

1

I

- Certificate Map Name ( SEBBE X ¥ 7'#& ) :cert-map-manager
- ¥BHE7O07 7 4)L : ftd-vpn-manager



Add Connection Profile to Certificate Map 7]

Choose a Certificate Map and associate Connection Profiles to
selected Certhcate Map,

Certificate Map Mame*;

cert-map-manager 4 ~+-

Connection Prahle®;

fid-vpn-manager v

Manager VPN Client® /N« > F 4 2V JSIBHET Y 7

AAENA Y ROBREEZHIELET,

Firewall Mana.g_ement. Center Overview Analysis Palicies Devices Objects Integration Doy Q @ & @ adminv  dub cecupe

ﬂd‘\l’pn'e I'Igl neer ‘You have unsaved changcsm m
Enter Description
e e
Local Realm: Mone Dynamic Access Policy: None
Connection Profile Access Interfaces Advanced

General Settings for Connection Profile Mapping
The device processes the poficies in the order listed below until it finds a match

Use group URL if group URL and Certificate Map match different Connection Profiles

Use the configured rules 1o match a certificate to a Connection Profile

Certificate to Connection Profile Mapping
Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched. If none of the Certificate Mag is matched, default connection profile will

be chosan,

Cartificats Map Caonnaction Profils
CO-rRap-Engineer Nd-vpn-engineer U
cart=Mmap-manages fid-vpn-manager U

SERAE/NA > ROWESE
FTD CLITCHESR

FMCA S ORF®IC, FTD CLITVPNERREZHALE T,

// Defines IP of interface
interface GigabitEthernet0/0



nameif outside
security-level 0
ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-vpn-engineer-pool 172.16.1.100-172.16.1.110 mask 255.255.255.0
ip local pool ftd-vpn-manager-pool 172.16.1.120-172.16.1.130 mask 255.255.255.0

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

keypair ftd-vpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftd-vpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

certificate ca 5242a02e0db6f7fd
3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Certificate Map for Engineer VPN Clients
crypto ca certificate map cert-map-engineer 10
subject-name attr cn eq vpnEngineerClientCN

// Defines Certificate Map for Manager VPN Clients
crypto ca certificate map cert-map-manager 10
subject-name attr cn eq vpnManagerClientCN

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert-map-engineer 10 ftd-vpn-engineer
certificate-group-map cert-map-manager 10 ftd-vpn-manager
error-recovery disable

// Configures the group-policy to allow SSL connections from manager VPN clients
group-policy ftd-vpn-manager-grp internal

group-policy ftd-vpn-manager-grp attributes

banner none

wins-server none

dns-server none



dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the group-policy to allow SSL connections from engineer VPN clients
group-policy ftd-vpn-engineer-grp internal
group-policy ftd-vpn-engineer-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none

vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1

vph-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none

default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20



anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the certificate authentication for engineer VPN clients
tunnel-group ftd-vpn-engineer type remote-access

tunnel-group ftd-vpn-engineer general-attributes

address-pool ftd-vpn-engineer-pool

default-group-policy ftd-vpn-engineer-grp

tunnel-group ftd-vpn-engineer webvpn-attributes

authentication certificate

group-alias ftd-vpn-engineer enable

// Configures the tunnel-group to use the certificate authentication for manager VPN clients
tunnel-group ftd-vpn-manager type remote-access

tunnel-group ftd-vpn-manager general-attributes

address-pool ftd-vpn-manager-pool

default-group-policy ftd-vpn-manager-grp

tunnel-group ftd-vpn-manager webvpn-attributes

authentication certificate
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AnyConnect VPN:
Connected to 192, 168. 1. 200.

192,158, 1. 200
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Login Time Realm\Usermanme Last Sean Buthentication Type Ciarrant I Raakm Uskrnams 4 First i Lkt Map
2024-06-19 11:01:19  Discovered Identities\vpnManagerClientCN  2024-06-19 11:01:19 VPN Authentication 172160020 Discovered Identities | vpnManagerClientCN
24-06-12 11:200:35 Discovered Identites\wpnEnginearCientCh 2024-06-19 11:00:35 VPN Authentication 172.16.1.101 Discovered Identities vpnEngineerClentCh

TOF4T Y3 ORR
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FTD(Lina)CLIT show vpn-sessiondb detail anyconnect 1Y > KER{TL, IV ZFEIXZ—I Y OVPNEY S 3V 2HRBLE
I,

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 13

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384



Bytes Tx : 14782 BytesRx : 12714

PktsTx : 2 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : O

Group Palicy : ftd-vpn-engineer-grp Tunnel Group : ftd-vpn-engineer
Login Time: 02:00:35 UTC Wed Jun 19 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000d00066723bc3

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels; 1
SSL-Tunnel Tunnels; 1
DTLS-Tunnel Tunnels; 1

AnyConnect-Parent:

Tunnel ID : 13.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50225 TCP Dst Port : 443

Auth Mode: Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 13.2

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS AES 128 GCM_SHA?256
Encapsulation: TLSv1.3 TCP Src Port : 50232

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 1775

PktsTx : 1 PktsRx : 2

Pkts Tx Drop : 0 PktsRx Drop : O

DTLS-Tunnel:

Tunnel ID : 13.3

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA 384
Encapsulation: DTLSv1.2 UDP Src Port : 50825

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 10939

Pkts Tx : 0 PktsRx : 30

Pkts Tx Drop : 0 Pkts Rx Drop : 0



Username : vpnManagerClientCN Index : 14

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 13521

Pkts Tx : 2 PktsRx : 57

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-manager-grp Tunnel Group : ftd-vpn-manager

Login Time: 02:01:19 UTC Wed Jun 19 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb0071820000e00066723bef

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 14.1

Public IP: 192.168.1.21

Encryption : none Hashing : none

TCP Src Port : 49809 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx : O

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 14.2

Assigned IP: 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS AES 128 GCM_SHA?256
Encapsulation: TLSv1.3 TCP Src Port : 49816

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 3848

Pkts Tx : 1 PktsRx : 25

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS Tunnel:

Tunnel ID : 14.3

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA 384
Encapsulation: DTLSv1.2 UDP Src Port : 65501

UDP Dst Port : 443 Auth Mode : Certificate



Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes

Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 BytesRx : 9673

Pkts Tx : 0 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : O
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<#froot>

Jun 19 2024 02:00:35: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpr
Jun 19 2024 02:00:35: %FTD-6-717022:

Certificate was successfully validated
. serial number: 7AF1C78ADCC8F941, subject name:
CN=vpnEngi neer i ent CN

,0U=vpnEngineerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:00:35: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-engi neer

, Peer certificate: serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClientCN,OU=vpnEnginee
Jun 19 2024 02:00:35: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-engineer-grp) for user
Jun 19 2024 02:00:46: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50

I, XZR=DF¥ 9S4 FT2 M SOVPNERHROLINRAL P> OFNY JOT 0l ZE2RLET,

<#root>

Jun 19 2024 02:01:19: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 1AD1B5EAE28C6D3C, subject name: CN=vp
Jun 19 2024 02:01:19: %FTD-6-717022:

Certificate was successfully validated
. serial number: 1AD1B5EAE28C6D3C, subject name:
CN=vpnManager Cl i ent CN

,0U=vpnManagerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:01:19: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-manager

, Peer certificate: serial number: 1AD1B5EAE28C6D3C, subject name: CN=vpnManagerClientCN,OU=vpnManagerC
Jun 19 2024 02:01:19: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-manager-grp) for user :
Jun 19 2024 02:01:25: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.21/65
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