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interface GigabitEthernet0/0

speed auto

nameif outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.200 255.255.255.0
|

interface GigabitEthernet0/1

speed auto

nameif inside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50

// Defines a local user
username ssTVPNClientCN password ***¥** pbkdf2

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

enrollment terminal

keypair ftdvpn-cert

validation-usage ssl-server

crl configure

// Server Certificate

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

// Defines Trustpoint for CA

crypto ca trustpoint ftdvpn-ca-cert
enrollment terminal

validation-usage ss1-client ssl-server
crl configure

// CA

crypto ca certificate chain ftdvpn-ca-cert

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/anyconnpkgs/cisco-secure-client-win-5.1.4.74-webdeploy-k9.pkg 2
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
dns-server value 64.x.x.245 64.x.x.184
dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify

vlan none

address-pools none

ipv6-address-pools none

webvpn

anyconnect ss1 dtls none

anyconnect mtu 1406

anyconnect ss1 keepalive none
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client none
anyconnect dpd-interval gateway none
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules none

anyconnect profiles none

anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none

no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp

username-from-certificate CN OU

secondary-username-from-certificate CN OU

authentication-attr-from-server primary

authenticated-session-username primary

username-from-certificate-choice second-certificate



secondary-username-from-certificate-choice second-certificate
// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes

authentication aaa certificate
pre-fill-username client
group-alias ftdvpn-aaa-cert-auth enable
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E o IA—HYREBE, CORFIXNDIT AT MNIEBAEDOCommon Name ( CN ; &
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S % Cisco Secure Client | 152.168.1.200 X % Citen Secure Clent = b
—
|
\n )
Group Fiehvpn-aas-oert-auth o
Paspwird: | swessses
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ATY 7 2:FIDCLITOVPNtEY > 3> DR

FTD(Lina)CLIT show vpn-sessiondb detail anyconnect 1Y > REZRTL T, VPNEY 3V ERELE T,

firepower# show vpn-sessiondb detail anyconnect



Session Type: AnyConnect Detailed

Username : sslVPNClientCN Index : 4

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384

Bytes Tx : 29072 Bytes Rx : 44412

Pkts Tx : 10 Pkts Rx : 442

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth
Login Time: 11:47:42 UTC Sat Jun 29 2024

Duration : 1h:09m:30s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : 0000000000004000667ff45e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 4.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 49779 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 7 Minutes
Client OS: win

Client OS Ver: 10.0.17763

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 14356 BytesRx : O

PkisTx : 2 PktsRx : 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 4.3

Assigned |IP: 172.16.1.40 Public IP : 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-RSA-AES256-GCM-SHA 384
Encapsulation: TLSv1.2 TCP Src Port : 49788

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.4.74
Bytes Tx : 7178 Bytes Rx : 10358

PktsTx : 1 PktsRx : 118

Pkts Tx Drop : 0 PktsRx Drop : O
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ng 192.168.12.11
From 192.168.10.11:

From 19

. 16
G2 . 16!

12 .16

.12.11:
.12.11:
.12.11:

pingld L &L 1=

capture in interface inside real-timeFTD(Ling)CLITOAN Y REZXRITLT, NTY RF+ TS F Y ERBLET,

firepower# capturein interface inside real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to terminate real-time capture

: 12:03:26.626691 172.16.1.40 > 192.168.10.11 icmp: echo request
1 12:03:26.627134 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:27.634641 172.16.1.40 > 192.168.10.11 icmp: echo request
:12:03:27.635144 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:28.650189 172.16.1.40 > 192.168.10.11 icmp: echo request
: 12:03:28.650601 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 12:03:29.665813 172.16.1.40 > 192.168.10.11 icmp: echo request
: 12:03:29.666332 192.168.10.11 > 172.16.1.40 icmp: echo reply
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VPNEREEICBE T 2 %Ik, LinaL> 2> Mdebug syslogd & O'Windows I E 1 —R ODART7 Z A JLICRRBEE N TVWET,

RIZ, LimL>2>oF Ny 7070612 R LET,

/I Certificate Authentication

Jun 29 2024 11:29:37: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 29 2024 11:29:37: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 29 2024 11:29:37: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=sdVPNClientCN

/I Extract username from the CN (Common Name) field



Jun 29 2024 11:29:53: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 3]
Jun 29 2024 11:29:53: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 3]

/I AAA Authentication

Jun 29 2024 11:29:53: %FTD-6-113012: AAA user authentication Successful : local database : user = sslVPNClientCN

Jun 29 2024 11:29:53: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = sslVPNClientCN
Jun 29 2024 11:29:53; %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN

DTNV TR, REDR TN 1 —FT 4 JICERATEREREZRBTIFTIDOZHICLIN SRITTEET,

e debugcryptocald

¢ debug webvpn anyconnect 255

«  debug crypto ike-common 255
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