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%ASA-6-113015

<#froot>

Y%ASA- 6- 113015


https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-groups.html

: AAA user authentication Rejected : reason = User was not found : Tocal database : user = admin : user

%ASA-6-113005

<{froot>
YASA- 6- 113005

o

: AAA user authentication Rejected : reason = Unspecified : server = X.X.X.X : user = ***%* : yser IP =

%ASA-6-716039

<ffroot>
YASA- 6- 716039

: Group <Df1tGrpPolicy> User <admin> IP <x.X.x.x> Authentication: rejected, Session Type: WebVPN

J—4%& k. ASATno logging hide usernamedN > RAFREESNBDE T, BILFRTICKVET

o
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FCisco Secure Firewall Management Center Device Configuration Guidea @ "Platform
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FCisco Firepower Threat Defense Configuration Guide for Firepower Device Managera @ ™
System Settingsy ®E® "Configuring System Logging Settings s M &
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ChEBREITSICEK, ASAFERFFIDOION Y RSA A EZ—TIAACLHICOT1>LT
show aaa-server N> RZZ{TL, BEENEAAAT—NOLVThAICKHL TRITE N IERILE
REEBRENLERIAEROBNBRETHRVAESHZRANET,

<#root>
ciscoasa#

show aaa- server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 8473575 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increments

<#root>
ciscoasa#

show aaa- server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: Tdap

Server Hostname: Tdap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0

Average round trip time Oms

Number of authentication requests 2228536 - - - - - >>>> Unusual increments
Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 1312

Number of rejects 2225363 - - - - - >>>> Unusual increments

Number of challenges 0

Number of malformed responses 0

Number of bad authenticators 0

Number of timeouts 1

Number of unrecognized responses 0



FMC ® 5% 7E 6

Default WEBVPNGroup# & UfDefaultRAGroup#E#c 7’07 7 4 JL TOHAAASRIE O
Lykld

Devices > Remote AccessD JEICBEIL £ T,

Firewall Management Center

Overview [ Dashbosrds | Overview Analysis Policies Devices Objects Integration

Device Management VPN Troubleshoot

NAT Site To Site File Download
QoS Remote Access Threat Defense CLI
Platform Settings Dynamic Access Policy Packet Tracer
Network Threats Intrusion Events Status Geolocation QoS FlexConfig Troubleshooting Packet Capture
Certificates
Upgrade
» Top Zero Trust Applications b4 Threat Defense Upgrade
Chassis Upgrade

A VE—RT7OEAVPNRY D —BREICBBTHIZOICFMCGUIZTES—RLTVWBZEZRLET,

BEOVE—RNT7IEAVPNRD > —Z{HEL., "DefaultRAGroups EWSHEBIOEHR7O7 7
AN ZERLET,

y Firewall Management Center Overviow  Anadsis  Poboies  Doweos  Ogjects Integrabion

FMCUITUE—RFTIVHEAVPNRD S —%iRETIHEEZRRLET,

MDefaultWEBVPNGroups 8 & ¥ "DefaultRAGroups EVWSBEIOEHE7O7 7 (I 2iREL
7,

- Firewall I'-_ﬁanagernent Center Cverview Anatyss Pocies Devices Objects Integrasion Deploy G, @ 4 @  admn

RAVPN

Enter Description

Local Reslm: 0 ALM Dyramic Access Policy. N

Conmection Profile Access Interincos Avancad

FMC UIR TDefaultWEBVPNGroupZiRET 3 HEZ R KL E T,

AAAR 7 IZEEIL ., Authentication Method RO Y 7’A > %i&IRL £, Client Certificate
OnlyZi&IRL . SaveZBEIRLE T,



Edit Connection Profile

Connection Profile:* | DefaultWEBVPNGroup

Group Policy:* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: | Client Certificate Only A

Enable multuple cerincate authentication

» Map username from client certificate

Authorization

Authorization Server: v

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FMC UIA @ DefaultWEBVPNGrouplc S L T D&, RIAEFRE I AT NIHAEICEELET,

DefaultRAGroupZfR&E L. AAAZ 7 ICBE L T, Authentication Method RO Y 7’ > &i#IR L
£ 9, 'Client Certificate Only'ZiER L, SaveZiEIRL £,




Edit Connection Profile

Connection Profile* | DefaultRAGroup

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Authentication
Authentication Method: || Client Certificate Only v

Enable multiple certificate authentication

» Map username from client certificate

Authorization

Awthorization Server: =

Allow connection only if user exists in authorization database

Accounting

Accounting Server:

FMC UIA @ DefaultRAGrouplZ L T, BRAARZ VT4 T2 MEHAEIZEELR T,




A CREEARIE., PUIOKR—IAAT—NICTBDEETEET, CcOFEZEFERATS
E. AAAT—NDORENBR>TEREES N, ERICEERILBEhTFLEA, BEZRE
IBIZIE. TClient Address Assignmenty 27 TVPN7 =)L 2 ERTHDHLEBEEHYVET

o

Default WEBVPNGroup# & O'DefaultRAGroup T RARNAF ¥ /X1 T 774 7T
VA—NRAF ¥ 2ENTD (AFT7>32)

chiFd, RENICHAARNAF Y/ EFITIPAT IA—=IRAF YN HIBERICOKAMETT
o COARATYTIZELY), HBERF IV RRAVKNAF Y TORAICK2TTIZATIOF—=ILD
)Y —AFERARZLTDENTELBLKBYET, FMCTChZRBE TS ICEF, without-csdN
~V REFEHAL TFlexConfigA 7 TV R EERL, TV RKRA D NAF ¥ O BEZEMCLET

o

Objects > Object Management > FlexConfig Object > Add FlexConfig ObjectD JEICBEIL £,



Fire\fvall Management Center Oovervie Analysis

Adh Senver FlexConfig Object
Access List

Address Pools

Application Filters

AS Path

BFD Ternplate

Cipher Suite List

—— Defauit_DNS_Condgure Contigure Defaull DRS with (e help of TextOgects delautDNS

Ampeannect_rouln_Rsnng

DHCP 1P Poct Dot impechon Protocsl Dasbio Deiabi Dolmull NSOecBon.

Distingushed Name

DS Server Group

Exterral Attributes DHCPYE_Profix_Detegation_Configunn Contgune one cutsite (PO chont) and ong insids nlerace (eop

Dotauit_inspection_Protosol_Enable Enabie Detsult Inspescion

Filo List
~ FlexCanhg

FlexCoeig Object
Tast Objact ONS_UnCantgurs

Geolocation

Intexface

Ky Chain

Hatveark Eigrp_UnContogune {CIars sigr: conhguration for

DHCPYE_Profx_Delegation_UnConfgurs Rmave configuration of one cutside {PD cient) and ona inside |

DE_Configues Confgune DA with ihe heip of TexiObjects desParameiers and

Eigip_Canfigure Contgunes siorp. 1. CoNROUIBE rast hop. . oNMgUIDS SUlD-S1

Eiorp_intoitiaee_Configure

FlexConfigZA 72 T O MBI Z S . 24 7 H Append® 7704 X N ZEverytimelZ5&E L
T, RZ, RREEEBYICBXEANL, TPV NERELET,

Edit FlexConfig Object

Name:
Witihout-CSD

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: | Everytime v Type: | Append

tunnel-group DefaulctWEBVFNGroup webvpn-attributes
without-csd

tunnel-group DefaultRAGroup webvpn-attributes
without-cad

» Variables

Property

(Type:Name) Override Description

Name Dimension Default Value

Mo records to display

Devices > FlexConfigD JEIZ#EI L. PencilZ2 )Y U L TFlexConfigriR) > —ZfwmEL £,




., Firewall Management Center

Ovendow Anslysis Policis Davices Objpcts Integraticn

FMCH TFlexConfigriRl) > —Z#REL £,

FM—H—%&H, EV9>a>TERLEFAT DI VNERRELET, RIC. KEEERL T,
Selected Append FlexConfigsiCIBL &9, &&IC, SaveZiEIR L TFlexConfigihl) > —ZRT#F
LET,

F.IfE'.Wu" Management Center Oveniow  Ambais  Poiie Dadces|  Obiscla  niagration

FlexConfig

riter De

 Selected Prepend FlaxConfigs

xd Append FlexConfigs

FlexConfigZ# 72> T ¥ N %ZFlexConfiglRU S —IC 72 Y FL E T,

Policy AssignmentsZi#IRL T. Z MFlexConfigiR) > —%BA I HFTDZEIRL THS. OK%E
BIRLET, chHFL VFlexConfigD B HTTH3HEIE, BESaveZiBIRL T, EEEHE
ALET. BEARDOKREL



Targeted Devices

Taegotd Devices

ich you waint 10 apply this policy
Sedecied Duvices

o value FT

FTD CLIIC A V), DefautWEBVPNGroup# & U'DefaultRAGrouplZ %t L Tshow run tunnel-group_]
N RERITLUET, without-csdARBREICEENTVWAR EZHRALET,

<#froot>
FTD72#

show run tunnel - group Defaul t RAG oup

tunnel-group DefaultRAGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultRAGroup webvpn-attributes
authentication certificate

wi t hout - csd

FTD72#

show run tunnel - group Def aul t WEBVPNGr oup

tunnel-group DefaultWEBVPNGroup general-attributes
address-pool TEST-POOL

tunnel-group DefaultWEBVPNGroup webvpn-attributes
authentication certificate

wi t hout - csd

TN—=TITAVTADEMLE T I —TURLOBRL

BEHR7O77A4LCBEL, "TAVTARL 27 28RLET, JL—TIA VT RAEENE



FHIBRL, Z7SAH)TAAE2IUY O LTURLIA U T AEEBMLET,

Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy-* DfitGrpPolicy

Client Address Assignment AAA Aliases
Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

-

Status

FMCOUIT k> X\ T I)IL—7 Dgroup-alias7# 7’2 a > 2 E/MICT S

URLIA VT ADAT IO RNBEREL., URLODT77A T 04 —)LOFQDNEEFIP7 RL A
ZAAL, HEVTER7O7 7ML ZHEERTZBZANLET, C0HITE, Taaaldaps %
BIRLULET, FODNZEIB LU EHEENf T2 BURLEZHR TS A/ EMEANMBEVN S, THEZREE
. BEMNFELKBYET, BRTLES, SaveZBIRLET,



Edit URL Objects

Name
LDAP-ALIAS

Description

URL
htips:f/fid1 M com/aaalda

Allow Overrides

FMCURTOURLIA UTAATZ T I NDER

ROY7THIUASURLIA )T A%ZERL, EnabledRY JAICF I Y IN—DZANT,
OKZZEIRLFT,




Add URL Alias

URL Alias:
LDAP-ALIAS

+ Enabled

URLIA U T7AHFFMCUIRTEMICHE > TVWBR L ZH#RALET,

group-alias N HIBRENTWVWBAEMICHE>TVE A EHERRL . URL AliashH BRI >TWB L
ZHERL T, SaveZBIRLE T,



Edit Connection Profile

Connection Profile:* LDAP-TG

Group Policy=* | DfitGrpPolicy

Client Address Assignment AAA Aliases

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Status

Disabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.

URL Status

LDAP-ALIAS (https://fid1 | com/aaaldap) Enabled

FMCOUITKR > ZILIINL—TDOURLIA VT AAT> 3 2EMICTS

PBEIZHUT, URLTA VT ARAZXMLO—FHELTTYS1TBEETEXRT, ik,
VPNZ’'O77AI)LITF A RELRASATO77ANIFT 1 R 2FEAL TIXMLEZRET D ETE
BEhET, ChETSICIE. ServerListR 7 IZBE L. SSLEFEA T 2SIk User Group7
—IILRAEZETOT7AIOURLIA VT ARE—HTBHEZERELET, IKEV2TlE, User
Group7 1 —ILRAEBETO77AIOERBBEE —BITD 2B LET,




s § 3 §
» & % 8

SSLEHADURLIA VT AZZFE ODRSICXMLZ7O7 74 2HEELET,

AEAENYE> T

JE—RNFUEAVPNRU > —RHDOAdvancedX 7 ICBBILE T, ERREICEIVT—REBEFS
72avEBRLULET, BIRLES,. Add MappingZi#IRL £9,

Local Reslm: M Dynamic Access Policy;

FMC UIN TAdvanced® 7 IC#8L T, FMCUIRICEERAER Y AT T O N EERLET,

SERREN YT AT IO RMNCEEIE{IT, AddRuleZZBIRLET., COI—I Tk, 1—5%4
ENELSEZ7O77AIICIVYE T TR EHICEBANTRABEN7ONT A Z2ERLET, &7
LS, OKZZIRL TH S5SaveZiBIRLET,



Add Certificate Map

Map Name*:
Certificate-Map-CN

Mapping Rule
Configure the certificate matching rule

i Field Component Operator Value

1 Subject CN (Common Nami v Equals customvalue

[ [==T]

SERHET Y 7%#ERL. FMCOUITYY JOEEZEBMLET,

ROYZ7RIUAS, RIAER Y 7A72 IO NE, SIRERNY J2BEMR T3 ER7O7 7 4
LZEBRLET, RICOKZBERLE T,



Add Connection Profile to Certificate Map

Choose a Certificate Map and associate Connection Profiles to
selected Certhicate Map.

Certificate Map Name*:
Certificate-Map-CN

Connection Prohle®:
LDAP-TG

SRER Y TATSIORNEFMCUIROBEWNO N> ZITIL—TICBEENTET,

A—HFIYEDTIZKMT B & Defaut WEBVPNGrouplC 2 EE had &SI, F7 ) MNERT
A7 7 4 JLA Defaut WEBVPNGroup& U TEREE N TVWBD L Z2BELET, ETLES.
SaveZERL T, ZEZEALET,

RAVPN

Enter Description

Sme  Cancol

Dynamic Access Policy: M
Connection Prole Access Interfoces  Advanced

Socure Chant Images. General Settings for Connection Profile Mapping
st Thas tevics processes this pobcies in th order ksted below bl & Snds a match

Use group URL if group URL and Certifcate Map match different Connecticn Prodiss
B Use the configured rues to match a certificate 1o 8 Connection Profile

Certificate to Connection Profile Mapping
Charit requist i chackid aganst sach Corifcate Map, associsted Connecion Profils wil bi used whin ndas ans matched. If nons of thi Cartifcats Map s matchad, ditalt connection profiks wil ba chosan
Custom Installer Transforms
Localized Installer Transforms
Address Assignment Policy
Certificate Maps
Geowp Policies
LEWAE Attribute Mapping
Lead Balancing
. IPsec
Cryplo Maps
KE Policy

Paoc/IKEv2 Parameters DrefaulWEENFHGroup

SEAEXYYETJOF7 4 NERTO7 7 4 )L Z2FMC UIK O DefaultWEBVPNGrouplc ZEL £7,

IPsec-IKEv2

BE D IPsec-IKEV2#E#H 7 O7 7 4 )L %Z&R L . Edit Group PolicylCBEIL £7,




Edit Connection Profile

Connection Profile:* IKEV2

Group Policy:* | IKEV2-IPSEC

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
Servers. Configure the 'Client Address Assignment Policy’ in the Advanced tab to define the
assignment criteria.

Address Pools:

Name IP Address Range

AnyConnect_Pool 10.50.50.1-10.50_50_6

DHCP Servers:

Name DHCP Server IP Address

FMCURTIIL—TRIS —ZwmELET,

GeneralZ 7 T, VPN Protocolst22< a2 ICBEL. IPsec-IKEV2IRY JAICF T Y ORX—ION
WTWBZEEBIELET,



Edit Group Policy

Pd e *

IKEV2-IPSEC

Description

Geneml Secure Chant Achsanced

VPN Protocols VPN Tunnel Protocol

Specify the VPN tunnel types that user can use, Al least one tunneding mode
must be configured for users to connect over a VPN tunnel.

Banner ga

P Addrass Pools

DMNSAWING & |Psec-lKEvZ

Spiit Tunneling

FMCUID T I —T 7R S —A TIPsec-IKEV2EZB#ICL £ T,

VPNZ7O77ANIF4REEEFASATOT77AILIF 42T, ServerList2 7 ICBEBLET,
A—HIN—TRE. 77A4T70x=)LOBHETO77AILBEREZIC—HBLTVISENS
WET, COfITR., IKEV2BEZEZ7O7 74/ 1—YJI—T8TF, 724U 70O0853)L
NMIPsecE U TREENTWS, O "RRBL F., COBRBRZ7OATT7AMINDERZEITHEE
. EF1T79F4F7 > NUITIA—HICRRENET,




Server List Entry
Server Lpad Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Cormection Information
Display Mame (required) FTD1-IPSEC Primary Protocaol
FQDMor IP A... Lsar Group B AsA gateway
ﬂdl:(t}m IKEV2 Auth Methiod During [KE Megotiation  |EAP-AnyCornect
Group LRL [KE [dertity (105 gateway only)
Baclowup Servers
Host Address Add
Move Lo
Mowve D,
Delete
oK Cancel

b

T4V 7AORNDNKFIPsecT, I—HITII—THFEHTOT77AIILBE—RHITDELSICXMLZ7O7 7ML ZHELET,



EE T TF7ATIA=NDSISATRNIXMLZO7 74N &7 Y1332,
SSLEHNMBETT, IKEV2-IPsecD&ZEFERAL TWAHFE, XMLZO7Z7A4IILNET7I K
FATNRARTIOSATUORNCTYS1TRDUENBYET,

XMLZ’ A7 7ANEBITATNITY2192E, EFXF21T7 0547 MNEXMLZ7O774)
D1—HYI)—7%FRAL T, IKEV2-IPseciE:7O7 7 A IICEELET,



9 Cisco Secure Client

AnyConnect VPI:
Contacting FTD 1-IPSEC.

FTD1-IFSEC Connect

i ©

8 Cisco Secure Client | FTD1-IPSEC

Lszername:

Password:

IPsec-IKEv2 RAVPNEHD X 179547 NUIE 1 —,
ASA®D % E 4

Default WEBVPNGroup® & U*DefaultRAGroup#Z#t 7’00 7 7 1 JL THAAARRIE D &
Lkl 4

tunnel-group DefaultWEBVPNGroupl_webvpn-attributestz9o> 3> Z AL, SEAEXR—REL
TRAZEEL £9, DefaultRAGrouplc LT D7 OEAZEIRLET, CchsOFT7 4
NOERZO77ALNZ2FERTZ 1Y, RAEAOAELZRRID L Z@EHEh, 1—Y
BENAT—ROIVLFUIOFINZEANTEIHE2FEEZSNER A,

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

ASA# configure terminal



ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# authentication certificate

DefaultWEBVPNGroup® & O'DefaultRAGroup CRARNAF ¥ /X 1T 7747
VA—I)RAF Y+ ZRB/UMICTD (AT7>32)

chldk, RERNICKARNAF Y /EF AT I7PATIOA—INRAF YN HDBEICOAMBETT
o COARATYTICRY, HEBERFIVRRAVNAF Y TORAICKI2TIZFATIx—ILD
DYV —AERARZLHFRENTEBRLSZKYET, Defaut WEBVPNGroup., DefaultRAGroup.
BRVTEFKE T O 7 7 1)L Owebvpn-attributestz o2 a3 > IC AV, without-csdZE&EL T, IR
RAVRNAF v U HMEEEBUICLET,

ASA# configure terminal
ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

ASA# configure terminal
ASA(config)# tunnel-group DefaultRAGroup webvpn-attributes
ASA(config-tunnel-webvpn)# without-csd

TN—TITAVTAOEMLE T I —TURLOBERE

A—YPEETDRNRZILITIN—TZAALET. BEOITIN—TIA VT AN HD5EE. &
MCTBH, HIBRLET, COBITREREMIBE>TVET, ChHFTETLES, RAVPNKIRA
R—T I A ADFQDNFELEFIP7 RLAZFEHALTYIL—TURLEZEERLET, JI—7TURLD
RKEDBHIFSHIWICKWVWHBEANHV)ET., VPN, AAA, RADIUS, LDAPKI E D —iRR 7 EIX,
WEEHNFQDNZEREBITIRICTELRURLEZHBIL X< A2 LD, FALBAVTIEEL, K
HDYIZ, NZRILTL—TOBACERIODABHICEELBIEFEALET,

ASA# configure terminal

ASA(config)# tunnel-group NAME webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias NAME disable
ASA(config-tunnel-webvpn)# group-url https://FQDN/name enable

SIRETYEY

JO0-NILd274F1L—>32F—RT, dEAEYY T ZERL. BRIES—TVAESZE
BVWHTES, XIZ, IYEV T RFIAITREHICI—YHNFBETIHEN DI —ILZEHRL
£9, COHITE., I—HE Tcustomvalues EZELVHBROEOREIC—HTIHLENH )

£, R, webvpnFREZASLL, BRO RN IXIILTIL—TIZEEHEIYY 2 BRALET, &7
L 7%=5. DefautWEBVPNGroupZ AN L, SERENYEVJICABMULEI—HOT 74 EZ



DRENLNITN=TICLET, I—FHFIVYEDTICKKT DL, DefautWEBVPNGroupl- U A
1L NENET, DefautWEBVPNGrouplCSERAERRAN BREE N TWDHES, 1—HRE1—Y
BEERINAD—ROILFUOIYIINEEST AT 2FEATEREA,

ASA(config)# crypto ca certificate map NAME 1
ASA(config-ca-cert-map)# subject-name attr cn eq customvalue

ASA(config)# webvpn
ASA(config-webvpn)# certificate-group-map NAME 1 TG-NAME

ASA(config)# tunnel-group DefaultWEBVPNGroup webvpn-attributes
ASA(config-tunnel-webvpn)# tunnel-group-map default-group

IPsec-IKEv2

JAO-NLAV74F1L -3 F—RHIS, BEOTIL—TRIU—=RmELLZY., FLLY
IN—=TRI—%ERLT, TOTIN—TRI—OBEHEZEADLEYTEES, BHEEID
AVICBELES, IKEV2EE—OVPNR XL Z7ORINELTEMICLET, cOTIL—7

RIS —H, IPsec-IKEV2) E—RNT7 IV EAVPNERGICERAEND N XTI —7(CBEEMS T

ShTWAez®MRBLET, FMCOFIEERKRIC, VPNZTOT7 74N IF 1 2EIEASAZ O
T77ANITF4RZFEALTXMLZ7O7 74 )L Z#wmEL . User Group7 1 —JL RZASAD k> X
LNIN—=TORFMI—BITEDLSICEEL., Z7ORIILZIPseclcEETIHEN HYET,

ASA# configure terminal

ASA(config)# group-policy GP-NAME internal
ASA(config)# group-policy GP-NAME attributes
ASA(config-group-policy)# vpn-tunnel-protocol ikev2

ASA(config)# tunnel-group TG-NAME general-attributes
ASA(config-tunnel-general)# default-group-policy GP-NAME

VPNZO77ANIFA4REEEFASAZOT77A4IILIF 14X T, ServerListR 7 ICBEBILET,
A—HIN—=TREF., 77A4T70 =) LOBHETO77AILBERLZIC—HBLTVILENS
WET, 774XV 7ORINNIPsecELTEREETNTVS, RRBE., COEHEI7OT7AIL
NDEREWIUTDIEEIL, EXFATI9FA4T7 2 NUITI—HICRRTENETT,



Server List Entry

Server |Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Cormection [nformation
Display Mame (required) | ASA-TPsec Primary Protocol | [Psec w
FQDMor [P A... Llser Group B Asa gateway
FQDM TG-MAME Auth Method During [KE Megotiation  |EAP-AmyConnect
Group LRL [KE [dentity (105 gateway anly)
FQOMN/TG-NAME
BackLp Servers
Host Address Add
Mowve Lip
Move D..
Delete
Ok Cancel

T4V 7ORINENIPsecT, 1—H ) —7 BN IPsec-IKEv2 RAVPN#EHHAASAD R RN TIN—TBE—HTBDLSIC
VXML O7 740 2imELET,



EE T TF7ATIA=NDSISATRNIXMLZO7 74N &7 Y1332,
SSLEHNMBETT, IKEV2-IPsecD&ZEFERAL TWAHFE, XMLZO7Z7A4IILNET7I K
FATNRARTIOSATUORNCTYS1TRDUENBYET,

et

&

ENTRE, CORFIXNOBILEKDBEMIE, BEE N Default WEBVPNGroup &
DefaultRAGroupl_ ElE N TVWABEIC, EHBI—HYZHARLER7O77/4I)LICIVEY T
THCETT, REILENLERETE. 2200F 7 MNOBEGEZTA77AIICERONDAR A
AAMAH—NERER BV EBA, T, FJIL—TITAVTFAZHKRITDE, 74T 7F—ILD
FQDNE G NT VY VIP7FRLACBEIZEEICROY THXTORTRIEIBRE Do,
WEBENNDAZRLERTO7 74 2BRICEBITEESBZYET,

BYIE 5 ¥
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html#:~:text=Cisco%20Secure%20Firewall.-,Background%20Information,be%20related%20to%20reconnaissance%20efforts.
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221806-password-spray-attacks-impacting-custome.html#:~:text=Cisco%20Secure%20Firewall.-,Background%20Information,be%20related%20to%20reconnaissance%20efforts.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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