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1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 # allow this packet. It
through Firewall _drops it.

3. Firewall send RST
RST packet to client

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server
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# show capture

capture cap_I type raw-data trace trace-count 50 interface INSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture cap_0 type raw-data trace trace-count 50 interface OUTSIDE [Capturing - 0 bytes]
match tcp host 192.168.191.250 host 10.10.20.250

capture asp type asp-drop all [Capturing - O bytes]

match tcp host 192.168.191.250 host 10.10.20.250
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# show run service ...
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# show capture cap_I
1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms
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# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74
192.168.191.250.46118 > 10.10.20.250.17111: S [tcp sum ok] 3490277958:3490277958(0) win 29200 <mss 1380
(DF) (tt1 49, 1id 60335)

<output removed>

Subtype: Tog

Result: DROP

Config:

access-group allow_all global

access-1list allow_all extended deny 1ip any any
Additional Information:

<output removed>

Result:

input-interface: INSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up



output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow 1is denied by configured rule, Drop-location: frame 0x0000561961c8333f flow
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# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms
timestamp 2096884214 0,nop,wscale 7>

2: 19:48:55.512806 10.10.20.250.17111 > 192.168.191.250.46118: R 0:0(0) ack 3490277959 win 29200
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show run service

1. Client send TCP SYN SYN 2. Firewall does not
to 10.10.20.250/17111 # allow this packet. It
through Firewall . drops it.

3, Firewall drops the
SYN packet silently

INSIDE

OUTSIDE

192.168.191.250
Client

10.10.20.250
Server
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# show run service
no service resetoutbound

LIO9SATORNET7T7ATO4—=)LEANL TH—/V10.10.20.250/17111ICTCPTCPEREELET, COF ¥ S Fv /N7 v
NES1:

# show capture cap_I

1: 19:48:55.512500 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200
<mss 1380,sackOK,timestamp 2096884214 0,nop,wscale 7>

2CDORT 74y 0 RFUTDACLYEWED, EFXF 17774704 —)Lidac-dop0EBHETZONTY NE ROYFLET,
ZONTY NE.  asp-drop capture.

# show capture cap_I packet-number 1 trace det

1: 19:48:55.512500 a2c7.1e00.0004 0050.56b3.05b1 0x0800 Length: 74 192.168.191.250.46118 > 10.10.20.250

3. asp-drop capture FSYN/NT Y RZRLTWETA, AL 2—7 T4 AEH Tcap_| capturell IBREEE NI=RSTNT Y N V)
FtA

# show cap cap_I
1: 23:58:32.850755 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms

# show cap asp
1: 23:58:32.850999 192.168.191.250.46118 > 10.10.20.250.17111: S 3490277958:3490277958(0) win 29200 <ms
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2. Firewall does not NON-SYN packet 1. Server sends a TCP packet to
have a built connection P 192.168.191.250/17111

for this flow. 5 through Firewall.

o

3. Firewall drops the
non-SYN packet silently

OUTSIDE

- INSIDE

192.168.191.250
Client

10.10.20.250
Server
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# show capture cap_0

1: 00:22:35.111993 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
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# show capture cap_0O packet-number 1 trace detail

1: 00:22:35.111993 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

Result:

input-interface: OUTSIDE

input-status: up

input-Tline-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/
</pre



# show capture asp

1: 00:22:35.112176 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
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show run service

| 1. Server sends a TCP packet to |

..2. Firewall does not NON-SYN packet
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for this flow. [ through Firewall.

3. Firewall drops the
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a RST packet to server. |
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# show run service
service resetinbound
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# show cap cap_0

1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
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# show capture cap_0 packet-number 1 trace detail

1: 00:32:26.434395 a2c7.1e00.003e 0050.56b3.1ef5 0x0800 Length: 70

10.10.20.250.17111 > 192.168.191.250.46118: S [tcp sum ok] 3475024584:3475024584(0) ack 3490277959 win
(DF) (tt1 255, id 62104)

<output removed>

ResuTt:

input-interface: OUTSIDE

input-status: up

input-Tine-status: up

output-interface: INSIDE

output-status: up

output-line-status: up

Action: drop

Drop-reason: (tcp-not-syn) First TCP packet not SYN, Drop-location: frame 0x0000561961c89aaa flow (NA)/
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# show capture cap_O
1: 00:32:26.434395 10.10.20.250.17111 > 192.168.191.250.46118: S 3475024584:3475024584(0) ack 349027795
2: 00:32:26.434608 192.168.191.250.46118 > 10.10.20.250.17111: R 3490277959:3490277959(0) ack 347502458
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