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« Secure Socket Layer(SSL)ZEFA &

* OpenSSL

c VE—RNT7 IV EARETZARX—KZY NJ—2(RAVPN)
+ Cisco Secure Firewall Device Manager(FDM)

+ Security Assertion Markup Language(SAML)

* Microsoft Azure
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* OpenSSL
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b. touch

.conf

ARV RZEALT, D2 74F2L—232T7 7ML EERLERT,

<#root>
root@host#

touch confi g. conf

CTHFANIFARTITANZRMELET, cOBITE., VImAFERAEZ N, vim



.conf

OXRY RARTENET, OTFARNITA REEATERT,

<#root>
root@host#

vi m confi g. conf

dECEZI_EH2EHEADLET,
<>OREDER, XTHEBOBERTEEMZITLSEET,

[req]
distinguished_name = reg_distinguished_name
prompt = no

[req_distinguished_name]
C=

Oou =

CN=



e.CNDINY REZFEATD L,

.conf
T7ANTHEEENLEREICEDIVT, 3650HEEBEMBESHA-256 7 IV X LZFERATS, HL
2048 Y NRSAMBRF—L HEBRIPEN EREhET T, BBF—

.pem

ICREFEESHh, BCERMLHAER

.crt

CREFEENET,

<#root>
root@host#

openssl req -newkey rsa: 2048 - nodes -keyout

. pem -x509 -sha256 -days 3650 -config

.conf -out



.crt

root@host:~# openssl req -newkey rsa:2048 -nodes -keyout Azure_key.pem -x509 -sha256 -days 3650 -config config.conf -out Azure_SS0.crt
Gen i RSA private key

........................................................................ it
ivate key to _key.pem'

root@host:~#

fRBF—CEHCERIPEZER LR, ThESZPKCS#HI277AIICTOAR—RNLET,
ChiF, WBF—CLIAPEEOHAHZEDDENTEDEATT,

<#root>
root@host#

openssl pkcsl2 -export -inkey

.pem-in

.crt -nane

- out



. pfx

root@host:~# openssl pkcsl2 -export -inkey Azure_key.pem -in Azure_SSO.crt -out Azure_SSO.pfx
Enter Export Password:
Ver‘ifzing - Enter Export Password:

root@host:~#
root@host:~# 1s
Azure_SSO.crt Azure_SSO.pfx Azure_key.pem config.conf
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T4 Objectin

"F)E1:0OpenSSLZEAL CECERMHABEPKCSHI2T 7ML ZERT D1 5D
PKCS#127 74N ZBBLES, BEOT 7V —2a>  AICAzurelc 7Y 77O—R L, FDM
SSOEH TERETILENHVY)FT,

ATV 7 21 AzureNDIBAEO 7Y 7’O—R

a. AzureAR—Z)LICOT AL, SAMLERRE CRET DI XA—TSAARAT7ITr—>23a > ICBE
LT, NP A420F > 28RLET,



b. SAML Certificates 2023 & TAYVO—)LA D> L T, More Options > Edit® JEIZEIR L F
ED

SAML Certificates

S—
Token signing certificate g‘,’? Edit
Status Active —
Thumbprint
Expiration 9/28/2034, 1:05:19 PM
Motification Email
App Federation Metadata Url https://login.microsoftonline.com, Iy |
Certificate (Basesd) Download
Certificate (Raw) Download
Federation Metadata XML Download

Verification certificates (optional)

& Edit

Required Mo
Active h]
Expired 0

c._ T, Import certificate 77’2 3 > &BIRLF T,

SAML Signing Certificate X

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

|.' Save —|— Mew Certificate $ Import Certificate ,Q"j Got feedback?

Status Expiration Date Thumbprint

Active 8/25/2029, 7:03:32 PM
Signing Option ’ Sign SAML assertion Y l
Signing Algorithm | sHA-256 v |

d. BT L 12PKCS#127 7 4 )L Z#&FRL . PKCS#127 7 A )L OERKICA DL I2/NAD —
ReEALET,

Import certificate

Upload a certificate with the private key and the pfx credentials, the type of this file should be .pfx and using RSA for the
encryption algorithm

Certificate: | "Azure_SSO.pfx"

PEX Password: [ snsne




e.Ex#Z. Make Certificate ActiveA 7> 3> #ZIRLE T,

SAML Signing Certificate

Manage the certificate used by Microsoft Entra ID to sign SAML tokens issued to your app

|_,_;|: Save —|— New Certificate $ Import Certificate ,Q,'j Got feedback?

1y Make certificate active

Status Expiration Date Thumbprint
Inactive 9/28/2034, 1:05:19 PM
Active 9/27/2027, 5:51:21 PM

Signing Option | Sign SAMNIL assertion

Signing Algorithm | SHA-256

Notification Email Addresses

Base64 certificate download

&

PEM certificate download

&=

Raw certificate download

&

Download federated
certificate XML

=

[i] Delete Certificate
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a. Objects> Certificates> Click Add Trusted CA certificateb_ BEIL £ T,



Y Filter

Preset filters: System defined, User.defined Add Internal CA

Add Trusted CA Certificate

bAEEDRSANKAY REEANL, (PKCSHI2T 7 AL THAL ) IGEHEQXEIPH ST
Y 7'O— R L, skipCA CertificateCheck e F T Y I X — T & F T E T,

Add Trusted CA Certificate

MName

Azure_SS0

Certificate
Paste certificate, or choose a file (DER, PEM, CRT, CER) Upload Certificate

----- BEGIN CERTIFICATE-----

MIICBDCCAigAWIBAgIQGDZUEZ1YHISPirkojole+zANBgkghkiGOwABAQsFADAR

MT IWMAYDVQQDEY INakiNyb3NvZnQgQXplcmUgRmVkZXIhdGVkIFNTTYBDZXI@aWZp 4
£
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Skip CA Certificate Check

Validation Usage for Special Services

Please =select

C.SAMLA 7TV MCHLWERAEZRELE T,



Edit SAML Server

Mame

AzurelDP

Description

|dentity Provider (IDP) Entity ID URL

https://:

Sign In URL

https://

https://

Service Provider Certificate Identity Provider Certificate

(Validation Us... v Azure_550 (Validation U

Request Signature Request Timeout

MNone A

Range: 1 - 7200 (sec)

d. SAMLA 7> IO %, SAMLZSREEAZE L THEAL., AzureTF7 7 U —> 3> FERE h
ERlOEGE7O77AINICEKRELET, ZEEERALET



Device Summary

Remote Access VPN Connection Profiles

2 connection profiles ¥ Filter T
NAME AnA GROUP POLICY ACTIONS
1 SAML_TG_Admin Authentication: SAML SAML_GP_Admin

Autherization: None
Accounting: MNone

2 SAML_TG_IT Authentication: SAML SAML_GP_IT
Authorization: MNone
Accounting: Mone

Primary Identity Source

Authentication Type

SAML hd

SAML Login Experience
@ VPN client embedded browser

O Default OS browser

Primary |dentity Source for User Authentication

AzurelDP hd

=3
=1

show running-config Webvpn 1~ 2/ K & show running-config tunnel-group 1N > RZRTL TE&EZL E1—L.,
BIUIDP URLA BB ZEHETO77AITRES N TVD L ZERLET,

<#root>
firepower#

show runni ng- conf uti ng webvpn

webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
x-content-type-options
X-XSs-protection
content-security-policy
anyconnect image diskO:/anyconnpkgs/anyconnect-win-4.10.08029-webdeploy-k9.pkg 2



anyconnect profiles defaultClientProfile disk0:/anyconncprofs/defaultClientProfile.xml
anyconnect enable

saml idp https://sam .| ab.|ocal/af42bacO

url sign-in https://login.saml.lab.Tocal/af42bac0O

/saml2

url sign-out https://login.saml.lab.Tlocal/af42bac0O

/saml2

base-url https://Server.cisco.com

trustpoint 1idp

Azur e_SSO



trustpoint sp FWCertificate

no signature

force re-authentication

tunnel-group-1list enable

cache

disable

error-recovery disable

firepower#

<#root>
firepower#

show runni ng-config tunnel -group

tunnel-group SAML_TG_Admin type remote-access
tunnel-group SAML_TG_Admin general-attributes
address-pool Admin_Pool

default-group-policy SAML_GP_Admin
tunnel-group SAML_TG_Admin webvpn-attributes

aut henticati on samn

group-alias SAML_TG_Admin enable

sam identity-provider https://sam .| ab.|ocal/af42bacO



tunnel-group SAML_TG_IT type remote-access
tunnel-group SAML_TG_IT general-attributes
address-pool IT_Pool
default-group-policy SAML_GP_IT
tunnel-group SAML_TG_IT webvpn-attributes

aut henti cation sam

group-alias SAML_TG_IT enable

sam identity-provider https://sam .|ab.|ocal/af42bacO

firepower#
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