ASDMTLSOtEF1UT 1, FEHE. S KLU
BHEOBREORNT /I 1—FT142T

2E

BUHIC

BE

ASDM TLSEES 1t O B8
% 1. ASDMATLSEE S OBEBIC LW 7P AT I A —JLIEHETERL
BE2TISI3N R ILVDRBIZ&Y), ASDMA IR TE AL
ASDMEEFRE O B8
ﬁﬁ_y (_«7)7—/\47\&;#&7;*6@5%@? ;frc@ SRAEQ BN HRINTHDA, BED

ASDM®D fift 5514 (Z B9 9 % B B8
R 1. ASDMTH & h - fBE5 M
%%‘!g\ﬁx

L &I

Z®RF 1A NTIE, ASDM Transport Layer Security(TLS) ¥ 11U F ¢, SEAE, S LU

FHEOEEORNS I 1—FT 42 J7OLAICODVWTHALET,

db 53
B =

ZM RF 1 X NE, Adaptive Security Appliance(ASA)Device Manager(ASDM)®D RS 7 )13 1
—FTAVTI)—AD—ET, RORFIXKNEEEICRBENTVET,

- ASDMEBBEORS TN 21 —FT1>2Y
« ASDMMDERE, BEE, BFLEFZTRMOBEO NS TN 2 —F 1429
« ASDMZA A, ZY79L—R, BLUVEBMOBBEONS )L a—FT14249

ASDM TLSEE =L R RE

RBRE1: ASDMA TLSE Bt DRBBICK Y 77 AT 04— )LICEEHETE KR


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222646-troubleshoot-asdm-launch-problems.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222647-troubleshoot-asdm-configuration-authent.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/222645-troubleshoot-asdm-license-upgrade-and-c.html

ASDMA 77 AT O #—LICEHRETEREA. ROERIMMDOULRESNET,

« ASDMT "Could not open devices F7zld "Unable to launch device manager from <ip>
IZ5— XY tE—IHFKRTREND,

« show sslerrordN > ROEAIZ, TSSL lib error.Function: ssI3_get_client_hello Reason: no
shared ciphery XY t—J&FELET,

- Javadl>V—)LOYIC Tjavax.net.ssl.SSLHandshakeException: Received fatal alert:
handshake_failure; EWS TS5 —XYE—IANRRENET,

5]

=, Cisco ASDM-IDM Launcher diseo

Device IP Address / Name: 192.0.2.1 |
Username:
Fassword:

|| Remember the username of the specified device on this computer

oK ] Close

A ol&la

<{froot>

j avax. net. ssl . SSLHandshakeExcepti on: Recei ved fatal alert: handshake_failure

at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException(Alerts.java:154)
at sun.security.ss1.SSLSocketImpl.recvAlert(SSLSocketImpl.java:2033)
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1. OpenJREZ £ 3§ DASDMTE O A TLSES A4/ — M EAE N TWBHESE, Cisco Bug ID
CSCw12542 "TASDMA—7"VJRERGFTF7 I M TR EVESZ2FERITI2LEN D, &
WOSVYT7RNJITHASOERBRZERLET,

2. XERZRE TS (BEBEELL THEIT)

3. 7 7 4 )LC:\Program Files\Cisco Systems\ASDM\jre\lib\security\java.security’Z & £,

4. ¥ 3 : crypto.policy=unlimited

5. TDTOHIICHIHEHIBRL, IXNTOBESATa > EERAAREICLET

6. RFLET,

2. ASADTLSEE S A/ — R ZEELFT,

<#root>
ASA(config)#

ssl ci pher ?

configure mode commands/options:
default Specify the set of ciphers for outbound connections
dtlsvl Specify the ciphers for DTLSvl inbound connections
dtlsvl.2 Specify the ciphers for DTLSv1.2 inbound connections
tlsvl Specify the ciphers for TLSvl inbound connections
tlsvl.1l Specify the ciphers for TLSvl.1l inbound connections
tlsvl.?2 Specify the ciphers for TLSv1l.2 inbound connections
tlsvl.3 Specify the ciphers for TLSv1.3 inbound connections

TLSVI20OBESF 7> 3>

<#root>
ASA(config)#

ssl cipher tlsvl.2 ?

configure mode commands/options:
all Specify all ciphers
Tow Specify low strength and higher ciphers
medium Specify medium strength and higher ciphers
fips Specify only FIPS-compliant ciphers
high Specify only high-strength ciphers
custom Choose a custom cipher configuration string.

A B4 sslcipherON > RTOEER, YA MNEFEEVUE—NT7IOEAVPNERZEL T 7
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Java>V—)LOZ(C Tjava.lang.lllegalArgumentException: TLSv1.3; T5—X Y E—I KRR
ENET,

&

@@ Cisco ASDM-IDM Launcher iaco

Device IP Address [ Name: 192.0.2.1 - |
Username:
Password:

|:I Remember the username of the specified device on this computer

| oK | Close

a[&]a

<#root>
java.lang. |11 egal Argunent Exception: TLSv1.3

at sun.security.ssT.ProtocolVersion.valueOf(Unknown Source)
at sun.security.ssl.ProtocolList.convert(Unknown Source)
at sun.security.ssl.ProtocolList.<init>(Unknown Source)
at sun.security.ss1.SSLSocketImpl.setEnabledProtocols(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)
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<tfroot>
#

show cl ock

10: 43: 36. 931 UTC Wed Nov 13 2024

<tfroot>
#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1l

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=asa.lab.local

Validity Date

start date: 10:39:58 UTC Nov 13 2011

end date: 10:39:58 UTC Nov 11 2022

Storage: config
Associated Trustpoints: SELF-SIGNED
Public Key Hashes:

SHA1 PublicKey hash: b9d97fe57878a488fad9de99186445f45187510a
SHA1 PublicKeyInfo hash: 29055b2efddcf92544d0955f578338a3d7831c63

1.ASATIN Y RSA4 24> B—7 T4 A(CLI)T, ssltrust-point <cert> <interface>® 1T %Z Hl kx
LET, T, <interface>lFASDMIZHEICFEAE B nameifTT ., ASAIKASDMEREIC B

CERAAE2EALET,

2. HECERAHEN BVWEER, FIAZZERLET. XOHITEE, SELF-SIGNEDE WS &
BIARBORA NBELTHEAEZATVET,

<tfroot>

conf t



crypto ca trustpoint SELF-SI GNED

enrol | rent self

fqdn

subj ect - namre CN=



exit

crypto ca enroll SELF-SI GNED

crypto ca enroll SELF-SI GNED

WARNI NG The certificate enrollment is configured with an

that differs fromthe systemfqdn. If this certificate will be

used for VPN authentication this may cause connection problens.

Woul d you like to continue with this enrollnent? [yes/no]: yes

% The fully-qualified donain nanme in the certificate will be: asa.lab.local

% I nclude the device serial nunber in the subject nane? [yes/no]:

Generate Self-Signed Certificate? [yes/no]: yes

3. Eﬁié ﬂf;%ﬁﬂﬂgfé’fy’)_‘_7 I(x‘:ﬁﬁf#t}-i?o

<{froot>

ssl trust-point SELF-SI GNED



4. FIREZRHRLET,

<ffroot>
#

show crypto ca certificates

Certificate

Status: Available

Certificate Serial Number: 673464d1

Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:
unstructuredName=asa.lab.local
CN=CN1

Subject Name:
unstructuredName=asa.lab.local
CN=CN1

Validity Date:

start date: 12:39:58 UTC Nov 13 2024

end date: 12:39:58 UTC Nov 11 2034

Storage: config

Associated Trustpoints: SELF-SIGNED

Public Key Hashes:
SHA1 PublicKey hash: b9d97fe57878a488fad9de9912sach3772777
SHA1 PublicKeyInfo hash: 29055b2efdd3737c8bb335f578338a3d7831c63

5.AVE—TIAALDAEDEEN T ZHBL XTI,

<tfroot>
#

show run all ssl
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