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Upgrade the Software
This section provides the upgrade path infermation and a link to complate your upgrade.
Upgrade Link
To compltle your upgrade, soo the ASA upgrade guide.
Upgrade Path: ASA Appliances
To view your eument version and model, use one of the following methods:
= ASDM: Choose Home » Device Dashboard > Device Information.
« CLE Use the show verston command.
This table provides upgrade paths for ASA Some older versions require an intermediate upgrade batore you can upQrade to a newer version. Recommanded versions ane in bold.
B sure 1o check the upgrade guidelings Tor sach release DEIWEEN your SLrting version and your ending version, You may need 1o change your configuration belore upgrading in Some cases, of else you could eXpenience an outage.
For guidance on Securty i22ues on thi ASA, and which releases cantain fixes for each isue, seo the ASA Security Advisories.
A ASA 9.20 was the final version far the Firepower 2100,
Ham ASA 9.18 was the final version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and 5M-44 for the Frepower 3300,
ASA 9,16 was the final version for the ASA 5506-X, 5508-X, and 5516-X.
ASA 9.14 was the final version for the ASA 5525-X, 5545-X, and 5555-X.
ASA 9.12 was the final version for the ASA 5512-X, 5515-X, 5585-X, and ASASM.
ASA 9.2 was the final version for the ASA 5505,
ASA 9.1 was the final version for the ASA 5510, 5520, 5540, 5550, and 5580.

Table 2 rade Path

GCurrent Version Interim Upgrade Version Target Version

9,20 - Any of the following
+9.22

9.19 - Any of the following
+8.

+9.20

9.18 Any of the following:
+9.22
+9.20
+9.19

3,17 - Any of the follewing:
+9.
+8.20
+9.19
+9.18

9,16 - Any ol the follwng
+9.22
+9.20
+9.18
+9.18
+9.17
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H Q  Product Name e.g. 2911 n .

Downloads Home | Security | Firewalls | Next-Generation Firewalls (NGFW)

105 and NX-0S Software

3000 Series Industrial Security Appliances (ISA) ASA 5500-X with FirePOWER Services
al rkiny
EEE WS Adaptive Security Appliances (ASA) Firepower 1000 Series
Rout:
e Firewall Management Firepower 2100 Series

Security

Servers - Unified Computing

Firepower 4100 Series

Secure Firewall Migration Tool Firepower 9300 Series
Storage Networking Secure Firewall 1200 Series
Switches Secure Firewall 3100 Series
Unified Communications Secure Firewall 4200 Series

IRt Caibad ] SecemS ey Secure Firewall Threat Defense Virtual

Video

Wireless

Software Download

Downloads Home [ Security [ Firewalls / Next-Generation Firewalls (NGFW) / Secure Firewall 3100 Series [ Secure Firewall 3120

Select a Software Type

Adaptive Security Appliance (ASA) Device Manager
Adaplive Security Appliance (ASA) Software
-irepower Coverage and Content Updates
Firepower Threat Defense (FTD) Saftware

Firewall Migration Tool (FMT)
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Software Download

Downloads Home [ Security | Firewalls [ Next-Generation Firewalls (NGFW) [ Secure Firewall 3100 Series / Secure Firewall 3120 [/ Adaptive Security Appliance [ASA) Software- 9.20,
A Search... Secure Firewall 3120
Expard A Caollapse All Release 9.20.3 Interim Related Links and Documentation
) - i A My Notifeations Relaase Notes for 9.20.3 Interim

Suggested Release

9.20.3 Interim
Interim releases contain bug fixes which address specific issues found since the last Feature or Maintenance release. These images are fully
Latest Release e i - i .
supported by Cisco TAC, and will remain on the downlcad site at least until the next Maintenance release is available
9.20.3 Interim
.22 File Information Release Date Size
Ciseo Ada scurity Appliance for the Cisco Firepower 3100 Series 21-0et-2024 664.32 MB + :
§.20.3 Cisco Adap ecurity Appliance for the Ciseo Firepower 3100 Serie 1-0Oet-20 664.32 ME ERYA
9.18.4
Firepower 3100 Series 26-Sep-2024 664,37 MB + [l
Al Release e E . LA
interim b
9 >

E#&3.Tools > Check for ASA/ASDM Updates#EH TASDMA DASA/ASDMEFH F T
YONFRBLUET,

Tools > Check for ASA/ASDM Updates%Z £ L TASDM®MASA/ASDM7 Y 77— N ZHER TS &
KBULET, EENICEK., ROERFEAERENIET,
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D

=L, Cisco ASDM-IDM Launcher disco

Device TP Address [ Name: 192.0.2.1 _v_J
I e BT
Fassword:

Remember the username of the specified device on this computer

= =

oK Close

-

A | ﬂ@lﬁ

<#root>

2024-06-16 13:00:03,471 [ERROR] Error::Failed : Request processing

88887 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Failed : Request processing
2024-06-16 13:00:03,472 [ERROR] Error::Access token request processing failed

88888 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - Error::Access token request processing f
2024-06-16 13:00:04,214 [ERROR] getMetaDataResponse :: Server returned HTTP response code: 403 for URL:
89630 [Thread-30] ERROR com.cisco.dmcommon.util.DMCommonEnv - getMetaDataResponse :: Server returned H

2024-06-16 13:00:04,214 [ERROR] error::Meta data request failed.

89630 [ Thread-30] ERROR com ci sco. dnconmon. util.DMCommonEnv - error::Meta data request failed
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https://tools.cisco.com/bugsearch/bug/CSCvf91260
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Fixed Software

When considering software upgrades, customers are advised to regularly consult the advisories for
Cisco products, which are available from the Cisco Security Advisories page, 1o determine exposure
and a complete upgrade solution.

In all cases, customers should ensure that the devices to be upgraded contain sufficient memory
and confirm that current hardware and software configurations will continue to be supported
properly by the new release_ If the information is not clear, customers are advised 1o contact the
Cisco Technical Assistance Center (TAC) or their contracted maintenance providers.

Cisco ASA, FMC, and FTD Software

To help customers determing ther exposure 1o vulnerabiliies in Cisco ASA, FMC, and FTD Software,
Cisco provides the Cisco Software Checker. This tool identifies any Cisco security advisones that
impact a specific software release and the earliest release that fixes the vulnerabilities that are
described in each advisory (“First Fixed”). If applicable, the tool also returns the earliest release that
fixes all the vulnerabilities that are descrbed in all the advisories that the Software Checker identifies
("Combined First Fixed”)

To use the ool, go to the Cisco Software Checker page and follow the instructions. Alternatively, use
the following form to search for vulnerabiliies that affect a specific software release. To use the
form, follow these steps:

1. Choose which adwisones the tool will search-all advisones, only adwvisones with a Crtical or
High Security Impact Rating (SIR), or only this advisory.

2. Choose the appropriate software.

3. Choose the appropriate platform

4. Enter a release number-for example, 9.16.2.11 for Cisco ASA Software or 6.6.7 for Cisco FTD

software
5. Click Check
‘Only this advisory v | Cisco ASA Software |
Secure Firewall 3100 Series |

9.18.3 I|Chack
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Home / Cisco Security / Cisco Software Checker

LASCO Security

Cisco Software Checker

+ Export Selected

Security Advisories That Affect This Release @

Start Cver

FIRST FIXED DR NOT

TITLE PUBLICATION DATE IMPACT AFFECTED

[ Cisco Adapiive Security Appliance and Firepower Threat Defense Software 0, 1 99 Mediur
AnyConnect Access Control List Bypass Vulnerabilities : a

COMBINED FIRST FIXED OR NOT AFFECTED 0
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Tools Wizards Window Help
Command Line Interface..
Show Commands Ignored by ASDM on Device

Packet Tracer...
Fing...

Traceroute...

Administrator's Alert to Clientless S5L VPN Users...

Migrate Network Object Group Members...
Preferences..

AS5DM Java Console...
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Device List Bookmarks |

nmm a 8 x
% Add [ Delete S Connect
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Device List o /X
& Add W Delete  §&F Connect

Find: _ _ GO

% admin (admin)
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1 —% A" Tools > Check for ASA/ASDM Updates X — 1 —%&fEH L TASA/ASDMA X —2 & EH
L&S&TBE, TCisco's General Terms form have not been accepted or rejected to continue
todownload.; EWSITZ— XY E—IARRENET,

NZTNDa1—Fa12T - #RUE

CNIS—XvE—2, IVRI—YSAEARAZHEEULANF I—FICZTANS hE NS
BIIRTENET, £TT2ICE. EULAICAEL TS EEL,

sEEH
« IV RIS 12 ABHE(EULA)

BES : BED/N—RIDITFOYTIRNIDIFTERZADO—RTERZL

V7RIJITORIO—RR=JICE, BED/N—RIITO—ZDASA/IASDMY 7J NI I T
N—2 3 EERRENFRA,

NSTILNZa—F1420 -#HRME

BEON—RIJITTHRATEZRY 7RI ITR, EICEBREEYR—NMET(EL) DX AILAN
—VICEKO2TERBYET, IEEMHRM, EoLBR, FLEEVU—ADKRYVEXDIFES, Y7 KUI
TFN—=23a EBEADO0—RTEXREA.
BEfMEHR—RENTVWAIN—2a 0 2HRBITDICE. AOFIEZETLTSESL,
1. IYV7RNDITEN—RDITON—2aEOEREMEZHEIELUET, TCisco Secure
Firewall ASAQO E#itf g ZSBL TS EEL,

2 HR—PRTESLVBERTBHAT, YIRITITATFAV) AR THEYR—b
RTHZRRELEY,

~
-

« End of SW Maintenance Releases Date (VY 7 N IF X TFAVU—AKTH) : >
AAIVDZTIVINGEOVITINIITAVTF AV —AELEENTBEZ) ) —
ATEDHRKB, COBBZBEDE, DAOAOI VTV IJHMTR., RV I ND
ITORFE, BE, XTFUA, TARNETOBELIZYET,

s HR—KMETH : BWBY—EAZNELRRIAZHICL>TEOSATVIHRRBICERE
N3P —EREHR—NZZITSNBEHEKB. COBZBEDE, BROITXNTOHR—b
H—EARRMHE ALY, HREELEEBYET,
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https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://software.cisco.com/download/eula
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html

End-of-life milestones
Table1. End-of-life milestones and dates for the Cisco Firepower Threat Defense (FTD) 7.1.(x), Firepower Management
Center (FMC) 7.1.(x), Adaptive Security Appliance(ASA) 9.17.(x) and Firepower eXtensible Operating System (FX0S) 2.11.(x)
Milestone Definition
End-of-Life The date the document that announces the end-of-sale and end-of-life of a June 23,
Announcement Date product is distributed 1o the general pubdic, 2023
End-of-Sale Date: The last date to order the product through Cisco point-of-sale mechanisms. December
App SW The product is no longer for sale after this date. 22, 2023
Last Ship Date: The last-possible ship date that can be requested of Cisco and/or its contract March 21,
Azpp SW manufacturers, Actual ship date 15 dependent on lead time. 2024
End of SW The last date that Cisco Engineering may release any final software December
Maintenance maintenance releases or bug fixes. After this date, Cisco Engineering will no 21, 2024
Releases Date: longer develop, repair, maintain, or test the product software.
App SW
End of New Service For equipment and software that is not covered by a service-and-support December
Attachment Date: contract, this is the last date to order a new service-and-support contract or 21, 2024
App SW add the equipment and/or software 10 an existing senvice -and-supporn
contract,
End of Service The last date to extend or renew a senvice contract for the product. December
Contract Renewal 21, 2025
Date:
App SW
Last Date of Support: The last date to receive applicable service and support for the product as December
App SW entitled by active service contracts or by warranty terms and conditions, After 31, 2025
this date, all support services for the product are unavailable, and the product
becomes obsoleta.
HW = Hardwara 05 5W = Operating System Softwans App. SW = Applicatlon Softwara

3.V —ZADORBXRBIBRICOWTIE., FCisco Secure Firewall ASAU U —R /—hKha BKRC T
Cisco Secure Firewall ASDMJ U —R /—ba ZHELTLSEETL,

« Cisco Secure Firewall ASAQ & #a14
« AR T ELERFER T OB



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html
https://www.cisco.com/c/en/us/products/security/firepower-ngfw/eos-eol-notice-listing.html

» Cisco Secure Firewall ASAUU—X_/—b
» Cisco Secure Firewall ASDMU ) —X_/—b

=& 9. "Error occurred in performing File Transfer HTTP Response code -1; L5
—Xv -2

J1—HAASDM Tools > File ManagementA 7> 3V ZERALTCT77AT 0= T77A4I)L&T
Y 7’O0—R3¥B &, TErroroccurred in performing File Transfer HTTP Response code -11 & ()
STIT—AXVE—IHFRTENET,

NSTINa—F1420 -#RuE

Cisco Bug ID CSCvf85831 "ASDM error "Error occurred in performing File Transfer HTTP
Response code -1" during image uploads ZZ8B L T< &\,

ASDME #:1£ 0) [ 8

OtV 3>TE, ASDMOE#MICEETZHRE MW BEEBICOVWTHAL KT,
—f#RIC, ASDMIFRDIAVR—F N EMUEN HDIBENFHY XTI,

. ASA

. JAVA

« ARL—F 429 YAFL(0S)

. TSI

- SFREY 1)l (EAENTVSEE)

LzA"> T, ASDMZEA VARN—LEEZETY7TIL—RIBHEIC, BFROKERIICHET
BB BEMHLET,


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://tools.cisco.com/bugsearch/bug/CSCvf85831

Release Notes for Cisco Secure Firewall ASDM, 7.22(x)

This document contains release information for ASDM version 7.22(x) for the Secure Firewall ASA,

Important Notes
+ Mo support in ASA 9.22(1) and later for the Firepower 2100-ASA 9.20(x) is the last supporned version.

+ Smart licensing default transport changed in 9.22—in 9.22, the smart licensing default transport changed from Smart Gall Home to Smart Transport. You can configure the ASA to use
Smart Call Home If necessary using the transport type callhome command. When you upgrade to 9.22, the transport s automatically changed Smart Transport. If you downgrade, the
transport Is set back to Smart Call Home, and if you want to use Smart Transport, you need to specify transport type smart .

System Requirements

ASDM requires a computer with a CPU with at least 4 cores. Fewer cores can result in high memory usage.

ASDM Java Requirements
You can install ASDM using Oracle JRE 8.0 (asdm-version.bin) or OpenJRE 1.8.x (asdm-openjre-version.bin),

Table 1. ASDM Operating Systemn and Browser Requirements

Operating System EBrowser Oracle JRE OpenJRE
Firefox Safari Chrome
Microsoft Windows (English and Japanese): Yes No support | Yes 8.0 version 8u261 or later 1.8
« 11
Note MNo support for
+ 10 Windows 7 or 10
Note See Windows 10 In ASDM Compatibility Motes If you 32-bit
have problems with the ASDM shortcut.
« 8
«7
+ Server 2016 and Server 2019
« Server 2012 R2
* Serwer 2012
+ Server 2008
Apple ©5 X 10.4 and later Yes Yes Yes (64-bit 8.0 version Bu261 or later 1.8
wersion only)
N —_ — - - -
K, EFILSEDASAEASDMO EBMEDRERLET, RICHZRLET,
Table 2. ASA and ASDM Compatibility: 9.20 and 9.19
ASA ASDM ASA Model
ASA Virtual Firepower Firepower Firepower Secure Firepower Secure Firepower ISA 3000
1010 10710E 2110 Firewall 3105 4112 Firewall 4215 9300
This is i — ASDM 2120 3110 4115 Secure
i5 is the minimum ASDM
Firawall 4225
version that can support this 2130 3120 4125 -
versi 1 1 414 Sl
ASA version 2140 3130 5 A
3140
9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
g.20(1) 7.20(1) - - - - - - YES - -
2.19(1) 7.19(1) YES YES - YES YES YES - YES YES

“
x

FTUWASAN—2 322, FABASDMN—2 3 VRIS ETT, 7WN—23 2 OASDM%Z
FLOUN—23 2 OASATHERATZ LR TEXRE A

Bl 1

ASDM 7.17%ZASA Q.18 —#ICEATACE R TEERE A, ASAOAEBTIR., BHICEEN TVIR
V), BEDASDMN—T 32 Z5|EHMEMATEEXR T, LEAXF, ASA9.22(1.2)ZASDM
7.22(1)TEATEEXT,

Bl 2

ASAS 9.8(4)32Z AL TWVW%, ASDMU =R/ —NIZHICERENEWVWEY ., ASDMIZIETE
BN HD-H, ASDM719(1)EEAL TEETE XS,



» https://lwww.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://lwww.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

BME1.EREDRZVN Java /N\—2 3>

RSN a1—F1420 -#HEFIE
Javad>V—=)ILOJ =®BELET,

[~ R |
@ Cisco ASDM-IDM Launcher v1.9(0) — X Lo
&L, Cisco ASDM-IDM Launcher iliatlis
== cisco
Device TP Address [ Hame: 10.62,148.30 ;I
Username: admin
Fassword: Il
[ ] Remember the username of the specified device on this computer
0K Close
Wi e
Convrinht @ 2006-2019 Ciscn Svstems. Inc. All rinhts reserved. |5?*h‘3“""r Java console

RIZ, Javab ASADEBRMEH A RZHEFELE T,

» https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25469
» https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

[EIRE 2. ASAEASDMO/N—2 3 2 ICHE#MEA R L

ERMEOBZVWN—23 2 OASAEASDMA'RITEND E, ASDMUINDT I AN Kb n D AlEE
EHFBH)ET,

NSZTNDa1—F42T - #RFIR

TINAADCLIASASDMIN—23 2 Z A ARN=)LL, TFTPERETASAD 7T Y 1124 X—
DEIE—LT, ROHA RTHATSD KIS, OV KR Tasdmimages ZFEH L TASDMA X
—JEBRETIHLENBYET,


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25469
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-
H/ar-az-commands.html#wp3551901007

Bl

<#root>
asa#

copy tftp flash

Address or name of remote host []? 10.62.146.125
Source filename []? asdm-7221.bin
Destination filename [asdm-7221.bin]?

Verifying file disk0:/asdm-7221.bin...

Writing file disk0:/asdm-7221.bin...

INFO: No digital signature found

126659176 bytes copied in 70.590 secs (1809416 bytes/sec)

<#root>
asa#

config term nal

asa(config)#

asdm i mage di sk0:/asdm 7151-150. bin

asa(config)#

copy run start

Source filename [running-config]?
Cryptochecksum: afae0454 bf24b2ac 1126e026 bla26a2c

4303 bytes copied in 0.210 secs

EI#E3.ASDM & OpenJDK®D H 7R — K

Cisco ASDMA X—Z 1 0pendDKZ EERICIEHR—KM L TWER A, LEN 2T, XO2D20F7
>AVEFERATEET,

« Oracle JRE : IRANPCLTASDMZEE T2 - DJavaWeb StartZ > Z A AN EENT
WET, COEFZEFERATSICIE. 64EY NDOracle JREZO—AHIPCIZA > AN—IT
DHRENHYVET, ChiFdavaD AR IT T T HA NTH IO O—RTEEXT,


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/ar-az-commands.html#wp3551901007

« OpenJRE : FIVWTWAJREAS X—Z(FOracle/ X—J ERFUTEH, 41 X—2 BRIC
ASDMZ 289 % /= 8 () Java Web Start#égEN &3 7= . O—HILPCIC64E Y KOracle
JREZAVARN=ITEIHENBZVRNFEEYNET, ., OpendRE/ X—2DH A X
HOracle JREK V) KZ VBB TY, OpenJREIEZASDM openJREBIHE Y 1 )L OB IZF
AUEERHFOZELEN=—2a3a>TcAVNMILEnd i), ALaWava) U—A%ZfE
ALTRRENDENFRETIET,

Oracle JRE & OpenJRE
Oracle JRE OpenJRE®

TV REA I\‘L’_JavaE A2AM— Yes WOWZ (B ®DJavaffieaEc hT
LIBRENHD WET )
L= R Yes WWE (FA—72VVY—R)
Image size e Javat EEnTVBEHKREV
A X—T % a:d)m-xxxx.bin (777 i?d)m—openjre-xxxx.bin (Xxxx%& &

Software Download

7.20.2

7.19.1.95

7.18.1.161

All Release -

ASA 5508-X with FirePOWER Services

Release 7.22.1 Related Links and Documentation

A My Motifications Release Motes for 7.22.1

File Information Release Date Size

Cisco Adaptive Security Device Manager for ASA 9.8-9.22 requires  16-Sep-2024 120.79 MB + \,—," .
RE
n-7221.bin

Cisco Adaptive Security Device Manager for ASA 9.8-9.22

integrated with OpenJRE.
asdm=-openjre=7221.bin ASDI 4F:
Advisories [} not require Java

E> N : ASDM Launcher®/N\—> 3> 2 ZE T35SIk, FIBEFEDASDM Launcherz 7> A
JAR=ILLTHA S, HTTPSEBHTASAICEHRL THLWAN—>a3a2 24 AN =ILLET,




* https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.htmli#id 25472

- OpendDK : T2 BHARREBEL STV RXANLRE, A—7T2VY—RA, GPLZ1tE>V A,

« Oracle JRE : SR A LAREDHK, EASA A, EHEARETOFERAICEHAS A&
ANRETT,

« OpenJRE : SV RALREOH, F—7T2VY—RA, GPLZ1 > Ao

+ https://www.oracle.com/java/technologies/javase/jre8-readme.html

%8 4. ASDM & Java Azul Zulu®) Bt

Oracle JRER—AMNASDMA X— Tk, Java Azul ZululEHR—KREhTVWEBA. —F.
ASDM OpenJRER—ZAMN A X— 2k, Azul ZUUDRENEENTVET, EATREEAF TS
AICOVTIE, "HRE3. OMREBEEERL TSEEL,

REE 5. 84 : 7 7 4 )LdiskO:/asdm-xxx.binlC T ZF ¥ A RO2Hh V) EEA

LUTICHlZZETET,

<#root>
asa#

copy tftp flash:

Address or name of remote host [192.0.2.5]7
Source filename []? asdm-7171.bin
Destination filename [asdm-7171.bin]?

Accessing ftp://192.0.2.5/asdm-7171.bin. . LUV VVV LR R RR R PR irerrrrrnnnd
Verifying file diskO:/asdm-7171.bin...

%MRNI NG Signature not found in file diskO:/asdm 7171. bi n.

NZTIND1—FT42T - #RFIR

ChiFBE, ASALASDMOE#MEDEET I, ASDME#BMEN A RZFHNT, ASDMA'ASAA
X=—D BN HD e ZBABLET. ASALASDMOEBMEI NV ARRRD I JICEBEH
TNTVET,

https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id 65776

E#E6. "% ERROR: ASDM package is not digitally signed.:38 €2 EEL TWVE T,
A

FLWASDMA X —DARETRDEEIL, COIT— XY E—TJRKRRTSICIE, asdmimage
<image path> ( B&1—YEH ) ON REFEHALT, 7Y7IL—RZRITLETD,

NZTIND1—FT42T - #ERuE


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472
https://www.oracle.com/java/technologies/javase/jre8-readme.html
ftp://192.0.2.5/asdm-7171.bin...!!!!!!!!!!!!!!!!!!!!!!!!!!!!
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65776

1.ASAlE, ASDMAX—=DAVAOADOTFORNBEREAA—DTHBIDEDH ZRIALET
o COBEZECASAN—T 32 THVWASDMA X—JZRITLES>ETHE, ASDMA T
Ay & h, ASA CLIC "%ERROR: Signature not valid for file disk0:/<filename>; &5
XY =N RRENET, ASDMU U —RA7.18(1.152)ARRICIE, CHEENBRE LT
BOWN—232 880, IXTOASAN—> a0 THNERENF HYET, EEEHE,
+9> 3> (Cisco ASDM7A7(X)DJJ—A /—NR.

2. 7RANPCTJavaN—2 3V Z2EMLE T,

3. Secure Firewall 3100 CH&EB L TVWBASAICDOWVW T, Y7 M ITF7DCiscoBug ID
CSCwc12322 TFPR31007°'SY R 7 #—ATHDFIHRIBEFEASDMA X—JHKRIITS
-

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc12322

N CoOFEAE. BEOASDMY 7RI I FPU—RTBEERTVET, HEICOVT
. FEAOHMEREL T EE,

EE7. "%ERROR: Signature not valid for file disk0:/<filename>"

77ANOIE—RICTIZT—ARFIENET, RICHZRLET,

<tfroot>

asa#

copy tftp://cisco:cisco@92.0.2.1/cisco-asa-fp2k.9.20.3.7. SPA

Address or name of remote host [192.0.2.1]7
Source filename [cisco-asa-fp2k.9.20.3.7.SPA]?
Destination filename [cisco-asa-fp2k.9.20.3.7.SPA]?

Accessing tftp://cisco:<password>@192.0.2.1/cisco-asa-fp2k.9.20.3.7.SPA...
NEERRRERERRRRERREE RN RN E RN RN RN RN RN RN R RN

Verifying file disk0:/cisco-asa-fp2k.9.20.3.7.SPA...

YERROR:  Signature not valid for file diskO:/cisco-asa-fp2k.9.20.3.7. SPA

NZTIND1—FT42T - #ERuE

ASA 9.14(4.14) AR T (&, ASDM 7.18(1.152) LABA" U ETF, ASAlE, ASDMA X—T A AT
DTFRAINBEFEAAXA—THINESHZRIELET, COBEEETASAN—2a
7.18(1.152) kW EHWASDMA X—D ZRITL LD ETD E, ASDMA'7OY & h, ASA


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html
https://tools.cisco.com/bugsearch/bug/CSCwc12322?rfs=qvred
https://tools.cisco.com/bugsearch/bug/CSCwc12322

CLIIZ "%ERROR: Signature not valid for file diskO:/<filename>; EWS XY E—IHFRRENE
CP

CDEE, Cisco ASDMELTASAY 7 RNIITOZATY MIOERENOI— RETOMTEME
(CVE ID CVE-2022-20829)A" RATEAEhEL I

» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05291
» https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwb05264

FNAADN TSV RNTA—LFT—RTEHELTVWSRBEERE. CORFIXNOFEICH>TA
A—=27FY7O—RLULZET,. https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-
upgrade/asa-appliance-asav.html#topic zp4 dzj cjb

« ASDMUUJ—X/—h:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3
« ASAT7Y 7L —RAAR :
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-
asav.html#task EQEE51964590499999B1D976F66E2771

BE 8 X177 7 AT J#*—)LIRAF ¥ (Hostscan) D B itk
RARAFY>ON—23 2k, ASAD/N—2 3> &) EAnyConnectD/N—S 3V ICELET
o MADN—23aE, ROVIOASADO—RTEET, YV7KNDIT7EOO0—-R:
Ad:

https://software.cisco.com/download/home/283000185

B 9. Y R—hEhdEH/N—>3>
NZTND1—F42T - ERuE

TT7ATIA=)THR—RENTVWBREHFOASDMN—2 32 ZHBIZIE., ECXD2D0 RF
IXNEERELET,

« ASDMU—RA/—NK:
https://www.cisco.com/c/en/us/td/docs/security/asdm/7 14/release/notes/rn714.html#reference yw3

BEHMICE. ASATEFILT—T


https://tools.cisco.com/bugsearch/bug/CSCwb05291
https://tools.cisco.com/bugsearch/bug/CSCwb05264
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#topic_zp4_dzj_cjb
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_14/release/notes/rn714.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#task_E9EE51964590499999B1D976F66E2771
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Table 2. ASA and ASDM Compatibility: 9.20 and 9.19
", -
ASA ASDM ASA Model Ensure your HW model is listed here

ASA Virtual Firep Firep Firepower Secure Firepower Secure Firepower ISA 3000
1010 1070E 2110 Firewall 3105 4112 Firewall 4215 9300
This is the minimum ASDM 2120 o e = Soaem,
SeREEe ) omoom T
Firawall 4245
3140

9.20(3) 7.20(2) YES YES YES YES YES YES YES YES YES
9.20(2) 7.20(2) YES YES YES YES YES YES YES YES YES
8.20(1) 7.20(1) - - - - - - YES - -
9.19(1) 7.19(1) YES YES - YES YES YES - YES YES
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