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FMC:System > Configuration > Time D JEIZ#IRL £9,
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admin v

Configuration Logging
Users
Domains

Health
SecureX Monitor

Updates Policy

Events
Licenses Exclude
Smart Licenses Monitor Alerts

Classic Licenses

Security Analytics & Logging

Monitoring
Audit
Syslog
Statistics

Tools
Backup/Restore
Scheduling
Import/Export
Data Purge

Reboot

EfiZE —RFILLET. ATLAERENER

alial Firepower Management Center
aisco sem § Intearation | High Avadabibty

Crvarvierw Anabysis Polickes. Durvicas Cifects AMP Intedigance
Cloud Services Realms Identity Sources High Availablity |  eSeamer Hizst Ingast Client Smart Software Manager On-Frem
Summary System Status
Stabus Synchronization task is in progress
Syrehronization [+14
n 10.4.11.84 Operating System
At Sysham { HA synchronization time : Tue Jul 18 02:06:47 2023 )
Softwaen Vorsicn
Stancly Sysmem 10.4.11.85

| Huy symchroriization time : Tue Jul 18 02:06:00 2023 )

Mol
=] + P —
BEZ—RELLET, NMTRATEUT 1 DER
. . N,
Pause SynchronizationZiZRL £ 9,
":'_';éu' F'mmr Mana"gQTQ_”:t Center Cvendow Analysis Policios  Devices Objects AMP Inseligence
Cloud Sedvaces Resbns Iarlity Sources High Avadlability ASUFEAT Host Input Chart Smart Seltware Mansger On-Pram
Summary Systam Status
Statas Healthy
Synchreization o
1041184 Oporaling Sysh
At Sypuan [ HA synehnonization e © Tue Jul 18 02:32:23 2023 ) R
Saftware Vorsion
10.4.11.85
Standty Systéen { HA synchronization tme : Tus Jul 18 02:27:29 2023 ) Model

EHEO—EELE

Doy O P £ @ admin~

Peer Manager

& Switch Peer Aoles b Break HA Il Pause Synchronization
Local Remote:
Active - Primary - Secondary
(104,11, 84) (19.4.11.85)
EAR ] 70
T.0-90 7.1.0-90

Chico Firepower Mansgement Center foe  Cisco Firepower Management Canlir

Vihwane

Deploy

Tt Whhware

o ¢ & @ sdminv

Peer Manager

% Switch Peer Roles &b Hresk HA
Local Rermote
Active - Primary Standhy - Secondary
10.4.11.82) (10.48.11.85)
EAE LA K]
T.1.0-80 2.1.0-30
Cisco Firopower Managoment Conter for  Cisco Finepower Management Conter
are for Vidware
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Summary

A Degraded- Synchronization incomplete
Status ( Both Management Centers are configured to run in standalone mode , Database
is not configured for high availability , Synchronization paused. )

Synchronization

Active Systemn

Standby System

BHAT—2ARI—F - —RELTIXVENHYET

ATV 2. FTYTIL—RNYT—>07Yy7H—R

AZNAIZy NMcAOda4 L, PYTIL—RNYT—=2%TF

FSOAT L, > TEHL > TEFHFOFTY 7O—R

A Paused by user

10.4.11.84

( HA synchronization time : Tue Jul 18 02:32:23 2023)

10.4.11.85

( HA synchronization time : Tue Jul 18 02:27:29 2023)

v 7°|:|_ Hbgij-o

.I||.|||. FMC

CISCO  Product Updates Devices AMP

Product Updates

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Awvailable Updates Readiness History

Type Verslon Date
Cisco Firepower Mgmt Center Patch 7.1.0.1-28 Tue Feb 22 23:32:26 UTC 2022
Clsco FTD Upgrade 7.0.4-55 Sun Aug 7 19:43:24 UTC 2022

TYy7IL—RNvTr—20F7vy70O—R

a @ £+ @ adminv

Download Updates Upload Update

Reboot

Yes -

ol

L]

Yes [ ]

BEICADO—RULETYTIL—RIBN—232ONVT—2%28RUET,



Currently running software version: 7.1.0

Updates

Upload software updates and patches here.

Action (® Upload local software update package
() Specify software update source (ETD devices only)

Package |Browse.. | Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4-169.sh.REL tar

TYTIL—RT774IL0OER

ATYT 3 EJgFIvy
TYTIL—REBTTZAT UV ADERF IV IV EEITLET,
ZEITBTYTIL—RNYVT—D0BIZHDAVAN—LTAAZ2IIVYILET,

U5 i poes Dovees AP Q @ 2 @ admins

Product Updates

Download Updates Upload Update

Currently running software version: 7.1.0

Currently installed VDB version: build 346 ( 2021-08-24 21:48:15)

Available Updates Readiness History

Type Version Date Reboot

Cisco Secure FW Mgmt Center e e = IS
Upgrade 7.2.4-169 Wed May 10 12:48:58 UTC 2023 s .

TYTIL—RNYT—2% 42 AN—)L U TERBRR ZHR

WRITBDT7 7547 A%iEIRL, Check Readiness® 27U Yo L%ET,



wilivi]ie FMC

€ISCO  Upload Update Devices AMP

Product Updates

Currently running software version: 7.1.0

Selected Update
Type Cisco Secure FW Mgmt Center Upgrade
Version 7.2.4-169
Date Wed May 10 12:48:58 UTC 2023
Reboot  Yes

IR O HERD 28 IR

ETRRAEXY -2 2 —THIATEET,

"XvtE—2 > TRRAD ) > TER1TH,

Compatibility Check

Readiness Check

Results

Q ({" I+ @ adminv

By Group -

Readi

ness Check
ted

35 min i

Back | m

Q ﬁa i+ @ adminv

Upgrades A Health O Tasks

Local Readiness Check

Readiness Check For version: 7.2.4-169

RN O TR

20+ success

20+ total 0 waiting m 0 retrying

[50%] Running script 000_start/110_DB_integrity_check.sh...

Mo more older tasks

5 failures

Filter

3m 17s

587 9% &, Readiness Check Results CAT—X AZBIETEET,

BYLIEEERE. NV T—J0A4A2AN—I)LEHITTERT,

ATYVT 4 . TYTIL—RNYT—=2042 A=)

TYTIL—RIBTITSAT O AZBIRLET, [INSTALL] ZOUY UL ET,




Praduct Updates
Currently runining software version: 7.1.0
Selected Update
Type  Cisco Secure FW Mgem Certer Upgrade
Version  7.2.4-169

Dot Wed May 10 12:48:58 UTC 2023
Reboot  Yes

By Group

~  Ungrouped {1 total Comeatinisy Crack Fomaeibess Crae s Foadieni Crapc Comglantind Eqnemaned Upgeade Teng i

"’“""“_; e © Gompaitity check passed. Frocesd Wit readiness chedk Success 2I-07-18 D005:32 35 min i

TYTIL—RNYT—2042AR=)L

B DA ERNCHLTIRROKZZUY ULET,

{P 10.88.243.115:43085

After both FMCs are updated, FMC high availability will be in split
brain. Click "Make Me Active' after choosing the right Active FMC

to resolve split brain.

ATVYRTLAVICHT D EE

HEHIR T (EMessages > Tasks THEERTE £ T,

Q d'" I+ @ adminv

Upgrades A Health @ Tasks

| 0 waiting 1 running 0 retrying 20+ success 1 failure &, Filter

% Local Install

Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169 Tm 7s
Installing Cisco Secure FW Mgmt Center Upgrade version: 7.2.4-169

B9
t Tue

@ Local Readiness Check

Readiness Check For version: 7.2.4-169 4dm 18s X
Success. OK to upgrade to 7.2.4-169 version.




A AVANCIRBEETTRERTHIOBL L IET,

CLICT OV EATERHAWE., P77 JL—RT7F)LE varllog/sI CHBIR R EBRTEE T,
expertE— RIZBITL., root7 VEAZANLET,

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/Volume/home/admin# cd /var/log/sf/

root@firepower:/var/log/sf# 1s
Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log exception.log flags.conf main_upgrade_script.log status.log status

root@firepower:/var/log/sf/Cisco_Secure_FW_Mgmt_Center_Upgrade-7.2.4# tail -f status.log
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ui:[100%] [1 minsto go for reboot]Running script 999_finish/999 zzz complete upgrade message.sh...
ui:[100%] [1 minsto go for reboot] Upgrade complete

ui:[100%] [1 minsto go for reboot] The system will now reboot.
ui:System will now reboot.

Broadcast message from root@firepower (Tue Jul 18 05:08:57 2023):
System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Tue Jul 18 05:09:02 2023):
System will reboot now due to system upgrade.

ui:[100%] [1 minsto go for reboot] Installation completed successfully.
ui:Upgrade has completed.

state:finished

Broadcast message from root@firepower (Tue Jul 18 05:09:25 2023):

The system is going down for reboot NOW!
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dses’ SECURE
Firewall Management Center

Version 7.2.4 (build 169)

Model Secure Firewall Management Center for VMware

Serial Number None

Snort Version 2.9.20 (Build 4004)

Snort3 Version 3.1.21.400 (Build 24)

Rule Pack Version 2869

Module Pack Version 3245

LSP Version Isp-rel-20230717-1542

VDB Version build 353 (2022-03-07 22:13:19)

Rule Update Version 2023-07-17-001-vrt

Geolocation Update Version Country Code: 2023-07-17-100, IP: 2022-12-19-101

0s Cisco Firepower Extensible Operating System (FX-0S)
2.12.0 (build 499)

Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
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Firewall Managemen nter :
eV anagement C_e_ I_e : Dritrviaw Analysis Palicies Davices Objects Integration Deploy Oy -@ &+ @ adminv
—
Peer
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
—
B3 Make Me Active dF  Break HA I® Resume Synch

Thiz high availability pair s in split brain. Make one Management Center active by clicking "Make Me Active’.

Summary System Status

A Split Brain - Management Center is active on both peers, Loeal

( Both Management Centers are configured to run in standalone Split Brain - Secondary
Status mode , Database is not configured for high availability , No (10.4.11.85)
synehronization 1ask running between high availability )
management centers , Synchronization paused. ) Operating System 7.24
Synchronization A Paused by user Software Version 7.2.4-169
10.4.11.85 Model Secure Firewall Managerment

Active System { HA synchronization time : Software versions do not match Center for Vidware

(7.2.4 vs 7.1.0) VDB versions do not match (353 vs 346) )

10.4.11.84
Standlby System { HA synchronization time : Software versions do not match
(7.1.0 vs 7.2.4) VDB versions do not match (346 vs 353} )

AZNAFEMCO KRN T Y 7L —RENEBEOHAOBE

CLITIE, EULAICEAIZELEEBTN—2a 2R TEET,

Copyright 2004-2023, Cisco and/or its affiliates. All rights reserved.
Cisco is aregistered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Secure Firewall Management Center for VMware v7.2.4 (build 169)

>
> show version

------------------- [ firepower ]--------------------

Model : Secure Firewall Management Center for VMware (66) Version 7.2.4 (Build 169)
uuibD : 1c71ae24-1e60-11ed-8459-9758e19f1a24

Rulesupdate version  : 2023-01-09-001-vrt

LSPversion : Isp-rel-20220511-1540

VDB version : 353

AFYT 5 FOFATEFOT Y TIL—K

FOFT471-Y NTFIE2 ~ 42EVRLET,

s TFYTIUL—RNYT7—=2F7Yy7O-RLET,

iR O s

Remote
Split Brain - Primary
{10.4.11.84)
1.0

7.1.0-90

T T—
e SECURE

Manager

ronization
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FIE6: BEHWOFMCET 9T 17193

BAEDOEMCTO T Y THIL—RARTLER, POT47I12Y NCFBFMCICOY 14> L. MakeMeActiver 7> 3> #EIR0L
£,

T4, > "SR, > "MakeMeActive;

FII’E‘.'\:l'El“ M.anagem.ent (?EI'IT.E.‘F — Overview Analysis Palicies Devices Ohbjects Integration Deploy  Q, ﬁ & @ adminvy il

aes SECURE

Pear Manager

Cloud Services Realms Identity Sounces High Awvailability eStreamer Host Input Client Smart Software Manager On=Prem

L] Break HA I» Resume Synchronization

This high availability pair is in split brain. Make one Management Center active by clicking "Make Me Active’. X

Summary System Status
A Split Brain - Management Center is active on both peers. Local Remaote
Status ( Both Managemant Centers are configured to run in standalone Split Brain - Primary Split Brain - Secondary
mode , Database is not configured for high availability . {10.4.11.84) {10.4.11.85)
Synchronization paused. )
Operating System 7.2.4 7.2.4
Synchronization A Paused by user
Software Version 7.2.4-169 7.2.4-169
hetive System 10.4.11.84 ) )
¥ { HA synchronization time : Tue Jul 18 16:57:35 2023 Modet Secure Firewall Management Secure Firewall Management
Center for Vihware Canter for Viware
-
Standby System 10:4.11.85

{ HA synchronization time : Tue Jul 18 16:57:07 2023 )

BMOFMCET VT 471293

Warnings about processes and overwrite any configuration done in the standby peer; TYESZEEIRL THEITLET,



Warning

This operation may affect critical processes running in
the background. The local peer will be active and the
other peer will become a standby. The active peer will
overwrite configuration and policies present on the
standby peer. Do you want to continue?

ARYNAETTOTIOT A 7B LEBEREICHTIES

Make Me Active

Do you want to make this Management
Center active and peer standby?

Cancel l




OK ZZEIRLET,

Resolving split brain, making this
Management Center active.

Please Wait...

7 BN AR IR

B#MABREh, MOFMCH AR NAE—RICTWEBDZERTHEERT,

Cloud Services Realms

Summary
Status
Synchronization
Active System

Standby System

FMC® [EHA

[+ Firewall Management Center
ntegration / Other Integr

Identity Sources

s 1 High Availability Ovendew Analysis Palicies Devices
High Availability eStreamer Host Input Clent
I ————
High 1y arg in progress, The status

These operations inclede file copy which may take time to comphite.

Objects Integration

3 Make Me Active | [ 4% Break HA

Deploy Q € # @ adminv ik secure

Smart Software Manager On-Prem

Peer Manager

] [ Il Pause Synchronization

and alents on this page are lemporary, Please check after high availabiity operations ane complete, ><

A Temporarily degraded- high availability operations are in
Progress.

4k Failed

10.4.11.84
{ HA synchronization time : Tue Jul 18 17:27:28 2023 )

10.4.11.85
{ HA synchronization time : Tue Jul 18 17:26:56 2023 )

System Status

Operating System
Software Version

Model

Local
Split Brain - Primary
(10.4.11.84)
7.24
7.2.4-169

Secure Firewall Management
Center for Vidware

Remaote
Split Brain - Secondary
(10.4.11.85)
7.24
7.2.4-169

Secure Firewall Management
Center for ViMware
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Cloud Samvices Realms
Summary
St

Synchronization

all Management Center

Overview

Identity Sources High Availability

| HA synchronization time

& synchronization time

Analysis Policias

aStreamar st Input

hronization task is in progress

10.4.11.84
: Tue Jul 18 17:27:28 202

: Tue Jul 18 17:

Devices Objects Integration Deploy

Smant Software Manager On-Prem

System Status

Losey
Active - Primary
(10.4.11.84)

Operating System 724

o @ t @ adminv

-
Standby - Secondary
(10.4.11.85)
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