VPNI—HDOFMCL R— MDA K

2

BUdic
sr4s
Bt
EATBIVR=—ZV b
wmsim

J>74F3L—>3>
LAR—b DEE

FIE
BHR

XU ®IC

CORFIXRNTR, I—HOBREODAT—RA, FNAARZAT, V9F4F> KOS, V954
ToRNT7U5—23>, 8 &UFirepower Management Center(FMC) D #E#: R & £, VPN
—HICEIT52REBHROBEL 1 —%2RMHIBDLAR—NEERTDHFEICOVWTHALET,

RITRSR MG
g

ROERICETDHBAN BB ENHRENET,

+ Cisco Firepower Threat Defense(FTD)
» Cisco Firepower Management Center ( FMC )
« AnyConnect ¥ 17 EEUT 1 954 TF 2~

FERTZAVR—ZF K
CORFIXRNOBEHRIE, ROVITRIITON=23VICESVTVET,

« Cisco FMC for VMware/N\—> 3 217 x
« AnyConnectt* 1 7EEVTAIZA4T 2 Mx

CORFIXNDEBERIEFE, BEOTAREILHDT/NAARAICETVWTHEREELE, COR
FAXKRNTERIZITNTOT/NA R, VT (FT7FI)IK ) BETHEEZRHAL TVLE
T AFEEBPIOZRY NT—IU TR, FEAVRICE D TRIDAREUNI HIHEE T OERLT
<EEL,



CECL:

Firepower> A7 Alk, Firepower Management Center CRIED DEEICLR—NEERTED R
BEBELAR—RATLAZRBBLET, DAZALALR—RNRZRUHNSHKFITDEETERT, L
R—NKIE. PDF, HTML, F£EEFECSVERTEEITS ATV EEULRFIXN T774)
T9. —A. LR=b- FUOTL—KE, LR=—RNEFOEIZIADOTF—EBRREETF*—X Y
NZEELFE T, Firepower AT ALK, LR—KNTFU7FL—NORGTZEBLTRDENAL R
—RFHALFHFEETNTVET, TUTL—NIRARA TREGRHEBEEND T 1 =)L R)NT X
—R2EZEHRE, TOERAMELTRENTEEXRT,

JE—RNTPIVEAVPNR, ENAILNI—HFPEEHBEESEOVE— NI —F(IC X175 ERE
ZREHELET, ChonERZERTD L, BRIty a>oN7+#—~NXA%Z—BT
WIRTEDIEERA VDT —ZNfRMHENE T, CORRIEETITDICEFE, V=T RX42D
EEE]—H—THIBENDHVYET., Firepower ATLDEZ R JHEERFERTD L,
JE—RNT7OEAVPNORBBENFEETIHNESHERRICHITEET, TR, COHABREE
AL, XY ND—UBBY—)L2FEALT,. FYRND—O1—YOBEZERE - ITHRTE
F£¥9,

—

axX B
d>74F21L—>3>

AT Y 71 : overview > Dashboards > Reporting > Report Templates® 23R L . K| = F & > |- Create Report Template® 7 1 v &7
LET,

BRErw
BRE
BRE
BRE
BERE
&

BB
B

A T Y T T TR 9

BREsw
BERlEAW
BREAw

ATY 7T 2: BICRTRDIC, ReportTitle7 1 —)LRIZFVTL—FhOBRZANDLET,



alal, Firepower Ma'w??nje_-lnt Center . Overview  Analysis  Policies  Devices  Objecis  AMP Inteligence

€15C0
—

Repofts Report Templates

Deploy Q 0 £ @ adminv

Repart Title
| New Report I+

Report Sections

No Sections

LR—Kh&A KNI

[ e ]

HiZemBTRSA4

ATV 3 AAILHZ—ENE1—HSAddTableViewz8IRLET, BEILIEU T, BT 7, FhiEI>7,. AT 7kE

NIZ7EHATRLEETEERT,

alian. Fire p(?wer Manage'??m _Clemer_ . Overview Analysis Policies Devices Objects AMP Inteligence

cI5c0
—

Reports Report Templates.

Depley O, € 1+ @ adminv

Repart Title

VPN User Activity Report +

Report Sections

MNo Sections

T—7IlE1—0EmM

I I

[ e emnTeal

AT Y7 4 : Report Section Title7 41 =)L RICEIZ A2 DAL NILEADLET, 2T, RICRT&LSIC, TableView of

Events$3 K OUsersT—7I)LE 1 —HABMEhEL £,

i Aar
'y.'s'.:llo" Firepower l\,:a.1agem_ent anter Ovarview Anatysis Policis Daicas Oibjocts A Inteligance
—
Reports Report Templates
Pepor Tit
VPN User Activity Report

Report Sections

il Table View of Events

Tatibe | User Activity -

Section Description  S<Time Window>5< Consirante>

None 4
Fields  Time, Event, Usemame, Realm, Di:  #
Tabbe | User Activity -
Prosit | None - nerit Time Wendow
(WTETe T Maimeam Resulis | 10000
None 4
Fiekds  Count, Usemame ’

LR—bEOZ3>0RA4NIL

ATY 75 RICRTEDIC, Table ROAY FH I X1 —O T TUser ActivityZZIRL £9

nerit Time Window

S<Time Window>5<Consirams>

Deploy 0, @ £ @ adminw

= e

el NTES
+ ¥



b, Firepower Management Center

o g . [« Anabyses Polcies Devices Objects
Reports. Repon Templates
Report Ttk
VPN User Activity Report +
Report Sections
il v Tabde Verw of Events
Table [ User Actity -
Intruzian Evenits with Destnation Cribealy -
Fresel | jneusion Everts with Source Criticality
| Mishware Events
Format | QoS Rule Statsties
) Remediation Stius "
Search | Rule Uipdate Impont Log
S5L Statistics
Fields | sean Resus
Securily Intelligence Events
Security Inteiligence Satstics
il v Users Servers
Thisd-Party Viingrabsitios
UL Category Statistics
Taibh

Prosel
User Statestics
Format | LUsers
VPN Troubleshoating
Search | Vuinerabikties -r
Fiekds  Count, Usérmame ’

A—HYFIOTAET 1 DER

AlP

ingligence

Section Descrption
Time Window

Maximum Results

Section Description
Tirmse Wiesdow

Masimurm Results

S<Time Window>$<Consiraints>
Inherit Tene Window @ Last hour

10000

SeTime Window>SoConsraints>
Inhert Tene Wingow Last howar

10000

Deploy & @ @& @ admins

= T

Wi el ETES

+ 8
s’
Preview
i
/s
Preview

FlE6: XBIZBUTTVEY MEZBIRLET, ThUADEBEE., TOEENmelc LTHEET,

Firepower Management Center

) Ovenview  Analysis  Policies  Devices Objects
Reparts Repet Templates
Report T
WP User Activity Report +
Report Seclions
il » Table View of Events
Tabde | User Activity -

Prasat

| Appheation Protocoks

Wl Users

Taia |
Proset |

Format

Search |

Fiekds

Apgphcaton Protocots Transferning Mabware
Apphcanan Protocoks Wsed by File Translers
Applatons Introduceg Mabware
Applcations by Tows! Bardwadth

Chent Appiications.

Compeehensive Application List

File Acticrss

File Categories

File Dispositions

File Names

File Transbers ower Time

File Types

File Types Indecied with Mahvane

Granular Appbeaten Uiage

Hosts Recewing Fias

Hosts Recaiving Matwaee

Hosts Sending Files -

7ty MEDEM

AMP

Intedigence

100 Descripion
Tema Window

Manimum Resufts

Section Descriphon
Teme Window

Maimum Fesults

FIE7 : RHICRTELDIC, HAERXE L TTableViewz:EBIRL £,

SeTime Window S<Constrasts>

Depioy @, @ & @ admin’

Ihant Time Window @ Last hour

10000

SeTime WindownsS<Constraeiss

Inhent Time Window @ Last hour

10000

+w
ra
Preview
+ %
ra
Preview



Firepower Management Centel
alii, Firepower Manage Ll Crverview Analysis Poiicies Devices Objects AMP Inteligence Deploy @, @ £ @ admin

£i5ce
Reparts Repest Templates
—
WP User Activity Report
Report Seclions d-¢@BTE:
il ¥ Table View of Events + &
s | User Activity £ Section Descripion  $<Time Wirdow=§<Constramts> 4
Preset | None - et Tims Window 18 Last hou
Nore 4
Time, Event. Usemame, Reaim, Dir = #
il v Users E]
Table | User Activity - Section Destriphon  STime WiedowsS<Constrsntss
Preset | None 1 nerd Time Window @ Last hou
F w = Tl | o0t
Noew |

rds s s
HhEReLTOT—7I)IE2I—

ATYT8(AT2aV YBREAZI—HIS, LRA—NOFHWIERAITI2EHEZRBIRLET, REFWEFAL VS
BlE. Nones #BIRLET,

Search Editor

Search Information

Mone

Search Information

BRERH

ATY7T9: LR ZERTHHEEZBRLET, Lasthourz V)Y U 32E, RICRTRSIC, HLLWRYTTY T4
Y RONEE, 1B, 6B, 18, 11 AREOAT VI VHFRRENET,



Lliali. Firepower Management Center
51568
Reparts Report Templates
—
Report Tithe
VPN User Actavity Report +
Report Sections
B v Tabie View of Events
Table | User Activity
Praset | None
Format m
Search | Nome
Fiekds  Time. Event. Usemame, Reaim, Dit
il v Users
Table | User Activity
Presel | None
Format [ [& IE'
Search | Noew
Fickis  Count, Usemame

HAR DR

Events Time Window

Overview

Preferences

| Sliding Time Window

|Sh0w the La5t| 1 || hour(s) I

Analysis Poiicies

Presets

Devices

Objects

AMP Inteligence

Deploy o, @ I @ admin

i@ HETEL

+ ¥
SeTime Winddow=S<Consiramts=> s
Wb Timse Window @ Last hot
Maximum Results | 10000
Perview
+ ¥
Section Desesipion  $<Time Windowsg<Constrntss
Time Wincow Inhert Time Window @ Last hour
Maximum Blosulis | 10000
Peeview

Last

S ALOB il

1 hour
6 hours
1 day

1 week
2 weeks

1 month

Synchronize with

Audit Log Time Window
Health Monitoring Time
Window

Any changes made will take effect
on the next page load.

ATYT 10 BEOHOEREZTHRITBICIE. Maximum Results7 1 —JL RIZ1 ~ 4000000 &EE O EEZADLET,



Liliali. Firepower Management Center
L1534 ] Pt t

Reparts Repest Templates
—

Heport Titke

WP User Actiity Repart +
Report Seclions
il ¥ Table View of Events
Takde | User Activity
Praset | None
=Te

Hone

Overview

Fiekds  Time, Event. Usemame,_ Resim, Dir  #

il v Users

Table | User Activiy
Nome
IFIEC i

Noee

ds  Count, Usemame

RTTDEROEAHK

Analysis

Policies

Devices

Objects

AMP

Inteligence

SeTime Wirkdow=$<Consirass=

#

Maximum Results | 10000

SeTimme WinsdowS < Congtrasitas

10008

#

Depioy o @ @ @ admin

Wi @@ NTE:
+ @

ATYTNMNTUTL—NEERIDERBEERDICE. LR—bEI232OLEBCHDSwveREEIUYILET,

sl Firepower Management Center
cisco = 1 il

Reports Report Templates
———
Finport Tith
VPN User Activity Report
Report Sections

[l v Table View of Events

Tabbe | User Activity

v Users

LR— KN DREF

LAR—KNDOERK

Overview

Analysis

Policies

Devices

Objects

AN

Intedigence

SeTime Window>Se<Constraintss  #
dow @ Las
Mawireem Results | 10000
Seetion SeTime WindowsSeConstrainass  #
v @ Last hour

10000

Depicy 0, @F ¢ @ adminw

LR=RTUTL—REERLTHAAEIAAXTRE, LR—NEERTIERIBVET, I—FTF—FERTTD
=® MHTML, PDF, CSVRENE FEETBRHIEXN BV ET,



ERPDFLAR— KN T, Unicode(UTF8)XF &AL 17 7 A IILBREFR—hEhTLWEEA,

FIE
AT Y7 1 : Overview > Reporting Z3iZ3R L. Report Templates® 7)Y VL& T,

ATV 2 RICRTESIC, RELETV7TL—MNDOEIZH D GenerateReport 74 A% 0 )Y I LET,



"r.lnliélu" Firepower hjana_genze_ny(:gnler Cverview Analysis Pobcies Devices Obgects AP Iranlbgence
Feports Fioport Templates
Risk Ropor Templates Last Mot

2023-10-31 08:11:02

g Mabornry Risk Roapeon o
acks Risk Report 2083-10-31 08110
heowork Risk Report
mpiates
2k Awpadt: 5 o uﬁx‘iﬁfs‘ﬁ:ﬂm
Fibees Ragon
RPCWER Ritport: SoCustomer Name:
st Report: 5
Meatware Ftgon
Report of User Actrvity
Repon of VBN Treubleshoctng
VPH-Repont
bt RADot Sl
VPN Lisar Aztity Repont N“-I‘o;"e:”;:'”
wwwwwww wpn ”2‘13:{3;1?:'_3;{6

LAR—RMEI1I—DER

Depioy o @ £ @ admin

Create Report Tempiste

BRiEsw
BRiEsT
BEREsWw
BRirsw
BEREsw
BRbkrss
BRiEsE
BRsw
BRizrsw

[ke-s

BRir W

ATYVT 3 HLWIFPAINEZADLET, COFRFR, LRA—NORFECEAEINET. HLLBFZADLEL

8. LR—RTUT7L—KRTEEEATVARTF7FILRNENERENET,

Generate Report

Report Generation Information

File Name ‘ VPN User Activity Report

Output Format m

Time Window @& Last hour

Relay Host No Relay Host Configured!

774 EDEN

ATY 7 4:HIML, PDF, £&EECSVEIUY UL T, LR—MOBHFERZBIRLET,



Generate Report

Report Generation Information

File Name ‘ VPN User Activity Report ‘ +

Time Window @& Last hour

Relay Host  No Relay Host Configured! #

77 AL HDFRDER

ATV (AT23> ) LR—ROITO-NLEALTL—LE "RALTAVRIIHASEELET, LR—KT
TL—=RT TRALD 42 RUZHRE, FMEREATOVEVEE, ChEEBREhET,



AR JO-NILBET4 2 ROORER, B2OLAR—~ €723 TO0-NIREZHETDLSIC
BERENTVWRERICOAK, TOITUVICHELET,

ATVTC(AT23Y ) ERENELR-NEEF XL TERETIVBEN $5BER. FMCT "UL—FKAK~, ZREL X
ED

FIE7 : Generatez V)Y V3% &, Reportss DTFOT7 7 AN EHXIO—RTEET., CSVERDBERK. To7L—h0F
U2 a E@ROT77AINEL Tzip7 AN FERENET,


https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/Management_Center_System_Configuration.html#concept_76E68C7717A14B98AA0AF83C6E454DC8

Generate Report

Report Generation Information

File Name

QOutput Format

Time Window

Relay Host

LR—BNDER

aleapr. Firepower Management Center
CISED . eports

p——

Owverview

HName

WPN_User_Activity_Report-20231107030926-13615_csw.zip |

I VPN _User_Activity_Repor-20231107030926-13615.pdl |

ERENIZLAR—K

®mR

Analysis

| VPN User Activity Report

-+

im
@ Last hour

No Relay Host Configured! #

Close

Policies Devices Objects AMP Intelligence
Time Requested Time Completed User Location
2023-11-06 22:09:26 2023-11-06 22:09:27 admin Local
2023-11-06 22:09:26 2023-11-06 22:09:27 admin Local

cntU>arTR, VWI-—FALCERENELR—NOEREPDFEXTRAHALET,

IIEHHHHEII'

Deploy @, @ £ @ adminv

Suctosshully Processod

Successlully Processed



Table View of Users

Time Window: 70331001 115135 0531501 130003

Juser Last Soon Pl Username  Frsbamo  LastMame  E-Mal  Departmart  Phane  Discovory Apphcation Active Session Gount  Avastable Fis Poley |
ses sapeisco-up (LDAF) 20231001 130058 ciseo-ilse o LR 1 o
s tscahadrin (LDAP) 202900-01 100512 cisca-local adminy LoAP o o
Disciend oo s LDAF]  202310-01 04588 Ditoovaned kel cisca- s LoaP 0 o

Time Windows M0 001 #3135 . 3281881 130208

| coune user |
1 oisoo-idapicisco-dap (LDAP)
1 cisoodocaladmin (LOAF)
1 Descovered identities'cisco-radus: (LDAP)

ERENELAR—MORT



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



