FMCO/NTY NNL—HYY—)L&EFERL /T
YROUTLA

2E

BL®IC
BIiERH
2H
FERTAO A%k
FMCTHEAARESNTY RRL—BY I ZFALTNTYREDTLALET,
PCAP7 7ANZFERALTNTY hEBELET,
QAT OFERAICET B R
BIEER

LU IS

CORFIANTIE, FMC GUIMPacket Tracery —)LZEHAL T, FIDFNAATNT Y N &
DTLATDHEICODVWTHBALET,

Al R SR
BEH

ROERICETDHBAN BB ENHRENET,

« FirePOWER O &0
« J7AT A=) 2BBITZ/NTYy N70—0HH

FERTBIAVR—ZV K

- Cisco Secure Firewall Management Center(FMC)# & T Cisco Firewall Threat
Defense(FTD)/N—2 3 > 7. 1LAR&
s pcaplEXDONTY REYTF¥T774)

CORFIXNDEBERIEFE,. BEOTAREILHZDTFNAAICETVWTHERENELE, COR
FAXKRNTERIZITNTOT/NA AR, VT (FT7F)IK ) BETHEEZRHAL TVLE
T AFEBPIOZRY NT—IU TR, EOAVRICEK > TRIDAREUNI HIHEE T OERLT
<kEEL,

FMCTEAARBENTY NhL—BY—)LZ2EALTNTY b
2V7LALET,



1.

FMC GUILCA% 4> LE ¥, Devices > Troubleshoot > Packet Tracer® JEIZ:EIRL £,

Firewall Managemen nter
= Ie“alh _c _CI‘J_?. ! t_ce_ = Oervigw Analysis Policies Davices Objects Integration Deplay aQ @{} [7] admin - sl op
—
11 Device bansgamant VPN Troubeshoot €Ll | Packet Capture
New Trace p HAT Site To St Flle Dasimload
=4
Fl QoS Remote AccEss Theeat Defense GLI
a
= Select Device* 10.197.224.9 Platform Settings Dynamic Access Palicy I Packst Tracer
g R e X — e FlexConfig Treubleshooting Packet Capture
3 Select the packet type from the Protocol drop-down, and then specify the packat parsr
S Cantificatas
Protocol® TCR or B Upgrade
Source Type* 1By Thireat Delense Lipgrade
Source Port Enter or select a port number {0-65535) Chagsis Upgrada
Inline Tag [0-65533)
| Bypass security shecks foe the simulsted packet T ABow the simulated packet b transrit frem the deviee
| Treat the simulated packet as an IPsec/SSL VPN decryoted packet
Trace Result L] =
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1" File Download | Threat Defense CLI | Packet Capture

New Trace
=
§
z Select Device™ 10.70.73.44 Ingress Interface* Selact Z
i
qs VLAN 1D

Protocol* IcMmP or

Source Type® 1Pv4 192.168.1.2 Destination Type® P4 10.197.226.1

Type* £ (Echo Request) v}

Code* o

Inline Tag

Bypass security checks for the simulated packet Allow the simulated packet to transmit from the device

Treat the simulated packet as an IPsec/S5L VPN decrypted packet

il - |

Trace Result

3. Allow the simulated packet to transmit from the device to replay this packet from the
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Trace Result: @ DROP L T

- Packet Details: 11:59:51.233 - 192,168.1.2 » 10.106,226.1 ICMP

@ PClvrfic:0)

Aaoysiy aoes)

» @ ACCESS-LIST
» @ INPUT-ROUTE-LOOKUP

v @ ACCESS-LIST

Type: ACCESS-LIST
Subtype: log
Result: © DROP

access-group CSM_PW_ACL_ global accass-list GEM_PW_ACL_ advanced deny object-group ICMP_ALLOW ifc PG any ifc QUT any rule-id 268454920 event-log flow-start access-

Config:
EEES list CSM_FW_ACL_ rernark rule-id 268454920: ACCESS POLICY: Port-scan test Mandatory access-list CSM_FW_ACL_ remark rule-id 268454920: L4 RULE: block ICMP
* Additional Information

v @ Result: drop

Input Interface: PC{wrfid:0)

Input Status: up

Input Line Status: up

Cutput Interface: OUT{vrfid:0)

Output Status: up

Cutput Line Status: up

Action: drop

Drop Reason: (acl-drop) Flow is denied by configured rule

Drop Detail: . Drop-location: frame 0x000000aaacdcOebO flow (MA)NA
@ OUT{vrfid:0)
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Mew Trace +
-
3 ——
8
z Select Device* 10.70.73.44 Ingress Interface* - C
2
g
E Select t VLAN 1D 0
Protocol” TCP ar ©
Source Type® 1Pvd 192.168.1.2 Destination Type*® IPvd 10.197.226.1
Source Port® 1234 Destination Port* 443
Inline Tag
Bypass security checks for the simulated packet Allow the simulated packet to transmit from the device

Treat the simulated packet as an IPsec/SSL VPN decrypted packet

Trace Result: @ ALLOW — W ¥ X

& Packet Details: 12:03:30.612 - 192.168,1,2:1234 > 10.197.226,1:443 TCP
@ PClvrfic:0)

» @ INPUT-ROUTE-LOOKUP
> @ ACCESS-LIST
» @ CONN-SETTINGS
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| [ | File Download | Threat Defense CLI Pack
New Trace 3 ar
S
B
2 .
F Salect Device® 10.197.224.9 Ingress Interface” outside - C
B
a2
3 packet type from the Protocol dropsBown y the packet paranfiters VLAN ID
Protocal® TCP I Select a PCAP File L
Source Type* 1Pvd Destination Type* IPvd

Source Port® Destination Port* Enter or select 8 port number

Inline Tag

Bypass security checks for the simulated packet Allow the simulated packet to transmit from the device

Treat the simulated packet as an IPsec/SSL VPN decrypled packet

Trace Result
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2.PCAP77ANTHR—RNEDINTY NORKREIE100TT,

3.Pcap7 7ANLDOH A XiE1 MBRBIZCTDHBENHVYET,
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RL—R3IZ., ROYTOEBEANMEBHBIPAYA—ELTRREATVET
Fi'iewa” Managgmr.aﬁthenFar Overview Analysis Policies Devices Objects Integration Deploy Q P @  admin~ WM cecup
packetpararfiEET VLAN 1D ¥
I | | Protocal* uppP -8 single2.pcap L
5‘ Source Type* ] o Destination Type*
g Source Pont® Destination Port* w
§ Infine Tag
Trace Result: @ Error: Some packets from the PCAR file were not replayed. B2 X

o Packet 1: 11:38:21.875534 % Packet Details: 11:58:21,875534 192.168.29.58:60376 > 192.168.29.160:161 udp 80

@ inside{vriid:0)

+ @ Result: drop

Input Interface: inside{vrid:0)

Input Status: up

Input Line Status: up

Output Intarface: NP Identity fe

Action: drop

Time Taken: 0 ng

Drop Reason, (invalid-ip-header) Invalid IP header

Drop Detail; Drop-lecation: frame 0x00005517¢ib 107 10 Now [MA)NA

[ NP Identity Ifc
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https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2024/pdf/BRKSEC-3533.pdf
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