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Define Endpoints

tify the interface on this device, and the remote peer's interface |P address, that form the point-to-point VPN connection. Then, identify

e the connection. Traffic between these networks is protected using IPsec encryptior

Connection Prof-ite Name
Demo_525 Policy Based

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface Remote IP Address
Please select i
¥ Filte
~

[C[q.! te new Virtual Tunnel Interface ]
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IKE Policy

@ IKE policies are global, you cannot configune diffierent policies per VPN, Auny enabled IKE Policies are available to il VPN
connections.
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IKE Policy

) IKE palicies ane global, you cannet configure different policies per VPN, Any erabled IKE Policies are svallable to all VPN
connections.
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IKE Policy

) KE palicies are global, you cannet eonfigure differam policies par VBN, Ary enabled KE Policies are availabie to all VPN
COANBELONS.

ixe version 2 (D) IKE VERSION 1 (@)
IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...
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emote Peer Pre-shared Key
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

|

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful
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View All Interfaces » View Configuration » View Configuration >

Smart License Backup and Restore Troubleshoot

Tier: FTDVE0 - 10 Gbps

View Configuration » View Configuration > REQUEST FILE TO BE CREATED

View_Routing_Z%E
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Routing

Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings

Static HOUIinc_ 0SPF EIGRP ECMP Traffic Zones

CREATE BGP OBJECT

Create BGP_A7< T K~

FIE6: AT7SIVNDBREZIBELET, TemplatellBEBL THRELET. OKRZVZEI L)
YIOULTRELET,

H& 81 : demobgp

BEiR1ASEEEZRELET, as-number2Z YO LET, O—HIASEEEZFEHTANLET
o —OPITIE, Sitel FTDOASES (65511 T,

2778 : IPZ7ORJLZERELE T, ip-protocolz 7)Y I LET, ipvdZBIRLET,

Add New BGP Object

Name Description
demobgp 4
e

Template @ Show disabled ) Reset

iFFrptocol
1 router bgp 6551_

configure address-family [EfsEyeluleiaelalsditn

ipv4

ERBGPA 7> T4 NASNumber_7'0 K JJL

49TH : ESICRELE T, settingsZ2 )Y UL, generalZi&RL T, Show disabledZ& ') ¥
IJLFET,



Add New BGP Object @ X

Name Description
demobgp Y
1
Template @ Show disabled () Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings
address-family ipva _..____._

configure address-family ipv4

ERBGPAT DT U RDOT RL ARE

E#E6+T7 A A% )Y oL T, BETOBGPRY NTJ—VNHREZEMICLET, network-
objectZ# 7)Y IO LET, EEOFERATWRELAAT I IVRNERTL, BRIDZENTEET,
ZOBITR. ATT T ~NEinside 192.168.70.0 ( AT Y 732THER ) £BRLE T,

Add New BGP Object ®@ X
Name Description

demobgp >
Template & Hide disabled Q Reset

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast
configure address-family ipv4 general v

distance bgp 286 200 200

ERBGPA 72 T U NEBMERY NT—7



Add New BGP Object ® X

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast

IPV4 Network address

o e

network I

‘cy OutsidelPvdDefaultRoute Network

'y OutsidelPv4Gateway

‘0 any-ipvd Network

any-ipv6 Network

ERBGPA 7 T U NEBMZY ND—22

BRI+ TAAZ20) Y oL T, BRETBGPRA/N—BEERHRERETCEDLSICLET,
neighbor-addressz 2 )Y 7L, ET7OBGPRA/N—T RLAZFETAHOLET., COHITRE
. 169.254.10.2 ( Site2 FTDOVTIIP7 RL A ) T9, as-numberzZ )Y UL, ET7DASES%Z
FETAALET, COBHITIE, 655101%Site2 FTDA T, config-optionszE 2 1JY I L T,
propertiesZEIRL £ 7,



Add New BGP Object

Name Description
demobgp y
/4
Template & Hide disabled () Reset

router bgp 65511
configure address-family ipv4a -«
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside

ct Configuration Option

configure neighbor 169.254.108.2 remote-as

properties

Create_BGP_Object_NeighborSetting ( FX7E )

E#R14+TFTAAZ 2V OLT, BRTERAN—O—BOT7ONT 1 ZFRETEDRSICLE
9, activate-options& V1) Y U L T, propertiesZi#EIRL £7,



Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled ()} Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 28 288 200

network inside_192.168.70.0 v

configure neighbor 4,18.2  remote-as

neighbor 169.254.18.2 remote-as T
Select Configuration Option

configure neighbor 169.254.10.2 activate activate—optionsv

properties I

Create_BGP_Object_NeighborSetting_ 7' /N7 «

mB13+7 A2 0)vOLT, MBILBERAT VIV ERRTEDLSICLET,
settingsZ 7 1J Y U L T, advancedZ®#IRL £7,



Add New BGP Object

Name Description
demobgp >
"
emplate ide disablec eset
Templ & Hide disabled R

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0 v

configure neighbor 16¢ :
g g Select Neighbor Setting

neighbor 169.254.10.2 remote-__
configure neighbor 169.254.18.2 remote-as
configure neighbor 169.254.18.2 activate

general
neighbor 1 54.18.2 activate

advanced

migration

ha-mode

Create_BGP_Object_NeighborSetting_Properties_Advanced ( &E%E&E )

m B 18:optionsZ V)Y U L, disableZi&IRL T, NAMTUTF 4 AH/ND) ZEIMICLE T,



Add New BGP Object

Name Description
demobgp y
Z
Template & Hide disabled O Reset

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200 200

network inside_192.168.706.8 v

configure neighbor 169
neighbor 169
configure neighbor 169.254.18.2
neighbor 169.254.18.2 password
configure neighbor 4.10.2
neighbor 1 54.16 version

options (optional)
neighbor 1 et EransSpoRtREOne tion mode oot ion -

neighbor 169 .16 transport path-mtu-discovery [elolafelER"

configure neighbor 16 54.10.2 activate pro

neighbor 169 4.18.2 activate disable

Create_ BGP_Object_NeighborSetting_Properties_Advanced_PMD7 0 /\F 1

E#R14, 15, 16, 17:-REX>20UYy LT, BREEMILET, RIZ. OKREZZZIUY D
LTBGPA7 T IORNEREFLET,



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

Create_BGP_Object_DisableLines ( #7332 )

RIZ, COBINBGPRENHMEZRLET, BN _—XICETVT, TOMOBGPREZITS
CENTERY,



Name Description

demobgp
y
Template & Hide disabled ':D Reset

router bgp

configure address-family  ipv4 v

address-family ipv4 unicast
configure address-family ipv4
distance bpgp

configure neighbor )54.10.2 remote-as 65518
neighbor 169.254.18.2 remote-as 65510

configure neighbor 169.254.18.2 remote-as advanced v

neighbor 16 4.18.2 transport path-mtu-discovery
configure neighbor 16 4.18.2 activate properties v

neighbor 169.254.18. activate

Create_BGP_Object_Final_M#IE

FIE7 : BGPRENEEZEALFT,

i g

1= ™y : admin bl
Monitoring Policies Objects 2/ Administrator SInee
QUHHH;.
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP OSPF EIGRP EGMP Traffic Zones
1 object
T DESCRIPTION

1 demobgp
Deploy_BGP_g&E

ATYT 8: ZNT, Sitel FIDORENTTLEL =,



Site2 FTD VPN#& &K U'BGP%Z
73 ~ TERVBLET,

CLIT?Site1 FTD& Site2 FTDDFRE DB E

RETBICIE, Site2 FTDOXM ST BD/NFX—XR&EZFEAL T, ATV

H4 N FTD

H4 N2FTD

NGFW/N—>327.4.2

interface GigabitEthernet0/0

nameif/\ 58

ctsN_a1TI

propagate sgt preserve-untag ( sgtD R/ 2 J R & {515
)
policy static sgt disabled trusted ( EETE 3R> —A X
T4 Y JsgtiEX )

EF¥a1V)F1LARIO

ip address 192.168.30.1 255.255.255.0

interface GigabitEthernet0/2
nameifA &§

EF21UTFT1LAXIO

ip address 192.168.70.1 255.255.255.0

interface Tunnel1

nameif demovti

ip address 169.254.10.1 255.255.255.0

N RIEF LA > R—7 I 4 AOutside

tunnel destination 192.168.10.1

N>R JLE— Ripsec ipv4

tunnel protection ipsec profile ipsec_profile|e4084d322d

A7 TV RNZRY ND—20utsidelPv4dS— KD T A
RAN192.168.30.3

A7 T KNZRY ND—Zinside_192.168.70.0
H7 % v ~192.168.70.0 255.255.255.0

access-group NGFW_ONBOX_ACLZ O0—/VJ)L

access-list NGFW_ONBOX_ACL remark rule-id

268435457 : 7 VAR > — : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id 268435457:
L5 RULE: Inside_Outside_Rule

access-list NGFW_ONBOX_ACLEEREB/BA T IO KY
JL—7" |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id

NGFW/N—>327.4.2

interface GigabitEthernet0/0

nameif/\ 58

ctsN_—aTI

propagate sgt preserve-untag ( sgtDR1F/ X J R = (515
)

policy static sgt disabled trusted ( S TZ 3R> —AX

T4 Y TsgtiERD )

TtF21U)FT14LARILO

ip address 192.168.10.1 255.255.255.0

interface GigabitEthernet0/2

nameif &§

EF1UFT1LAXIO

ip address 192.168.50.1 255.255.255.0

interface Tunnel1

nameif demovti25

ip address 169.254.10.2 255.255.255.0

N RIEF LA > R—7 I 4 AOutside

tunnel destination 192.168.30.1

k> ZIJLE— Ripsec ipv4

tunnel protection ipsec profile ipsec_profile|e4084d322d

F72 T KMZRY ND—20utsidelPvdS— KT T A
RAN192.168.10.3

A7 19 KM%Y NDJ—7Zinside_192.168.50.0
H#7 % v ~192.168.50.0 255.255.255.0

access-group NGFW_ONBOX_ACLZ O0—/V)L

access-list NGFW_ONBOX_ACL remark rule-id

268435457 : 7V 2 AR — : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id 268435457:
L5 RULE: Inside_Outside_Rule

access-list NGFW_ONBOX_ACLEEREEA T IO KY
JL—7" |acSvcg-268435457 ifc inside any ifc outside any
rule-id 268435457 event-log both

access-list NGFW_ONBOX_ACL remark rule-id

268435458 : 7 V2 AR — : NGFW_Access_Policy




268435458 : 7 VAR — : NGFW_Access_Policy
access-list NGFW_ONBOX_ACL remark rule-id
268435458:L5 RULE:Demo_allow

access-list NGFW_ONBOX_ACL advanced permit object-
groupdN > RZEZRITL T, |acSvcg-268435458 any rule-
id 268435458 event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : 77
AR > — : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1: L5
RULE: DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65511

bgp log-neighbor-changes

bgp router-id vrf auto-assign ( VRFEEZ|V) 4T )
address-family ipv4 unicast

neighbor 169.254.10.2 remote-as 65510

&4 /¥—169.254.10.2 transport path-mtu-discovery disable
neighbor 169.254.10.2 activate

network 192.168.70.0

no auto-summary

no synchronization

exit-address-family

S8&8)L— 80.0.0.0 0.0.0.0 192.168.30.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
7°0 kN J)lesphE 5 1taes-256 aes
7°0 hO)lespZE A tEsha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes4608000

set security-association lifetime seconds 28800 ( =+ 1 ')
TATISI—=232DF74A7 31 LEWHTERE )
crypto ipsec security-association pmtu-aging infinite

1) 7 Nikev2R 1)< —1

&5 {taes-256 aes

E & 1Msha256 sha

group 14

prf sha256 sha

lifetime seconds 86400 ( 54 7 24 LABE )

crypto ikev2 policy 20

access-list NGFW_ONBOX_ACL remark rule-id
268435458:L5 RULE:Demo_allow

access-list NGFW_ONBOX_ACL advanced permit object-
groupdN > RZEZRITL T, |acSvcg-268435458 any rule-
id 268435458 event-log both

access-list NGFW_ONBOX_ACL remark rule-id 1 : 77 &
AR > — : NGFW_Access_Policy

access-list NGFW_ONBOX_ACL remark rule-id 1: L5
RULE: DefaultActionRule

access-list NGFW_ONBOX_ACL advanced deny ip any any
rule-id 1

router bgp 65510

bgp log-neighbor-changes

bgp router-id vrf auto-assign ( VRFEEZ|V) 4T )
address-family ipv4 unicast

neighbor 169.254.10.1 remote-as 65511

&4 /¥—169.254.10.1 transport path-mtu-discovery disable
neighbor 169.254.10.1 activate

network 192.168.50.0

no auto-summary

no synchronization

exit-address-family

S8&8)L— ~0.0.0.0 0.0.0.0 192.168.10.3 1

crypto ipsec ikev2 ipsec-proposal AES256_SHA256
7°0 KN J)lesphE 5 1taes-256 aes
7°0 hO)lespZE A tEsha-256 sha-1

crypto ipsec profile ipsec_profile|e4084d322d

set ikev2 ipsec-proposal AES256_SHA256

set security-association lifetime kilobytes4608000

set security-association lifetime seconds 28800 ( =z 1 ')
TATISI—232DF74AT7 341 LEWHTERE )

crypto ipsec security-association pmtu-aging infinite

1) 7 Nikev2/R 1)< —1

&5 {taes-256 aes

E & 1Msha256 sha

group 14

prf sha256 sha

lifetime seconds 86400 ( 54 7 24 LABE )

crypto ikev2 policy 20




&5 {baes-256 aes-192 aes

& & Msha512 sha384 sha256 sha
JI—7212016 15 14

prf sha512 sha384 sha256 sha

lifetime seconds 86400 ( 54 7 24 LABE )

crypto ikev2 enable outside

FJIN—TR1)Z — |s2sGP[192.168.10.1 A ZB
JIN—7KR1)— |s2sGP[192.168.10. 18 1%
VPNK > X)L 7'0KJIKEV2

tunnel-group 192.168.10.1 3 4 Z'ipsec-12I
tunnel-group 192.168.10.1—fi% /& 1%
F7AINNITI—TR1) > — |s2sGP|192.168.10.1

tunnel-group 192.168.10.1 ipseci® 1%
ikev2l) E— NERSEE gL G —
ikev2[d— jJ)l/wu\nIEg Hu#ﬁ:\:_*****

&5 {taes-256 aes-192 aes

& & Msha512 sha384 sha256 sha
JI—7212016 15 14

prf sha512 sha384 sha256 sha

lifetime seconds 86400 ( 54 7 24 LBE )

crypto ikev2 enable outside

FJIN—TR1)Z — |s2sGP[192.168.30.1 A EB
JI—7KR1)— |s2sGP|192.168.30.1/& 1%
VPNK > X)L 7'0KIKEV2

tunnel-group 192.168.30.1 3 4 Z'ipsec-12I
tunnel-group 192.168.30.1—fi% /& 14
F7AINNITI—=T7R) > — |s2sGP|192.168.30.1

tunnel-group 192.168.30.1 ipsec/& %
ikev2l) E— NERSEE gL G —
ikev2[d— jJ)l/wu\nIEg Hu#ﬁ:\:_*****

i3

C T,

oy
51

RENFERBICHELTVRAESHZ

ATYT1:

BELET,

V=) EEESSHEFEAL TEFTDOCLICEE L. show crypto ikev2 sa 1~

> R&show cryptoipsec sa N> REFEALTT7 I—AK1ET7 T —X2OVPNAT—R A ZHERR

x5

H4 MFTD

Y4 N2FTD

ftdv742# show crypto ikev2 sa
IKEv2 SA:

v 3VID134, RT—RAR:TFIT747,
IKEADO>N 1, FAIN 1

Tunnel-idO—2A )L E— MMvrflivif A7 —2 A D
=&

563984431 192.168.30.1/500
192.168.10.1/5007' O0—/Y)L/7 O—/N LRt s L
ARVH

E51t : AES-CBC, ¥F—H 14X :256, /\¥v:
1 : SHA256, DHYI)IL—7" : 14, FRRIiES
: PSK, FREEMREE : PSK

ftdv742# show crypto ikev2 sa

IKEv2 SA:
tv>3arviD13, AT—RAR:TIF147,
IKEAD>N 1, FAIOK 1

Tunnel-idA—AHJL ) E— MMvrflivif A7 —X A D

%=

339797985 192.168.10.1/500

192.168.30.1/500% O—/N)L/Z' O—/NIL g«

—2I—X&

51t : AES-CBC, ¥—H 1 X : 256

1 : SHA256, DHY I —7": 14, %%
: PSK, FREEHREE : PSK

%-r B/ 7 0T 4 7R : 86400/74099%)

Ffsa: O—AHJ)tEL £%0.0.0.00 ~

255.255.255.255/65535

Y
E%

b= 1111}
\l




FEwIT VT 4« 7HEE : 86400/5145%

Fsa: O—AHJ)EL 2420.0.0.000 ~
255.255.255.255/65535

JE—h~tL 2%0.0.0.0/0 ~
255.255.255.255/65535

ESP spi in/out:0xf0c4239d/0xb7b5b38b

)E—HKEL 2%0.0.0.000 ~
255.255.255.255/65535
ESP spi in/out:0xb7b5b38b/0xf0c4239d

ftdv742# show crypto ipsec sa

4227 IT—A: demovti

5N Y 7 XY _ vti-crypto-map-Tunnel1-
0-1, >—T 2 AES :65280, O—AHILTF RL
A :192.168.30.1

Protected vrf(ivrf) : ' O—/\)L
A —7/lid (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

I)E— Kid (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)
current_peer:192.168.10.1

#pkts A7 LAt : 5720, #pkiskEEH1L : 5720,
#pktsX A2 T AN : 5720

#pktsTH ¥ v 7' : 5717, #pktsBH1L : 5717,
#pkts#RELE : 5717

E#E#pkts: 0, FEHERRBR#pkts: O

#pkts ERE/& L : 5720, #pktsEEMEICKEL : 0.
#pkts EMERERRICKER . O

#pre-fragiZh : 0, #pre-fragk B : 0. #ER
#fragments: 0

REE#PMTUs: 0, #PMTUs rcvd: 0, B &4
Eg#decapsulated 757 : 0

#TFC revd: 0, IXE#TFC: 0

#Valid ICMPILZZ— : 0, #lnvald ICMPIZ—
: 0

#sendLZ7—: 0, #recvIZ—: 0

A—AILBSIY RKRA2 K~

: 192.168.30.1/500, JE—RNEEHLI> RAR
1428 :192.168.10.1/500

JNAmtu 1500, ipsecHA—/Y—A Y R78(44), X
74 7 mtu 1500

¥ V) pmtubFR (# ) :0. DFRD 2 — : copy-df
ICMPIZ —#&5E : &%, TFC/NT Y b @ &%)

ftdv742# show crypto ipsec sa

A>27 I—XA: demovti25

5N Y 7 XY _ vti-crypto-map-Tunnel1-
0-1, >—T 2 AEF 65280, O—HILT RL
A :192.168.10.1

Protected vrf(ivrf) : ' O—/\)L
A —7/lid (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

I)E— Kid (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)
current_peer:192.168.30.1

#pkts h 7 )Lt : 5721, #pkiskES1L : 5721,
#pktsHX A2 T AN : 5721

#pktsTH ¥ ¥ 7' : 5721, #pktsBH1L : 5721,
#pktstRELE : 5721

E#a#pkts: 0. FEHE#RBR#pkts: O

#pkts ERE/R L : 5721, #pktsEEMEICKEL : 0.
#pkts ERERERRICKER . O

#pre-fragZh : 0, #pre-fragk B : 0. #ER
#fragments: 0

EE#PMTUs: 0, #PMTUs rcvd: 0, BRI &4
Eg#decapsulated 757 : 0

#TFC revd: 0, IXE#TFC: 0

#Valid ICMPLZZ— : 0, #lnvald ICMPIZ—
: 0

#sendLZ7—: 0, #recvIZ—: 0

O—AIES{I> RKRSA S

: 192.168.10.1/500, JVE—RMESI{LI > RR
14>k :192.168.30.1/500

JNAmtu 1500, ipsecFA—/N—AY R78(44), X
T 4 7 mtu 1500

¥ V) pmtubFR (# ) :0, DFRD > — : copy-df
ICMPI S —#&&E : 8%, TFCNT Y N : &%)




BEDOF Y N> Rspi:B7TB5B38B
RTE D ESspi:FOC4239D

inbound esp sas:

spi: 0xFOC4239D (4039386013)

SADREE . TUT47

transform:esp-aes-256 esp-sha-256-hmac, FE
ML

FEAPORRE={L2L, b2 FI, IKEV2, VTI, }
AOY B~ : 0, conn_id:266, BB Y 7 : _ viti-
crypto-map-Tunnel1-0-1

sa%A 2T BYOF—OEMEHE (kB/#¥
) : (4285389/3722)

IVH A X :16/81 K

D7LABREOYR—K Y
FoFIOTLAEY NYXYT .

OxFFFFFFFF OxFFFFFFFF

outbound esp sas :

spi: 0xB7B5B38B (3082138507)

SADREE . TUOT147

transform:esp-aes-256 esp-sha-256-hmac, K
ML

FRAPOFRE={L2L., bR, IKEV2, VTI, }
AOY K :0, conn_id:266, BEFNYY 7 : _ vti-
crypto-map-Tunnel1-0-1

saRAM XY BRYOF—OBEMWE™E (kB/#¥

) : (4147149/3722)

IVH 4 X :16/N4

D7LABREOYR—K Y
FoFIUTLAEY NI YT :

0x00000000 0x00000001

BEOT I NN RspitF0C4239D
B Q& {Sspi:B7B5B38B

inbound esp sas:

spi: 0xB7B5B38B (3082138507)

SADREE . TUT47

transform:esp-aes-256 esp-sha-256-hmac, £
ML

FEAPORRE={L2L., b FI, IKEV2, VTI, }
AOY N :0, conn_id:160, BB Y 7" : _ viti-
crypto-map-Tunnel1-0-1

sa%AM T BYOF—OBEMEE (kB/#¥
) 1 (3962829/3626)

IVH A X :16/81 K

D7LABREOYR—K Y
FoFIOTLAEY NV T

OxFFFFFFFF OxFFFFFFFF

outbound esp sas :

spi: 0xFOC4239D (4039386013)

SADIREE . TOT47

transform:esp-aes-256 esp-sha-256-hmac, K
ML

FRAPOFRE={L2L. b XL, IKEV2, VTI, }
AOY K :0, conn_id:160, BEFY Y 7" : _ vti-
crypto-map-Tunnel1-0-1

saXAM XY BRYOF—OBEMWE[E (kB/#¥

) : (4101069/3626)

VH 4 X :16/N4

D7LAREOYR—K Y
FoFUTLAEY NI YT :

0x00000000 0x00000001

AT Y 7 2: show bgp neighbors 1Y > K &show route bgp X > RZFEHA L TBGPAT—X A
ERRIBEH, AV —IILELFESSHERTEFTDOCLICBEL E T,

H4 M FTD

H4 N2FTD

ftdv742# show bgp neighbors

BGPX A /N—1%169.254.10.2, vrf single_vf, 1J
E—BMAS 65510, A&

BGP/X\—> 324, UE—KNI—ZID
192.168.50.1

BGPIR &&= Established, up for 1d20h
Bi&FEAELY) 00:00:25, BRIREBEIAHK
00:00:45, {REBEFREIF 180, ¥F—T T 54 7BER

ftdv742# show bgp neighbors

BGPX A /N\—1%169.254.10.1, vrf single_vf, 1J
E—BMNAS 65511, A9

BGP/N\—> 324, UE—KNIL—ZID
192.168.70.1

BGPIR &&= Established, up for 1d20h
B&FEAELY)00:00:11, RIREBEIAHK

00:00:52, REKMEIE180, F—TT7 54 JHMR




607

ZAN—tvar:

1705747, ILFEYZa>HHBETREREL
(|EX)

A N—18E -
I—KDUT7Lv>2
(#H )

AF 0T Y N DASNEEEE -
21E
FRLAZ7Z7IZUIPVAIZF Y AN TRNZ
A ABLVFZE

NILFtysa #ee

XYy tE—8E

INQMRE (X0

OutQMxR = 140

T RNBAXELVRIE

T RNBAXH RV

EEERRZE

FHA 11

BHI: 00

TYTTF—N:22

F—TT A7 ;2423 2427
JI—KUZLY<2:00

A5 1 2426 2430

T RNZALA XX NETEROT 72 MO
NEBIF30RTT

FTRLAZ77ZU IP4AI1I-_F+¥ A

v 3> :169.254.10.2
BGPF—7 I /IN—23 >3, RA4/N—/)N\—> 3
> 3/0

HAFI1-—HLX:0

Index 1

TYTF—=RNITIN=T A N—1%
EEBEAZE
TL7AYIOARTITAETA
BEODTL7A4UX:11(80/N1 MN&EHE)
L7414 0AREE 11
EEAEEYEL - 00

B REY/SE - 00

BE/NAELTHEH n/fa 1
NILFNAELUTHEARA: L0

TIORNDY RZEF
O—ALRIVS—THEBENLETLTAVYIA

COETHASOFEE/NA : 178L

&60%

XAN—tvar:

1705747, ILFEYZa>HBETEREL
(|EX)

A IN—HEE -
I—KNDUT7Lv>2
(#H )

AF 0T Y N DOASNEEEE -
215
FRLAZ7Z7IZUIPVAIZF Y AN TRNZ
A ABLVZE

NIILFtya #ee

XY tE—28E

INQMRE (X0

OutQ®MxR= 140

T RNBAXE LV RIE

T RNZAXH R

REERXZE

B%E 11

BH : 00

TYTTF—K:22
F—TTS47 ;2424 2421
I—KU7LY>1:00

A5t 2427 2424

TP RNZRAAXY NETERBOT7 2L MDO&K
NEEIKIOWTT

FTRLAZ77ZU IP4AI1I-F ¥ A

v 3> :169.254.10.1
BGPF—7II/N—2 329, RA4/NN—/)N\—> 3
>9/0

BAaF1—H4X:0

Index 4

TYTTF—=RNIIN—=—TAX)N\—x 4
EEBEAZE
TL7AYIOARTIOTAET A
BEOTL7AUA:11(80/V1 N%EHE)
TL74O0RE5 11

RSBV ELY)SEL : 00

B REYEIE - 00

BEBE/NAELTHEHA n/a 1
NILFNAELUTHEAR: L0

TORNNDYREE
O—ANLKRIS—THERENETLTAYIR

COETHASOFEE/NA : 17&L




&%t:10
EEESNETY7TTF—RNADONLRIOE : &K
1. &/MO

TFRLARZYFINBMCBE>TVRIEE
. RIBIC1£169.254.102\DI)L— KA HVET
i hiz#EHK1., kOY 70

IR0 Y MEiITHhiEL

Transport(tcp) path-mtu-discovery A" 7 1 £—7
NEBE2TWD
TJL—A7IL)AZ—RNAED

&5t:10
EEESNETYTT—RNAONLRIOE : &K
1. &/MO

TFRLARNZYFINEMIBE>TVRIEE
. RIBICIE169.254. 101 \DI)IL— KA BV ET
Eftlkd4zmEyL, ROY 73

Y2 AVIDAUVER—TIARTIVTILLD
&#EN1d21hJ Y ~

Transport(tcp) path-mtu-discovery" 7 4 £ —7
NEBE2TWD

TJL—A7IL)AZ—RNHED

ftdv742# show route bgp

d—R:L-AO—AJ, C-##H. S-ARAXTA
vJ,. R-RIP, M—E/N1)J)L, B-BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFAEER A 71, E2- OSPFARR AT
2. V-VPN

i-1S-IS, su-IS-ISOBE, L1-IS-ISLXIJL1,
L2 -1S-ISLXJL2

ia:IS-ISTUT7E., *: &@ETF74)IbN, U: 11—
HWZEOARERT1YIIIL—hK

0:ODR, P: EHWICAVO—RENBD AR
TAYIII—h, +: BRIL—K

Sl: AZF 14 Y JlnterVRF, BI:BGP InterVRF
Gateway of last resort is 192.168.30.3 to
network 0.0.0.0

B 192.168.50.0 255.255.255.0 [20/0]#%H
169.254.10.2, 1d20h

ftdv742# show route bgp

d—R:L-O—HJ, C-##H. S-ARAXTA
vJ, R-RIP, M—E/N1)J)L, B-BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF
NSSA external type 2

E1- OSPFAEER A 71, E2- OSPFARR AT
2. V-VPN

i-1S-IS, su-IS-ISOBE, L1-IS-ISLXJL1,
L2 -1S-ISLXJL2

ia:IS-ISTUT7E., *: &E@ETF74)bN, U: 11—
YEEOARRT1YIIL—hK

0:ODR, P: EHMNICA V> O—REhBDAX
TAYIII—h, +: BRIL—K

Sl: AZFT 14 Y JlnterVRF, BI:BGP InterVRF
Gateway of last resort is 192.168.10.3 to
network 0.0.0.0

B 192.168.70.0 255.255.255.0 [20/0]4F 1 169.254.10.1,
1d20h

AT Y 7 3: Site1 Client& Site2 ClientA" EWMZpingZ EFE ICETLE T,

Site17 54T~

Sitel_Client#ping 192.168.50.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5),

round-trip min/avg/max = 31/56/90 ms




BYAR20T4T2

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/39/71 ms

NSTILT1—RK

CITR. REORNITAS 1T I BATEBERERLET,

Zh5NDdebugdN Y REFEHALT, VPNEIZIVDODRT TN 21—F120%

EFXT,

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

F5CENT

ZhsDdebugdN > REFEAL T, BGPEIZIDORT TN 1—FT 12T B{TSZENT

EFXT,

ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all A1l address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vphv4 Address family
vpnv6 Address family
vrf VRF scope

<Ccr>



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



