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Edit Metwork Object (7]

Name

CEEC DO

Decnglion

Metaork
Host Range MNetwork

CEEC O COHTH

Mote
You can use FODN network objects in access, prefiler and transiated destination in MAT rules only

Lioooup:
o wnthin 1Pvd addreésses only -

Allowr Overnides

E R 1.Network ObjectX — 1 —

AT Y 7 2 : Objects > Object Management > Access List > Extended® JEIZi#IR L T, ILRT ¥
EAVANEZERLET,


https://tools.cisco.com/bugsearch/bug/CSCuz98322

Extended (=]~
* AAA Server L

v Access List An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-ldentifies traffic based on destination address only. Identifies trafi
Extanded 1 and destination address and ports. Supports IPv4 and IPvE addresses. You use these objects when configuring particular features, such as route maps.
Standard

> Address Fools HName Value Cverride

Application Filters.
AS Path

BFD Template
Cipher Suite List

> Community List
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Edit Extended Access List Entry [7]
© Allow v
Logging:
Default v
Log Level:
Informational v
Log Interval:
Sec.

Metwork Port @ Application @ Users @ Security Group Tag

Available Networks (™ + Source Networks (0) Destination Networks (0)
2, cisco 4 any any

Add to Source
[ Add to Destination

I Enter an IP address | I Enter an IP address I
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ATY7 3. EYRTERWIL—IZERL T, HRACLZERL ., PBREREICEATESD LS
ICLET,



Add Extended Access List Entry

Action:
[ 2 Allow v ]
Logging:
[ Default v ]
L
Log Level:

Informational w
Log Interval:

Sec.
Metwork Port O Application 0 Users @ Security Group Tag

Available Networks (> Source Networks (1)

Destination Networks (1)

[ 1 Search by name or value l 192.0.2.10/32

any Add to Source
any-ipwd Add to Destination

any-ipve
GW-10,100.150.1

IPvd-Benchmark-Tests

IPv4-Link-Local

4EY RNTEBWTFIEAVARNIL—IDH

o 192.0.210/32

ca s I m

ATY7 4. FQDNAT7Z IO N EERALUTCFIDENRET ST V/AOY MO—IIRY S —
(ACP)TIL— 2B TBBENHYET, FMCIFFQDNA 72 T NZFTDICEAT R 128,

FlexConfigZ7 72 TV RN ENLTSBTEET,

I Add Rule

MName  New-Rule-#1-ALLOW Action | £ Allow w

Insert |into Mandatory W Intrusion Policy |1

Q Zones Metworks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
——
Showing 15 out of 15 Selected Sowces: 1
Networks Geclocations Collapse All
s By (Network 0.0.0.0/0,:/0 wer |~ 1 Object
any-iped (Mol 0.0.0.000 .
any-ipv =}
Iﬂ cisco.com (Nefwork v I cisso.com

I1Pvd-Banchimark-Tests. (7 198.18.0.0/15

5FQDNA 72 T N &2 EBACPIL—I

(7]
B Time Range  None w Rule Enabled
able Set w B File Policy  Mone w
@, Selected Destinations and Applications: 1 a,
Remove Al Rermove All

weT | ~ 1 Object

AT Y 75 : Devices > Device Management CFTDICEE) L. Routing2 7 ZiZRL T, Policy
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whmh,  Firewall Management Center
€1ses vices | Secure Firewall Routing

- 10.100.150.33 m

o Cisco Secure Firewall Threat Defense for Vidware

]
- Dovice  Interfaces  Inline Sets DHCD VTEP
Cverview

a Palicy Based Routing
- - Manage Virtual Routers Spacify ingress interfaces, match criteria and sgress interfaces 1o route traffic accordingly. Traffic can ba routed acrass Egress interfaces accordingly

| Giobal ’ J Configure Interface Priority
=) "
e Virtual Rouler Properties Ingress interfaces Match criteria and forward action
ECMP There are no PER policies defined yel Start by defining the first one.
For stap-by-step guidance on configuing a policy- based routing policy and ading applications, lsunch the How-To,
- BFD
Devices ospE
< OSPFV3
Objects ERGRP
& Policy Based Routing
Integration
o e
1Pvd
Py
Static Route

w  Multicast Routing

X 6.PBRXZ1—
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Add Forwarding_Actions ®

Match ACL: * [fqdn v ] —
Send To: * [Egress Interfaces v ]
Interface Orderin... [Interiace Priority v ] o
Available Interfaces Selected Egress Interfaces *
[ Search by interface name ] Q
Priority Interface
Priority Interface 0 outside O
0 inside -+

K 7PBRA 2 —7 I A AEACLERXZ1—

F )& 7 : Objects > Object Management > FlexConfig > Object® JEIZIZIRL ., HLWATZ T U K
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Add FlexConfig Object

Mame:

= )

o )

s Copy-pasting any rich text might i Eine breaks while CLL Please verify the CLI before deployment.

Insert v | 7] Deployment: [ Everylime v J I'ype:l [ Append

Insert Policy Objact 2| Text Object

Insert System Variable  * | Metwork

Ingert Sacrat Key Security Zones

Standard ACL Object

Extended ACL Object I

Route Map

B 8.FlexConfigZA 72 TV RSREXZ1—

AT Y 7 8 : Insert > Extended ACL Object®D JEIZEIRL . ZEEICHEF 24T, BICERL LR
ACLZEBIRLE T, EHNFEAL BRI TEMENET,



Insert Extended Access List Object Variable ®

Variable Name:

[ fgdnacl ]

Description:

| |

Available Objects (™ Selected Object

Q. Search fqdn 0

Cancel m

K 9.FlexConfigZA 7> T U N OZEHDOER
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<#root>

access-li $

extended pernit ip any object



AT Y 710 : FlexConfigZ 72 T % N %ZEverytime > Append& UL TREL £ 9,

AT Y 7 11:Devices > FlexConfig® T 1= & % FlexConfig Policy X — 1 —IZBEL £,

D Devices X
Home
a Device Management VPN Troubleshoot
Overview
Template Management Site To Site File Download
il NAT Remote Access Threat Defense CLI
Analysis
QoS Dynamic Access Policy Packet Tracer
V)
o Platform Settings Packet Capture
Policies
FlexConfig v Snort 3 Profiling
[« )
Devices Certificates Troubleshooting Logs
@
Objects Upgrade
a_ Threat Defense Upgrade
Integration

Chassis Upgrade

B 10.FlexConfigl R —XZ1—ADO/NA

AT Y7 125 L WFlexConfigiR ) 2 —&EKT B A, FIDICT TICEIYHTShTWBRI D —
ZBIRLET,



ol New Policy |
Home

= FlexCanfig Palicy Status Last Modified

Overview —
T i 1 i 4-10-14 11:5%
test lex argeting 1 device(s) ) 202 4 0 59.39 adshb
Up-to-date on all targeted devices Modified by “admin® ’
il

Analysis

2

Palicles

Devices

B 11.%7 L LFlexConfigrlR 1) 2 — D iRE £ 1z FERK
AT Y 7 13FlexConfigA 72 TV hERD—IZEBML, RELTEBALET,
= test flex Preview Config I_I[ﬂ

Hore Enter Description
[ ] Policy Assignments (1)
. o1
Overview Avaitable FlexConfia & I i Selected Prepend FlexConfigs
| ®]
I L J # Mame Description
Analysis
User Defined
] “Bf
Poliches System Defined
'] Default_DNS_Configure
- ] " ” 4
= Default_Inspection_Protocol_Disable
Devices .
“b Default_Inspection_Pratoco|_Enable
. “B DHCPvE_Prefix_Delegation_Configure .7 Selected Append FlexConfigs
Objects .,9 DHCPvE_Prefix_Delegation_UnConfigurg
“H DNS_Con figure # MName Description
3 a :
a2 DNS_UnConfigure i
Integration ! adn
o3
B Eigr

B 12.FlexConfigZ 72 T ¥ k ZFlexConfig7/R ) 2 —I(ZE 0

=3
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<#root>
firepower#

show run interface gi0/0

I
interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.100.151.2 255.255.255.0

policy-route route-mp FMC_GENERATED PBR 1727116778384
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<#root>
firepower#

show run route-map FMC_GENERATED PBR 1727116778384

!
route-map FMC_GENERATED_PBR_1727116778384 permit 5

match i p address fqgdn

set adaptive-interface cost outside

TOEAJVANCZR, SBADOKRANE, FlexConfigZEEAL TEML ZBMIL—ILFIEENT
WET,

<#root>
firepower#

show run access-list fqgdn

access-1list fqdn extended permit ip host 192.0.2.10 host 192.0.2.10

access-list fqdn extended pernmit ip any object cisco.com

EERELTADAVER=—TI(ANSNTY RRL—HZETLT, PBRZI—XICEEL
CEETERTERY,

<#root>
firepower#

packet-tracer input inside tcp 10.100.150.1 12345 fqgdn ci sco.com 443

Mappi ng FQDN ci sco.comto | P address 72.163.4. 161

[...]
Phase: 3

Type: PBR- LOOKUP

Subtype: policy-route
Result: ALLOW



ETapsed time: 1137 ns

Config:
rout e-map FMC_GENERATED PBR 1727116778384 pernmit 5
match i p address fqgdn
set adaptive-interface cost outside
Addi tional Information:
Mat ched rout e-map FMC_GENERATED PBR 1727116778384, sequence 5, permt

Found next-hop 10.100. 150. 1 using egress ifc outside

[...]
Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: outside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 140047752 ns

— iR By 75 B
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firepower# show run access-Tist fqdn
access-1list fqdn extended permit ip host 192.0.2.10 host 192.0.2.10
firepower#
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<#root>
firepower#

pi ng cisco.com

A

ERROR: % | nval i d Host nanme

DNSEREZTZEL £ T, BEARELEDNSY NI —NTIL—TICHFEEL. RXA LY IOTY
TAVE—TIA AN ETNSICEETEDHRENHYET,

<#root>
firepower#

show run dns

dns donai n-1 ookup outsi de

DNS server-group DefaultDNS
DNS server-group dns

name- server 208.67.222. 222

name- server 208.67.220. 220

dns-group dns

firepower#

pi ng 208.67.222. 222

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 208.67.222.222, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 170/202/280 ms
firepower#

pi ng cisco.com



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 72.163.4.161, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/140/190 ms.
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