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B Addnpss and Subnet sk

169.284.10.1 i M
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FTD_Create_VTI_Details
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Interfaces Routing Updates System Settings
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Smart License Backup and Restore Troubleshoot
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Vinw Conflguration ¥ Wiew Configuration » RECUEST FILE TO BE CREATED Sib R o
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
T Includes: FlexGonflg, Smart GLI Audit Events, Deployment History,
Download Configuration
Vi Configusatian » Configunn » Wit Conligairation » View Coaflgisration 3

FTD_Site-to-Site_VPN_View_z&E

ATY7 31 HLWH A NEVPNOER 2B L £9. CREATE SITE-TO-SITE
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New Slte—lD—SIte VPN o Endpoints 2 Configuration 3

VPN TUNNEL
—
l.__c, Local Network [T o m ......................... -
FTDV742

Summary

INTERNET PEER ENDPOINT

Define Endpoints

Identify the interface on this device, and the remote peer’s interface IP address, that form the point-to-point VPN connection. Then, identify
the local and remote networks that can use the connection. Traffic between these networks is protected using IPsec encryption.

Connection Profile Name

Demo_525

Sites Configuration

LOCAL SITE

Local VPN Access Interface

demovti (Tunnel1) w

FTD_Site-to-Site_VPN_T > R7R1 >

Type

e

REMOTE SITE

Remote IP Address

192.168.40.1

AF Y7 3.3:IKE Policylo BB LET. EDITRXVEIUYILET,

o o E]
Firawell Bevce Managor Mesitering Policies Objects Device: fodv742
New Site-to-site VPN @ Endpe o Configurstion
@ VPN TUNNEL
e D
FTONT42

INTERNET

® @ i |2 .~ Wgpcupe

3 Summerdry

PEER ENDPOINT

Privacy Configuration

Select the Intermet Key Exchangs (IKE) policy and enter t

IPsec prop

IKE Policy

rnticate the VPN connection, Then, select the

@ IKE policies are global, you cannot configure diffierent policies per WP, Any enabled IKE Policies are available to ol VPN

cannections.

we version 2 (D) IKE VERSION1 (@)

IKE Palicy
IPSec Proposal
None selected EDIT... (1]

FTD_Edit_IKE_Policy ( R > —DiRE )
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i
!

#L WIKERY



COBITIE, BRFDIKERY > —& ZAES-SHA-SHA ICYIVEBRAET., OKAREZZZIUYILT
®mELET,

¥ Filter

i
.::D AES-GCM-NULL-SHA

‘m AES-SHA-SHA \

@ ) DES-SHA-SHA

&

@ e

Create New IKE Policy

L = J

ATY 7 35: IPSec ProposallcB8LE T, EDITARER>>ZVUYILET,

FTD_Enable_IKE_R1 > —
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New Site-to-site VPN (7) enapon ©
@ VPN TUNNEL
FTONT 42 INTERME PEER ENDPOINT

Privacy Configuration

IKE Policy

) 1XE policies ane global, you cannet configure different policies per VPN, Any enabled IKE Policies are avadable to sl VPN
CONnactions.

IKE VERSION 2 () IKE VERSION 1 l:. :l

IKE Policy

Globally applied EDNT...

IPSec Proposal

e N

FTD_Edit_IPSec_Proposal ( #£% )

ATY7 36: IPSec7OR—HILDEHEEEF, BRICERENENAD—REZERTZ A,
Create new IPSec Proposal 27 )Y VL THLUWNAD—REZEKTEET,
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Select IPSec Proposals

Y Filter SET DEFAULT

el
& AES-GCM in Default Sel

o1
& DES-SHA-1 O "-"*l

ATYT 37 R=DZETICAVO-)IL, BHIHEF—ZRELET. NEXTRE>ZIUY
JLFY,

FTD_Enable_IPSec_Proposal ( 2% )

COEFHEF—EZXEL, BTASATHREL TLKEZL,
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. \ = Monitoring Policies Objects Device: ftdv742 (] - . Administrator esee SECUR

FTONT42 INTERMET PEER ENDPOINT

Privacy Configuration

IKE Policy

) IKE policias are global, you cannot configure differant policies per VPR Any enabled IKE Policies are svailatie to all VPN
COANBELONS.

ixe version 2 (D) IKE VERSION 1 (@)
IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

Lt L]
emote Peer Pre-shared Key
senes

FTD_Configure_Pre_Shared_KeyZ:REL £,

woc (I )

ATY 7 38: VPNREEZBIBLET, TEHNVELBAER. BACK(RED ) REVEVUY Y
LET, BENSTNIE, FINNSSHRZ>>ZOUYOLET,



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

i3 n
VPN Access 0B demovti (169.254.10.1 < PeerIP Address 192.168.40.1
Interface

A
IKE Policy aes,aes-192 aes-256-sha512,sha384,sha,sha256-sha512,s5ha384,sha,sha256-21,20,16,15,14
IPSec Proposal aes,aes-192,aes-256-sha-512,sha-384 ,sha-256,5ha-1
Authentication Pre-shared Manual Key

Qyps _)

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successfu

|

FTD_Review_VPN_Z&7E
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NETWORKS PORTS ZONES APPLICATIONS L

Default Action Access Control @ Block  §, [, ~

FTD_ACP_4i
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€ Ports

FTD_Create_NetObjects

ATV 42 BXYRND—OATS IO NCHEBERERMLET, OKREEIUYIL
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Add Network Object

Name

local_blue_192.168.20.0

Descriptvon

Type
@ MNetwork g Hast

Network

192.168.20.0/24

FTD_VRF_Blue_Network

« &8l : local_red 192.168.10.0
« RAT XY KND—Y
« XY NTJ—7% :192.168.10.0/24




Add Network Object

Ilarmae

local_red_152.168.10.0

Lescription

F

Type
(@) Network 7} Host
N

Il'F-i|4:1'.".r|:rr|-:

192.168.10.0/24
e

FTD_VRF_Red XY hDJ—7

« &8l : remote_192.168.50.0
« RAT XY KND—D
e« XY NTJ—72 :192.168.50.0/24



Add Network Object

difTie

remote_192.168.50.0)

Deascription

Type
(8) Network | () Host () FQDN () Range

e,

Metwork
192.168.50.0/24

- (]

ATV 43 BRUOREIL—RX%ZERL F£F, Device > Routing DIEIZEBEIL F£9, View
Configuration 22 Y VL&Y,

FTD_Remote_Network
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Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 4 of 9 Security Inteligence Feeds Lo 3
View All Interfaces > View Configuration » View Configuration » DG SEfw | Bk
DONS Service
DNS Server
" Hostname
Smart License Backup and Restore Troubleshoot
Time Services
e S5L Settings
Tier: FTDWED - 10 Gbps
View Configuration > View Configuration » REQUEST FILE TO BE CREATED Soe more

FTD_View_Routing_S%5E
AT Y 7 4.4 : Add Multiple Virtual Routers 22 )Y UV L& 9,

AR Outside/ 27 I—AZEHATHHMI/IL—ME. FDMOAHELRICTTICBEEATL
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admin
Administrator

resn
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Firewall Device Manager 5 o s @ @', . @
e Monitaring Policies Objects Device: ftdv742 () @

Device Summary

Routing

[Add Multiple Virtual Routers ] v >~ Commands

Static Routing BGP OSPF EIGRP ECMP Traffic Zones

1 route Y Filter

1 StaticRoute_|IPv4 outside IPvd 0.0.0.0/0 192.168.20.3

FTD_Add_First_Virtual_Router1

AT Y7 45 : CREATE FIRST CUSTOM VIRTUAL ROUTER 22U Y VL&Y,
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"] Firewall Device Manager
u g Manitoring Palicies Objects Device: ftdu742

RO NG R
H
@ @ = Administrator

Device Summary

Routing

Virtual Route Forwarding (Virtual Routing) Description

You can create multiple virtual routing and forwarding
instances, called virtual routers, to maintain separate routing
tables for groups of interfaces. Because each virtual router
has its own routing table, you can provide clean separation in

How Multiple Virtual Routers Work

Multiple Virtual Router mode is enabled automatically if there is at
least one custom Virtual Router.

THREAT DEFENSE

the traffic flowing through the device. ETE

Thus, you can provide support to two or more distinct —— ( h_‘\1 e
T " 5

customers over a common set of networking equipment. You x ¥ X

can also use virtual routers to provide more separation for
elements of your own network, for example, by isolating a
development network from your general-purpose corporate
network.

FTD_Add_First_Virtual_Router2

VIRTUAL ROUTER A

9

VIRTUAL ROUTER B

o
W3
4]
2 0

VIRTUAL ROUTER N

[ CREATE FIRST CUSTOM VIRTUAL ROUTER ]

~ »~ Commands ~

ATV 746 BUORBIL—RICEHIZIMLEZERERBLET, OKRZEZIVYILET
o MUIDIREI—2EERL =&, vifEBGlobalBEINICRRENET,

« &8l : vrf_red

« 42 R%—7 I A RA :inside_red(GigabitEthernet0/1)

Add Virtual Router

ame

vrf_red

Description

terfaces

+

[@ inside_red (GigabitEthernet0/1)

FTD_Add_First_Virtual_Router3

ATYT7T AT 2BBAORBIL—REZERLET,

Device > Routing D IBEIZEEL F¥T. View
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Add Virtual Router

Name
vrf_blue

Description

Interfaces

+

@ inside_blue (GigabitEthernet0/2)

FTD_Add_Second_Virtual Router2lZ&iML £,
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1 Global management
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FTD_View_VRF_Blue
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Virtual Router Properties Static Routing BGP QSPF ECMP Traffic Zones

FTD_Create_Static_Route_VRF_&
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1 StaticRoute_IPvd outside Puvd 0.0.0.0/0 192.168.30.3 1

FTD_Create_Static Route VRF_Z'O0—/\)L
ATV 72 PEBERERBELET, OKAREEIUYHILET,
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encryption aes-256 aes-192 aes
integrity sha512 sha384 sha256 sha
group 21 20 16 15 14

prf sha512 sha384 sha256 sha
Tifetime seconds 86400

ATY710: FIDTRETCNTWBRENDERLU/NTX—2%E&KT DIKEV2 ipsec-proposal & /£
BLULET,

<#root>
crypto ipsec ikev2 1ipsec-proposal

AES- SHA

protocol esp encryption aes-256 aes-192 aes
protocol esp integrity sha-512 sha-384 sha-256 sha-1

ATY 7 1ML Wipsec7’O07 7 A4 ). S8 ipsec-proposalld AT Y 710 THER L £,

<#root>
crypto ipsec profile

deno_i psec_profile

set ikev2 ipsec-proposal

AES- SHA

set security-association Tifetime kilobytes 4608000
set security-association Tifetime seconds 28800

ATY 7T 12IKEV2Z ORI ZEATRDIIN—TRI—%ZERLET,

<#root>
group-policy
deno_gp_192. 168. 30. 1

internal
group-policy demo_gp_192.168.30.1 attributes
vpn-tunnel-protocol ikev2

ATYT 1B ATY T12THER L IZTIN—T RIS —%ZSBL T, EFFTDOOUuUtside IP7 KL A



DRELVITN—TZERLET, IdTRAUEHHABRERELET (AT YTITTER)

<{froot>

tunnel-group 192.168.30.1 type ipsec-121
tunnel-group 192.168.30.1 general-attributes
default-group-policy

deno_gp_192. 168. 30. 1

tunnel-group 192.168.30.1 ipsec-attributes
ikev2 remote-authentication pre-shared-key *
ikev2 Tocal-authentication pre-shared-key **

ATY 714 ALV B—T IAATIKEVZZBMICLET,

crypto ikev2 enable outside

ATYT 15 RERNRILZERLET,

<tfroot>

interface Tunnell

nameif demovti_asa

ip address 169.254.10.2 255.255.255.0
tunnel source interface outside
tunnel destination 192.168.30.1
tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile

deno_i psec_profile

ATFYT 16 AT 1Y I)I—KREERLET,

route demovti_asa 192.168.10.0 255.255.255.0 169.254.10.1 1
route demovti_asa 192.168.20.0 255.255.255.0 169.254.10.1 1
route outside 0.0.0.0 0.0.0.0 192.168.40.3 1

ST, RENMERCHEELTVWRIAESHERRBLET.



ATY 71 AV =) EEIESSHZEERAL TFTDEASAOCLICBEI L, show crypto ikev2
saJN > R&show cryptoipsec saddN > REFEALTT7 I —XK1ET T —R2OVPNRAT—R A%
BELET,

FTD :

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftdv742#
ftdv742# show crypto ikev2 sa

IKEv2 SAs:
Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
32157565 192.168.30.1/500 192.168.40.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/67986 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x4cf55637/0xa493cc83

ftdv742# show crypto ipsec sa
interface: demovti
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.30.1

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 192.168.40.1

#pkts encaps: 30, #pkts encrypt: 30, #pkts digest: 30

#pkts decaps: 30, #pkts decrypt: 30, #pkts verify: 30

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 30, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: O

Tocal crypto endpt.: 192.168.30.1/500, remote crypto endpt.: 192.168.40.1/500
path mtu 1500, ipsec overhead 94(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: A493CC83

current inbound spi : 4CF55637

inbound esp sas:
spi: O0x4CF55637 (1291146807)
SA State: active
transform: esp-aes-256 esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 13, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key 1lifetime (kB/sec): (4055040/16867)



IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0xA493CC83 (2761149571)
SA State: active
transform: esp-aes-256 esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 13, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4285440/16867)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA :

ASA9203# show crypto ikev2 sa
IKEv2 SAs:
Session-id:4, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
26025779 192.168.40.1/500 192.168.30.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/68112 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xa493cc83/0x4cf55637
ASA9203#
ASA9203# show cry
ASA9203# show crypto ipsec sa
interface: demovti_asa
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 192.168.40.1

Protected vrf (ivrf): Global

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 192.168.30.1

#pkts encaps: 30, #pkts encrypt: 30, #pkts digest: 30

#pkts decaps: 30, #pkts decrypt: 30, #pkts verify: 30

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 30, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0O

#send errors: 0, #recv errors: 0

Tocal crypto endpt.: 192.168.40.1/500, remote crypto endpt.: 192.168.30.1/500
path mtu 1500, ipsec overhead 94(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 4CF55637



current inbound spi : A493CC83

inbound esp sas:
spi: 0xA493CC83 (2761149571)
SA State: active
transform: esp-aes-256 esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 4, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key 1lifetime (kB/sec): (4101120/16804)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: 0x4CF55637 (1291146807)
SA State: active
transform: esp-aes-256 esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: 0, conn_id: 4, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key Tifetime (kB/sec): (4055040/16804)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ATY 7 2:FIDTVRFEIO—NILDOI—NZRBELET,

ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.30.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

ST 192.168.10.0 255.255.255.0 [1/0] 1is directly connected, inside_red
ST 192.168.20.0 255.255.255.0 [1/0] 1is directly connected, inside_blue
C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside

ftdv742# show route vrf vrf_blue

Routing Table: vrf_blue
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route



o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is not set

C 192.168.20.0 255.255.255.0 1is directly connected, inside_blue
L 192.168.20.1 255.255.255.255 is directly connected, inside_blue
SI 192.168.50.0 255.255.255.0 [1/0] 1is directly connected, demovti

ftdv742# show route vrf vrf_red

Routing Table: vrf_red
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

C 192.168.10.0 255.255.255.0 1is directly connected, inside_red
L 192.168.10.1 255.255.255.255 is directly connected, inside_red
SI 192.168.50.0 255.255.255.0 [1/0] 1is directly connected, demovti

ATY 7 3:pingT ANEERLET,

pingZR1T TS BIC, FTDTshow crypto ipsec sa | inc interface:|encap|decap® h V> X Z 2L
7,

COBITE. TunneN THT EILE AT EILLEBROMmA ICDWVWTI0ED/NT Y RA'RENT
W&Ed,

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 30, #pkts encrypt: 30, #pkts digest: 30

#pkts decaps: 30, #pkts decrypt: 30, #pkts verify: 30

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
ftdv742#

Client1 ping Client3A" IEE ICRTEhEL .

Clientl#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/299/620 ms



Client2 ping Client3A" EEICETEhEL 1=,

Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 11/297/576 ms

KON O 2%ZMHEBLET, show crypto ipsec sa | inc interface:|encap|decap FTDTHERL &
9.

COHITEE, pingHARIIL =%, TunneliE A7 I L E AT EILLBEBRO S IZ D W\ T40E D
NTYRZRLTVWET, 512, EE550HIEZE10/NTY MEML., 10BDpingT 1—E
RIC—BLTVET, ik, pinghZ 7 1Y I IPSechFIIZEEICBBLEZEERLT
WET,

ftdv742# show crypto ipsec sa | inc interface: |encap|decap
interface: demovti
#pkts encaps: 40, #pkts encrypt: 40, #pkts digest: 40
#pkts decaps: 40, #pkts decrypt: 40, #pkts verify: 40
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

NZ7LZ1—-b
CCTR, REORSTAZ1-FTAVJEATEDBHERLET,

Zh5DdebugdX Y REFAL T, VPNEIZIVO RS TINS1—FA VT EFTSENT
EXY,

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

5 NDdebug AN REFEAL T, L—bEIZIVORNTTILZ2A—FT 1 TETHEN
TEEY,

debug ip routing



Cisco Secure Firewall Device ManagerdA> 74 ¥a L —>3a> A4 R, N—=>23 274

Cisco Secure Firewall ASAVPNCLIO> 7 4F¥aL—>3> 7414 K9.20



https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-s2svpn.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-s2svpn.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-site2site.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/vpn/asa-920-vpn-config/vpn-site2site.html
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CETEHRULIEY,



