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Network Devices List > SWA
Network Devices

Network Devices

Default Device

* Name | SWA |

Device Security Settings

Description | |

IPAddress  ~| *IP: | 10.106.38.176
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* Device Profile g Cisco = &

Software Version l:l
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Location | All Locations © || SetToDefault |
IPSEC |Ng © || SetToDefault |
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* Shared Secret |....... | Show

Use Second Shared Secret || &
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CoA Port | 1700 | | SetToDefault
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CoA Port [2083 | [ setToDefault
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Cisco Secure Web Appliance Secure We
S100V
by Reporting Web Security Manager Security Services Metwaork System Administration
Users

All
ACCE.II"ItS User Name Full Name User Type Account Status Passphrase Expires Delete
D admin Administrator Administrator Active nfa

| Enforce Passphrase Changes |

Local User Account & Passphrase Settings
Account Lock: | Mot configured.
Passphrase Reset: | Not configured.

Passphrase Rules: | Reguire at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.
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Secure We

Cisco Secure Web Appliance
S100V

By Reporting Web Security Manager Security Services Metwaork System Administration
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All
Accounts | User Name Full Name User Type Account Status Passphrase Expires Delete
D | admin | Administrator | Administrator | Active | nfa |

| Enforce Passphrase Changesl

Local User Account & Passphrase Settings

Account Lock: | Mot configured.

Passphrase Reset: | Not configured.

Passphrase Rules: | Require at least 8 characters.
Additional rules configured...

Edit Settings...

External Authentication

External Authentication is disabled.

Second Factor Authentication Settings

Two Factor Authentication is disabled.

SWATHE2R FRREEZBEMIC TS



FEESWAT2EBOEBEZORAMZEMCTSE, F7FIND Tadming 7HORE
2BEBDEZXRDOHEAICKYBMICIAYET, ISECRERYRND—OTF ORI —HELT
Fadminy ZERETELEV L&, ISEZLDAPE /=& Active Directory(AD) &L T T
adming L7 v )L EZREATHIHEN HYET,



Second Factor Authentication

Second Factor Authentication Settings

Enable Second Factor Authentication

Authentication Type: | RADIUS
Protocal; :'ng .,|

RADIUS Server Infarmation: | | paniys server Hostname Port Shared Secret Timeout Value | Authentication | [Add Row
(in secends) protoecol

|10.106.38.150 |1e12 [sessaass |s [pap ]| i}

User Role Privileges

Cenfigure user roles for Second Factor Authentication

Second Factor Authentication is enforced to:
Predefined Roles Administrator

|_| Operator
d Read-Only Operator
] Guest
Two Factor Login Page
Appearance:
NIr
Current Logo:

CiIsco.

(@® Use Current Loge

(O upload Custom Logo from Local Computer: Browse... | Mo file selected.

Company Name: |
(Max 150 characters only)

Custom text Information:

(Max 500 characters only)

Lagin help Information:

A
(Examples:For login trouble Pleass conlact, Conlact Name ,123-1234-123,admin@example.com or help URL. Nots:Max 500
characters only)
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* When RADIUS external authentication is enabled, all local user accounts except "admin” are disabled. If all RADIUS services fail, local user accounts will be used for authentication.

All

Accounts | User Name Full Name User Type® Account Status Passphrase Expires Delete
(] . adminuser Admin User I Administrator Active I nfa I i
O - rouser RO User I Read-Only Operator . Active I nfa . I}
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