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X 1T BWebT7 7 74T > ADGUIRE
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BUSBHIC
BiiE%
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EATBRIAVK—2 b
Webd—HA>R—T7 1 A AFIHE
Webf > RX—7 I A AFIREEZZFEITHFIE
ANV RSAVHSDIEHEEOT A
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Invalid Password
AHEFELEFYNTREYELRA
CLIAS OGUIH—ERDBESH
BEEHR

L &I

O RFIXNTIE, Secure Web Appliance(SWA)EEBWebAf > X —7 I 4 ANIHEEZRE
IAHFIEICOVWTEHALET,

HIRR SR

24
ROBERICETAHBN D ENERENET,

- SWAEH,
Cisco TIRRDAIRZ®/IZITHRL TVWET,

o MBERLFRESWALN A ARN=IILEhTWVS,

s SWAZS 74 AQNI—HFAUR—TIAAGUNINDODEET IR,
« SWAON 2 RTZA VAV ER—T IAACL)NDEET VA,

EATAIR—FT b



CORFIXZNOABRK, BEDVYIZRNIITRN=—RIITON-J32VICREESHDED
TRHNEEA

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, XBEAPORY RD—ITR, FEOVVRICK>TRERIH TSN HIREBETIRIELT
<EEL,

Webdl—H'4A4>232—7 T4 AGEHE

£F. SWAEEWeb1—H (> %—7 I A(Web UNTHERTIIREN XA 7 2BRT H4E
Ko ET,

F7 4L NTHE, SWAR TYRIAFTSA P AFELRE : 1 2EALET,

« CN = Cisco Appliance Demo Certificate ( ¥ AAF7 7S A7 AT EMHE )
* O = Cisco Systems, Inc

 L=SAN JOSE

« S=HUT7AILZT

« C=US

SWATHCERAABZERTEH . KREBFRIBERIARCA) Y —NICK > TERET NIZIMBA DFE
BAEZSAR—KTEEXT,

SWAK, SEAZEBLEERCSRINVERBOH TSIV NEBRBSANDHEHKIAZEHR—KNLT
WEHA. £, SWAHCERZIHEELSANEREEZYR—NLTVWER A, SANEM Z1F DA
EEFERATRICE. AHEZEP TERLTERL., BELSANOFMANr €T TVD L ETR
RIDVBENHYNET, COMBAEEERLES, FATISWAICTY JO—RTEET, 0D
FETE. BROKARE, PPRLA, TEEZOMOBEFEEETES L, XY NT—
VREOFHEMEEFIVTAABMELET,

N TRBCERBE—AEENTVBAEN S E T, . WEF—EPKCSH 2R
THBIRENBYET,

WebA 2 R2—7 T4 AGIAEZZE TS FIE
ATVYZ1:6UICATA4 LT, MY 7T XZ1—HSNetworkZBEIRL £9,
AT Y7 2: Certificate ManagementZ iR L £ 9,

AT Y 7 3 : Appliance Certificates T, Add CertificateZiZIR L £ 7,

AT Y7 4 Certificate Type(Self Signed Certificate & /= I& Import Certificate) Zi#IR L £ 7,



Add Certificate

Add Certificate
Add Certificate:  _, select an option...

K -SEAEZR 1 7 OiER

Create Self-Signed Certificate

Import Certificate

ATY7 5. BCERAAZSEZRRIZDEEE. ROFIRZFEALET. ThUAOHERE, A

TYTB6ILEAET,

ATYTB51 74— RICAHDLET,

Add Certificate

Add Certificate

Add Certificate: | [ Create Self-Signed Certificate v |
Common Name: | |se|fSignCertificate
Organization: | CiscoLAB
Organizational Unit: |5wA
City (Locality): | [City
State (Province): | [State
Country: IE
Duration before expiration: | [73p days
Private Key Size: W

Cancel

A X—=2  BECERAHEOFE

N RBE—OH 1 X(32048 ~ 81920 BETHBLEFHY ET,

ATV 752 [Next] ZOUYOLET,

View Certificate SelfSignCertificate

Add Certificate

Certificate Name:

Common Name:
Organization:
Organizaticn Unit:
City {Locality):

State (Province):
Country:

Signature Issued By:

m?\cmmaw
SelfSignCertificate
Ciscol AB

SWA

City

State

us

Commaon Name (CN): SelfSignCertificate
Organization (0): ClscolAB
Organizational Unit {OU): SWA

Isswed On: Oct 14 11:48:59 2024 GMT
Expires On: Oct 14 11:48:5% 2026 GMT

If you would like a globally recognized signed certificate: 1. Download Certificate Signing Request, 2, Submit this to a certificate authority, 3. Once you
receive the signed certificate, upfoad it below.

Download Certificate Signing Request. ..

Upload Signed Certificate:
[ Chocsa File | o file chosen
Joading a new certil]

will averwrite the gx

[Conce |

= Intermediate Certificates {optional):

Upload an Intermediate Cortificate: No file chosen




AFYT53: (#7232 )CSREAIVO—RLTEBOCAYH—/NTEZL, BEFE
SREETFY SO—RUTEELET,

AR CAY—NZHEALTCSRICERTZHEE. BELILAREEZERRLRETYT
O—RIBFEIC, BDIR—TDZEFELTAIYMLTLKEEY, CSRERZ7OEATHE
BLEZTO77A4)LICE, BEF—HFEENTVET,

ATV754 BEOBCERIPEN BULESREFLET,
ATYT55: ATYTTICHERET,

F)E 6 : Import CertificateZiZIRL £9,
AFY7 61 IHET7AILDA 2 R—N (PKCSHI2BRANE ),
ATV T 62 FRE77AILONAT—RZAHDLET,



Add Certificate

Add Certificate

Add Certificate: | [Import Certificate v|

Import Certificate: | | Choose File | No file chosen
PKCS#12 format is reguired.

Enter Password:
(required)

A A=Y  FREOA K-

ATV 7 63: [Next] 22UV OLET,
ATV7 64 BEZIEEFELET,

FIE7 . EEZRELET,

ATV 8:CLIcOJdA > L&ET,

ATY 7 9: certconfig AL TEnter¥—Z#HL X7,

ATY 7 10: SETUPEAALET,

ATY7TMYEADLT, EnterF—Z2#HL KT,

Nk HHEETETHE. BEWebI—FA Y R—T I/ RCOTA VLTV EEI—H
CEREIS—NFREL, REEOZEEN RDND TR BV ET. Cnik, SIASEN TS
THICE > TEETEREN—VENTVEVBERICOARELET,

ATY 71222 BRL T, FAATEKLEHAEOVARNYSERLET,

ATY 7 13GUITHEATSIHENHZRRLET,

ATY7 14 REEAENHY) . ThEEMTZEEEYEADL., ThUADBERIN EAD
LERT,

N EEIREEENTILEN HBEAE. PEIREEPEMER TR W, T (K
Y RDR)TRTTRIBEN BV ET,

SWA_CLI> certconfig

Choose the operation you want to perform:

- SETUP - Configure security certificate and key.

OCSPVALIDATION - Enable OCSP validation of certificates during upload

RESTRICTCERTSIGNATURE - Enable restricted signature validation of certificates during upload
OCSPVALIDATION_FOR_SERVER_CERT - Enable OCSP validation for server certificates
FQDNVALIDATION - FQDN validation for certificate

[I> SETUP



Currently using the demo certificate/key for HTTPS management access.

When the certificate is changed, administrative users who are currently logged in to the web user inter
occurs only if the certificate is not already marked as trusted by the browser.

Do you want to continue? [Y]> Y

Management (HTTPS):

Choose the operation you want to perform:

1. PASTE - Copy paste cert and key manually

2. SELECT - select from available Tist of certificates
[1]> 2

Select the certificate you want to upload

1. SelfSignCertificate

2. SWA_GUI.cisco.com

[1]1> 1

Do you want add an intermediate certificate? [N]> N

Successfully updated the certificate/key for HTTPS management access.

ATY 715 committ AAL T, EEZ®REFELET,
AN RSAHASDOIEHENDT A

openssI AN REFHAL CAEHEZMIETEET,

openss1 s_client -connect

CDBITE, RABNBIFSWA.cisco.comT, BEA 2 R—T7 I A ARFFT7 2K (TCPAR—b
8443 ) ILRREET N TVET,

HAOD2TE T, AABOFHERIETEE T,
openss1 s_client -connect SWA.cisco.com: 8443

CONNECTED (00000003)
depth=0 C = US, CN = SelfSignCertificate, L = City, O = CiscoLAB, ST = State, OU = SWA



—REE IS —

GUIIHEZ R R LR EFLLSELEEEICRET DTN D —RNEIS—2RICT
LET,

BB PKCSHI2EEX DI S —

Add Certificate

Error — Invalid PKCS#12 format
Add Certificate
Add Certificate: | [Import Certificate v|

Import Certificate: ‘ Choose File | No file chosen ‘

PKCS#12 format is required.
Invalid PKCS#12 format

Enter Password: |
(required)

A X—=2  EHBPKCSHI12E
COIZ—ICE, RD2OORENFEZSNET,
1.REAZE 7 7AIIUARNTVWTEMTT,

AAEZRVTHTILKEEV, RKEELLIZ—HFRELIEBERE., AIABZHELERTEH
VES—EXUVO-RTEFRT,

2. BHIICERE NIZCSRAEMICBZ>TWS,

CSRZAEKTREHZEK., HISubmitZEETL, EEZIIY NLTLKEEY, Chik, OY
TIOIRNEFEIR—DODEEDBRIZCSRIMREENBLA 21O TT, CSREERLIEEE(IC
FERLEZTO77A4I)IZIE, SAEEZEEICTY 7 O—RIDEDHICHEZRBEF—HFESE
NTWEDT, COTO77AMIIDNELBIDE, MEBEF—BFESHEYVET, TOLEH, D
CSRZEMKL T, £E5—ECAICREETHIVENHYET,

BHEEHTETIAEZYEREA



Add Certificate

Error — Days must be an integer from 1 to 1825.
Add Certificate
Add Certificate: | [ Import Certificate ~|

Import Certificate: ‘ Choose File | No file chosen |

PKCS#12 format is required.
Days must be an integer from 1 to 1825.

Enter Password: I
(required)

=1 [Noxt >

AX=2 - BRBERI S —THIBENBYET

COIZ—E., 7Y7O-RENAAZEORMHARA T TVS S, OBFOBEMESRENT
WBRZENRETT,

COBEBEZBRTDICIE, EHEOEMHPRZHEEL. SWAOBNFEBZNEL V& &R
TLEEL,

ALAEDRILT S —

COIZT—E., I—RCAFERFEHFEBCANSWADEFHEEN)L—NERAE) ANCEMEATV
BVWCEEEBEKRLET, I—NCAEHBCAOMAEZFERALTVSEHE, CORBEERRTSIC
. XOFIEEERTLET,

1. )L— RCAZSWAIZC7 Y 7O—RL., CommitZETLET,
2. FBCAZ 7Y O—RL, ZE&ZJZYNLET,

3.GUIREREZT Y 7O—RL&ET,



E )L—RCAFELZEFRECAZTY 7O—RTBIZE., GUIAS "Networky ZZIRL FE
9, Certificate Managementtz2 < 3> T, Manage Trusted Root Certificates M JIE (Z3#1R
L &9, Custom Trusted Root Certificates T, ImportZ 2 1) Y 2L T, CAZIFHEZT Y
Z7A—RLZET,

Invalid Password

Add Certificate

Error — Invalid PKCS#12 password

Add Certificate

Add Certificate: | Import Certificate v

Import Certificate: | Choose File | Mo file chosen
PKCS#12 format is required.

Enter Password: |
ired
ezt L] Invalid PKCS#12 password




A A= - BHBE/NAT—R

CODIT—E, PKCSHI2FEIBAE/NAD —RAFAELLK BV EZRLET, I7—2HRTBICE
EVLWNRD—RZANTDH, ikAEZBEER LT,

AABEFEREBENTREHYREA

Add Certificate

Error  — The certificate is Not Yet Valid.
Add Certificate
Add Certificate: | | Import Certificate |

Import Certificate: ‘ Choose File | No file chosen ‘

PKCS#12 format is required.
The certificate is Not Yet Valid.

Enter Password: |
(required)

Cancel
—ERENETLEBMTEAV
1. SWAO BFEBZNEL VWL ZHBRLET,

2.GEFAED BN ZFIL. "NotBeforey DENERZANELVWC EZHELET,



EN REAZEERLEED Y DBER. 12/ >THSHAZEZTY7O—RLTL
2EW,

CLIA S OGUIY—E AN BEZE

WebUIH—ERAZBRETSIZIE,. CLINSXOFIEZFEATEEXET,
AFv1:CcLicAd4>LET,

AT Y7 2 diagnosticE AALET(ChEFBLIN RTHY, TabZHIFEBEBNICALET
FEA)

AT Y7 3:SERVICESZEIRLFT,



ATFY 7 4: WEBUIZBIRLET,

ATV 5: RESTARTZEIRLE T,

BYIE 5 2

« AsyncOS 15.0 for Cisco Secure Web Appliance 1—Y 74 K — GD(General Deployment) —
RIVS—TFFV5—>a3a> oI RI—H049 HE[Cisco Secure Web Appliance] — >~ A1



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



