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TADORIARCAICT IV EATEIUEN HBYVET, Y—RN—FT1CARA—DHIELT
(&. Entrust, Geotrust, GoDaddy, Thawte, & XT'VeriSignX EAHWERTH, Ch sl
REENDDITTRERHYEEA,

FATAHIAVKR—FT B

CORFIXVNOBEHRIF., ROVIRNIITEN—RIITON—TI3aVICETOVTVET,



+ ASAv 9.18.1
« PKCS12DERICIE. OpenSSLAERAENE T,

CORFIXVNOERE, REDFARELCLHAZITNARACETVWTERENELZ, DR
FAXRNTEATEIINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEOXNVRIEL>TRCD AN HE2FEZ THOEIELT
<EEL,

CEL

CORFIAIXNTRSAHEBEO R A 7' IF. BECBRIAHE, AN RFAVAE—TIAA
(CL)TEEE hBCiscolBSBEF1VFAFTSAFT YAV T RITTOH— RN—F 1525
B(CAERREBCACL > TEEE N -THRETT,

REAZDA AR
HEBRAHENER
1L (F723Y ) BEOF—F A XTEHHEF—RTEERLET,

N 52 FT AL NTH. DefaulttRSA-KeyE W\ £ FITH A XA2048 DRSAZ — 4
ENETH. TRBESEIL—BOBHEBALT. ThEFAURBEE—RTELE
NEFARTEBELEVES CTHCEERELET,

<#root>

ASAv (config)#

crypto key generate rsa | abel
SELF-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

ERENLEF—ARTEFIN RTHEEERTE F T show cryptokey mypubkey rsa.

<#froot>

ASAv#



show crypto key nypubkey rsa

C...)
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nanme

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 22864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3bda4d
af020301 0001

s BEOBHMTRNZARNRKAURNZERLET, BRI T ZRELET,

<#froot>

ASAv (config)#

crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#



enrol | rent self

o FEEBHRXADEFQRQN)EH TP IIRNEERELET,

/N EE FODNAS X— 21, EABHEAENBASAS Y R—T T AOFQDNE L FIPF KL AL —HF 5 HEH
BUET. CONTA—E—F, ERBOHTITH MBEGANERELET,

<#root>

ASAv (config-ca-trustpoint)#

fqdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - name

asavpn.example.com,0O=Example Inc,C=US,St=California,L=San Jose

o (FAT23Y ) FIBITERLIEF—RTEERELET. T7FLRNOF—RTEZHATIHERETETT,

<#froot>

ASAv(config-ca-trustpoint)#



keypai r

SELF-SIGNED-KEYPAIR
ASAv(config-ca-trustpoint)# exit

c FZARRAUKNZBRRL, AIRBZERLET,

<#froot>

ASAv (config)#

crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you Tike to continue with this enrollment? [yes/no]:

yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:

yes

ASAv (config)#



exit

« TTIBE, showcryptocacertificates<truspoint name> N> RZEFHAL T, HiLVEHCBRAMAEERRTEET

o

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

AIHEBEER(CSR)IC LD ER

s (FAT2IYV )BEOF—HAATHANEF—RTEHERLET,

% i F 74 NTRE, Default-RSA-Keye WS BEITH A AN 2048DRSAF—HNERAEShETAH, SRS &IC—
BB EFEAL T, ThSHABALURBF —RT7ELFRARF—RT7EFEALBEVRSICTZ L EHELET,

<#root>

ASAv (config)#



crypto key generate rsa | abel

CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

U RENLEF—ARTEFEIV RTHERTE ET show crypto key mypubkey rsa

<#froot>

ASAv#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config



Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4d
af020301 0001

s BEDEBHTRIARNRAVKNEERLET, BRI A Ttermina ZREL £ T,

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv(config-ca-trustpoint)# enrollment terminal

o REBHIRAAVBEYTIDIIRNBERELE T, FQDN/VT X —X ESubject CN/NT X —R (&, SIAEN ERAET
2H—EADFQDNELEKIPZ RLAE—HLTVWRHBENHVET,

ASAv (config-ca-trustpoint)# fqdn asavpn.example.com
ASAv (config-ca-trustpoint)# subject-name CN=asavpn.example.com,0O=Example Inc,C=US,St=California,Ll=

o (AT AV)FIEITHERLEF—RTEERELET,

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR

o (FATTDIAV)HHEIMFIVIXYY RZE, SIREAMIANCRLELREAV A VEHAEAT—XAZ7ON]
JLOCSPEFEALTHRELET., F7FINTR, SIAEXMTF IV IRFREMCE>TVET,

ASAv (config-ca-trustpoint)# revocation-check ocsp

o (AT23Y ) RFAMRAUNERREL, IDAIABICEEEXE L TEREIBCAIMAZTEZA AN —ILLET, C
DFI|TAARN=ILERATVWEVEEE, CARIREZIDIAIAEL —EICRASAVAN—ILTEET,

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAgIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS5TeGFtcGxTLmNvbTAe FWOXNTAYyMDYXNDEwMDBaFw0zMDAyMDYXNDEwMDBaMEUXx
CzAJBgNVBAYTA1BMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhYjEXMBUG
ALUEAXMOY2EuZXhhbXBsZS5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWgYEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZLYM19IbSFHWa6
gTeBnHgToLRNQoB51Q1xEA45ArL2G98aew8BMD08GXkxWayforwLA3U9WZVTZsVN



4noWaXH1boGGD7+5vk0es]fL2B7pEhGodLh7Gki1T4Koqgl/1DMILgkz0ctZkCT7f
SkXVFik1Z1cZEGn6b2umnIgaVZ81lewIuTHOX481s3uxTPH8+B5QG0+d1lwa0sbCWk
oK5sEPpHZ3IQuVxGiirp/zmomzx14G/tel6eyMOpjpnVtDYjQIHNKQAQT5LKwRsX
039xKnYCbPfg3p2FdH7wIh11K3prAgMBAAG]j UDBOMAWGA1UdEWQFMAMBAT8wWHQYD
VROOBBYEFE55kZsbra9b9tLFV52U47em9uXaMB8GALUdIwQYMBAAFES55kZsbradb
9tLFV52U47em9uXaMA0GCSqGSIbh3DQEBCWUAA4IBAQArsXTFwK3jTNBwOsYh5mgT
cGgeyDMRhs3Rs /wD25M2wkAF4AYZHgNIgKIVCK+ModKMQZy4X/uhj65NDU70Ff6f
z9kqgaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfFljs3d1FjyV14odRPwM
0jRyjaTH56BFTackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKmBE+h4w
gW8YNHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhKS
dcVcovOi/PAxnrA1J+Ng2jrWwFN3MXWZ04S3CHYMCGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

o HIAEEEZEHKRL. IE—LTEBRBDLEHICCAICREETESICRELERLET, CSRICIK. NTARNRSA NTHERE
NEZF—RTHASOLHAF—DIEENTVET, BENEAAER., TOF—RTEFOFNS/AATOXFEHTEET,

N i :CAR. CSREBEL. BENEIDIRBEERTHEEC, RSANEAY RTESEE LTV BFODN/TS X
REHTT IO RNENSA—REEECEET,

ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:
zyyfSRoqyBSakEZBwWABod8q1lEg5]/pH130]1itOUJEYITFoVHqVv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGO9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo9FalL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

o IDAIAZZAVAR—KNLET, CSRIBEEThD L, IDAIABIREEIET,

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
C...)
kzAihRuFqmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161iSF/ULGTzXMSOUX6N
d/LHXwrcTpclzU+7gx3TpVDZbI TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE753V
HX2eRzuhnnSVExCoeyed7DLiezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

o FIAEFI—EMBLET. TTITHE. showcrypto cacertificates <trustpoint name>¥ > RZEFBEHAL T, FHL WL
IDREAE L CARIAEZRRTER T,

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:



CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=UsS

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED

PK CS12% §%

CANSZITE2EF¥—AR7T, IDABAE, LA TSI TCATAEFI—2 25UPKCSR27 7 A IILICBEELET,

s BEOEMTHRZARRA NEERLET,

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv(config-ca-trustpoint)# exit

W AR N EREF—ARTOENR. RSARNRAY ROBREESVTUET,

o (AT IV)EABRMFIVIXYY RZE, EABRMIANCRLEERA Y SAVAHERAT—XAZ7ORNT
JL(OCSP)ZFERALTERELET, F7FI)NTRE, SIAZERMNF IV IREMIZ>TVET,

ASAv(config-ca-trustpoint)# revocation-check ocsp



o PKCSRT7T7AINDSIBHEEAR—NLET,

& i PKCSI27 7 A LidBasebd T Iy O— KF B AEF BV ET. TP ALEFFANIF A XRTHN &= 2]
RITEEB YEHRRE WD BAR., basesdT> O— KTF. NAF1 77 4 L Ebaseba T O— KRBT B
IZi&, opensd ZERATEET,

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ARV R

crypto ca import trustpoint pkcsl?2 passphrase [ nointeractive ]

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMITIH/QYJIKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQMWDgQIiKOC
woE3TmOCAggAgIIHONGxmIBUoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

o AVARM—LENIFIREZERIELEXT,
ASAv# show crypto ca certificates TP-PKCS12

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/crypto-a-to-crypto-ir-commands.html#wp6071255000

CN=asavpnpkcsl2chain.example.com
O=ExampTle Inc

L=San Jose

ST=California

C=US

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

BOBITEE, PKCSI2ICIDECATERAE (22NDIY MU THBFHELECA
&, SEAEBOXNIBEELET,

AEAE ) FEERTVELE. ThNDEE

s (FAT23Y ) RFAMRAUNERALET,

PKCSI2I_CASEFEEN EENTH 5T, CAABHENPEMERTEBICHBENTVEHBEE. FETA AN TESE
S

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIOhKS
dcVcovO0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02



Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

BCERIAHENEN

s BREQAAEOEMHMREWIBLET,

<#froot>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=UsS

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022

end date: 15:00:58 CEDT Jul 12 2032



Storage: config
Associated Trustpoints: SELF-SIGNED

. HIREEBEMLET.

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

o FMLULLAHAEZWIEILET,

<#root>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022



end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

AAEFBEERCRICERENTVRAHEOERH

S

FEFUVARAEZEOFH L VIEAEER (subject/fadn, keypainZZE T2 XEN H2HEE. L VIIASEERLET.

MIAEFEERERCSRZEALLER, €023 Z8RLTLKEEV, ROFIETE,

HTT.

. BREQAAEOEMHRERIBLET,

<#froot>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tlab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

ARAEOEVWBRZENR TSI



start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate

Subject Name:

Status: Pending terminal enrollment

Key Usage: General Purpose

Fingerprint: 790aa617 c30c6894 0Obdc0327 0d60b032
Associated Trustpoint: CA-SIGNED

o IAEEZERIDEBERZOLOIZCIE—LUTCAICEETEBCREERLET, CSRICIE, NRTARNKRA MNAERT
DF—RTOLHEF—NEENTVET, BENEARERK, TOF—RTEEFEIOFNSAATOXMEATEET,

N, 5 CAE. CSREBEL. BEENEIDIRBEAERTAEEC. RSARNRAY N TEZE hTLBHFODN/YS X
—REYTDIHORNENTA—BELEETEET,

8 EAURSARRAYRNCHLT, $T D I9 MonB LT+ —RTOREFTEE M TUEVEE. BEOE
BTRBIO RS ANEAY N EFUCSRAEBEE hET,

ASAv# conf t
ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you 1like to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
% The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:
zyyfSRoqyBSakEZBwWABod8q1lEg5]/pH130]1itOUJEYITFoVHqVv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGO9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo9FalL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

o IDAIAZZAVAR—KNLET, CSRIBEEThD L, IDAIABIREEIET,

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAWIBAgIIMA+aIXxCtNtMwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS51eGFtcGx1LmNvbTAeFwOyMjA3MjAxNDA5SMDBaFwOyMzA3MjAXxNDASMDBaMIGL
MRswGQYDVQQDDBJhc2F2cG4uZXhhbXBsZS5jb20xFDASBgNVBAoMCOV4YW1wbGUg
SW53jMQswCQYDVQQGEwIVUzETMBEGALUECAWKQ2FsaWZvcm5pYTERMASGALUEBwWwI
U2FuIEpvc2UxITAfBgkghkiGIOwOBCQIMEMFzYXZwbi51eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHvDM+E974E9WFAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHua0elLI107212AksnEm8Cn0IGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUTIAUWKKT5NLXV+KwvIP09DXxQxPtoI09cD]/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIak6bnZrPr+INOdTjg5nsr+LhDGCOV
56D8WV2fGIkDIhthD9gYNCjk9xc8dI1bnpKIOLUYYmbfnM8snOkaKsgUmpBGQCAA
aHfKtRIOSf6RIdICZYrT1CRMiJRaFR6r94y+83wPYpS]7jWh5Iq90tT1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGALUdEQQWMBSCEMFzYXZwbi51eGFtcGx1LmNv
bTANBgkghkiG9w0OBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgW8gHa
wNQg+YYHR+sQ6G3vn+6cYCU87tgW1Y3fXC27TwweREwMbq8Ns I rr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFr]9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM
p7cB6veTcFIrulDVRIMdOKYEOXx+HYav2INT2udcOGLlyDwm1/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1pG1gb1I6G1ARXWO+LwTB1
n1QD5b/RdAQOUbLCpfKNPAE/9wNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

o HWULAHAEOAMHMREZMBL T,

<#root>



ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

PK CS12%8 #7

PKCSIR27 7 AN ZHALTBRENILENSZANRA 2 NOIAABEZENRITH LB TEFREA, HLLVAIAEZA AN —ILT
2, HLWRSARNRA NEERTIBENBYET,

s BEDEBHMTRIARNRA NEERLET,

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

c (AT AV)AHEBRMTFIVIXYY RE, AABRMIANCROFLRBA > Z A VEAEAT—RA7ON]
L(OCSP)ZEALTRELE T, T7#)LMTR, ARAEXRMTFIY VREMCE>TVET,

ASAv (config-ca-trustpoint)# revocation-check ocsp

e PKCSR277ANASHFHULWIRAEZ A VKR—MLET,



Q% £ :PKCSI27 7 A VN IEBaseb4TL Y A— R B MBEHNHVWVET, 77AIINETFARNITA X THVEEEICH
RITTREBR N FNRRENDBEWE., basebd T I—RTT, NAF VT 7 A ) %Zbase64T > 1— RERICEIRT S
IZik, opensdZERATEET,

openssl enc -base64 -in asavpnpkcsl2chai n. exanpl e.com pfx -out asavpnpkcsl2chai n. exanpl e.com

ASAv(config)# crypto ca inport TP-PKCS12-2022 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

M | N4gl BAz CCDawGCSqGS| h3DQEHAaCCDZ0Egg2ZM | NI TCCCBc GCSqGSI h3DQEH
BgCCCAgWgggEAgGEAM | H QYJKoZI hve NAQe BMBWGCH qGSI b3DQEMAQMAMDgQ i KOc
WJE3TnDCAggAg! | HONj xmJBuoPRuY!l 1VxTi awHzsL8kI | 031 G 7t cWrECBwz sKKq

(...)

PXowMnYJKoZl hv c NAQK UMSYe J ABhAHVAYQB2 AHAAb g AUAGUAe ABhAGDAc ABs AGUA
LgBj AGBAbTAt MCEWCQYFKwADAhoFAAQUPXZZt Beql h98wQl j HWIJ/ hqoKcwECDO5
dnxCNIx6

quit

Trustpoint CA certificate accepted.

WARNI NG CA certificates can be used to validate VPN connecti ons,
by default. Please adjust the validation-usage of this

trustpoint to linmt the validation scope, if necessary.

INFO I nport PKCS12 operation conpl eted successfully.

% FEHLULVLPKCSI27 Z7AI)IC, HVEIBAETHEATShEEDERUF—RT7OIDIEHAEN EETNTVIES, F
LOWRSARRARNEHEWF—RT7OEHESBLET,
LUTRICHlZRTET,

<#root>

ASAv(config)# crypto ca import

TP- PKCS12- 2022

pkcsl2 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a Tine by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
dnxCNIx6
quit



WARNI NG | dentical public key already exists as TP- PKCS12

ASAv(config)# show run crypto ca trustpoint

TP- PKCS12- 2022

crypto ca trustpoint TP-PK(CS12-2022

keypai r TP- PKCS12

no validation-usage crl configure

s AVAR—LENAREEEIELET,

<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config

Associated Trustpoints: TP-PKCS12-2022



CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

BHELCARIAEM2DOI MY

EII_I;

BOHITIE, PKCSI2ICIDFEFBE L CAREBHEN EFENTVELD, 41V R—RE&IC,
FRRENET, ThUADOZER, AIAEINJOKNEELET,

s (FAT23Y) RZAMRAUNERALET,

PKCSI2I_CASEFEEN EENTH 5T, CAABHENPEMERTEBICHBENTVEHBEE. FETAAN—ITESE
S

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEwWS j
...
gW8YnHOVMO08svyTXSL1IfOUCdmAY+1G0gghUTSTkFBtLRt6Z2uCotO0ONOMHIONhKS
dcVcov0i/PAxnrA1J+Ng2j rWFN3MXWZ04S3CHYMGkWgHkaHCh1gDOXx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported



o HUKRNFARKRAZKRORDYICHLORNZARRA Y N ZHERATEILSICASAZBRELET,

UTCHlzETET,

ASAV# show running-config sdl trust-point ssl trust-point TP-PKCS12 ASAv# conf t ASAv(config)#sdl trust-point TP-PKCS12-2022 ASAv(config)#exit

% FERFARNRAVNBERETEBEREERTHATETRY ., GVRFTANRAI Y NI RATHTVRREEZRALET

o

B E TR

ASAT DRZIRREDREF &

ASATHZEBRNEZELKRETDLEOICHEERFEIZOVWTR., COUT7LUYAEZSRBELTLKEEV, CLIZ Y J1:.Cisco
Secure Firewall ASAY ) —A—fFi8ECLIOA 74 Fa2 L —>3>F4 R9.18



https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
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