RV1603 & TFRV260)L— & £ ®OpenVPN
B &

CHREOBMIF. RVI60EIFRV260/L—Z THOpenVPNO+EY K7 Y7, 8&TOVE2
— 2 TNOO0penVPNOVPNISA T ROEY RFY TICOVWTHBETRETT,

ZEHITAITINAA
- RV160
- RV260

[Software Version]
- 1.0.00.15

B X

RV160/RV260)L— X T D 7 EOpenVPNDFRTE

RV160/RV260)L — & T M OpenVPND R TE

TEOpenVPNDEREEZEDOBCERIMBAEICLZOT1 >

dE1—2TM0penVPN Clientdty K7 v 7

B=E

OpenVPNIE, RETSAR—KZRY RD—=JVPN)BIZEY R7YTHERERATEZZEROA
—TOV=AT TV —=2320T9, VAT MNY—NEHEEFERALT, 12—V MNEH
TH—NEVE—RNIZAT7MNAT—23 BOF1T7REEZREBALET,

OpenVPNIE, RS 714V U DEEIZUDPETCPORESILIZOpenSSLEFEAL £9 ., VPNILRE
NDEEBRN RN ZEZRHLET, chik, VPNERZNLTOEI—2hS5EFEEhDT—X
ZRESLTDLED, NV H—ICHTIMBUN DEVEDTT, LEAE. ZEZEOLHNIE
FITWiFiZEAL TWAEBEE., 7—X, NZ2¥0>32, SR IVITVMIOI—HICRT
TNBVKRSIZLET, HTTPSEBHRIC, 20D IT Y RARA 2 NETEFEThDTF—XEBEEL
LET,

OpenVPNZEY N7 Y7 IB2BROBREEELFIEN1DE, RIER/(CAVN SFAIAEERETS
ETY, ChREIFBIAILFEAETNET, (AERE. FEOHOY—RN—TFT1HA D SEBALE
To ChlE, BBEOHA M RETHDIEETAITZILARNNDAETT, EXNIC, CAREY
BEDZXATHY), EHETED_LZRIAITZERTEDY—ATT, OpenVPNOEZEEF, KL
RIWOAREZHRPEODIANTHERATEE T, CAICK2TFIVIOTIRE N, BHREER
L, AAENRTENET, CORAERFK, IE1—XREOT77/4)ILELTHADO—RT
BET, TOE, IL—FR (FEGEVPNY—=N)ICBEBL, TZICFPY7O—RTEEFS, 754
7> MEOpenVPNEFERTDEHICRIRASEMXBE LBV CEICFELTLKEETY, cnlEIL—
RENUERIEOLEOHEFTT,



B SRHF

OpenVPN7 7’V —>3a> % AT ALICAVARN=)ILET, CZ%21JY LT, OpenVPN
WebH 4 RMICFTIEALTLEEV,

OpenVPNOEHMiE £< DEBADEKICDWTE, CoEIUY ILTLEE L,
X CORER. Windows 10ICEBEODED T,

t VPN’

OpenVPNZE A Y AR—LFBE, TFUT—YaVHFFRAIRY TLRRENBH, RAY/N—
DEBICNEBT AV ELTERENET, OpenVPNITA P RIE, SOA Y AR—ILA
KETT,

INTOTFNARACBY B AT LARLNREE N TVWD L 2R LET, EABZERTS


https://openvpn.net
https://community.openvpn.net/openvpn/wiki/FAQ

BC, I—FTEUSESATLARZZZEICARIZILEN BRI, ChFEBNICITHONLD
CENBZVTTA, BENARELESEERE. FIYIILBELEBATY,

RV160/RV260J)L— 2 T M 7*EOpenVPN D& E

CADXZIVEIIZOpenVPNEFH L TH=VWEERK, BCERIMAEZERTEEXT. ChiE,
OpenVPNAEDZRAICBATEIMBEN HEIHESHZIANSILTHERITDHETT., CAZE
ATIDHRENHZDBEFK. CORBEOEIIVEAFY T LT, EE "RVI60/RV260/L—F T
D OpenVPNDFRTE | ICHEA TS EE L,

ATY7T1: 9LF ooy ) 2ERLTIL—RICOTJA > LET, F7FIIMNOI—HEE/INAD
— R{&EciscoT 7,

E:IXTONAT—RER)BEBEDICEEITZ L ZHBHRLET, ThUANDESR
VBERTOATYTICRBEZREZEVTRSEIDIBENTTY,
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ATY T2 )—ZFTAHEZNE TS ENEHTT, [Administration] > [Certificate] >
[Generate CSR/Certificate..] ICBEBILET, chid. SEAESOERZEK TSI HZETT,



© uh r260-prPDemo © Aot ciscofadmin) [Engisn v @ @ O

cisco
Certificate
Certificate Table A~
File Management
ndex certificate S Signes uration elails ion
Reboot Indes Certificat Used by Type Signed Durat Detail Act
) ) - From 2018-Sep-17, +
iagnostic [o Default - Local
Diagnosti 1 P 00:00:00 To 2048-Sep = =
. 09, 00:00:00
2 Certh CA Sell-Signeg | 1Om 2018-Apr-04 = E |
Cortificate 00:00:00 To 2023-Apr
o 04, 00:00:00
® 3 Certlmport NETCONE Local CiscoTest From 2018-Aug ’\"" = X
WebServer  Certificate DG1-CA 00:00:00 To 2020-Aug
RESTCONE 02, 00:00:00
o 4 AnthonyRouterlm... - Local CiscoTest-  T7om 2018-Sep-18, — |
e Doroon 00:00:00 To 2020-Sep

17, 00:00:00

Import Certificate... Generate CSR/Certificate... | Show built-in 3rd party CA Certificates...

%) Getting Started ; .
Generate CSR/Certificate @ B -
Status and Statistics
Type: /CA Certificate \

Certificate Name: Cert_Test_CA

File Management
Reboot

. ) Subject Alternative Name: 192.168.1.50
Diagnostic

@ IP Address O FQDN O Email

Country Name (C): o United States o

State or Province Name (ST):

System Configuration

WAN Locality Name (L)

Organization Name (O):

Organization Unit Name (OU): Training
Routin
© 9 Commaon Name (CN): Cert Test CA
Firewall
Ernail Address (E): @cisco.com

— Key Encryption Length \2048 /
- ROYFRAD>2 XZ 12—/ S5[CA Certificate] 23 8IRL £ 9
- AEAEBDOAN
IP7RLA, T2 RXA2Z(FQDN), FLEEFAXA—ILZANLET, PP RL
ADAANTRE —MRAEBREKTT,
-EBZ'ALD
- REZ A S
- [Locality Name] ( BE ™ ) ZAHLET
- EBEOAD
CAEBIZY RBDOAD
c X=)LT7RLAZAHDLET
- Enter Key Encryption Length, 2048 is recommended

BEDERIRERZIIYILET,
ATYV74: Y—/\EIHEELETT, COMREL. FALLCAAIHEIC I > TERETNET

o




9 N © Alert  ciscofadmin)  English 0 06

cIsco
) Getting Started .
Certificate
Status and Statistics
Certificate Table ~

File Management

I —— Index Ceitificate Used by Type Signed By  Duration Details  Action
From 2018-Sep-17 = Py

t o 1 Default Local =]
Diagnostic “ Comficate 00:00:00 To 2048-Sep- -
’ 09, 00:00:00
) 2 CertT CA Seli-Signed | oM 2018-Apr-04 = o]

Configuration Certificate 00:00:00 To 2023-Apr

Management R 04, 00:00:00

Syatem Configuration @ 3 Certimport NETCONF Local CiscoTest- oM Zf-‘ﬂ"j"’t“fj'u"' = X

WebServer  Certificate ~ DC1-CA 00:00:00 To 2020-Aug
WAN RESTCONF 02, 00:00:00
LAN o 4 AnthonyRouterim Local GCiscoTest From 2018-Sep-18, = X W
Cortificats  DC1-CA 00:00:00 To 2020-Sep-

17, 00:00:00

#%) Routing

Firewall

ATY 5 CASIRAEII K > TEBREBENEFIAEEZERL £ T,

¢ Getting Started

Generate CSR/Certificate Cancel
@ Status and Statistics
Type: Certificate Signed by CA Certificate |~
Fila Management Authorize External CSR: a
Reboot Certificate Name: CertTest_CA
Diagnostic
Subject Alternative Name: 192.168.1.50

@ IP Address O FQDN O Email
Configuration
Managemem Country Name (C): United States v

System Configuration

State or Province Name (ST):
WAN

Locality Name (L):

LAN

Organization Name (O)

&%
Q
-

Wireless

v
A

Routing Organization Unit Name (OU):

g Firewall Common Name (CN) Cert Test CA|
= VPN .
Email Address (E): com
8 Security
Key Encryption Length: 2048 v
Y QoS
Valid Duration: 360 daps (Range: 1-10950, Default 360)
Certificate Authority: &

CROYTHI U XZ21—DS[EIAEEERERZERLET

- AEAERBDOAND

- IP7RLRA, T2 RXA2EZFQDN), TLFEFAXA—IZADLET, IPTRL
ADADNBEE RN EBRKTT,

-BZAD

REZEA D

- [Locality Name] ( BEE™ ) ZAHLET

- AEBEDOAN

CHABI-—Y RBOASD

c X=)LT7RLAZAHDLET

- Enter Key Encryption Length, 2048 is recommended

c RAYTH IR Z 1D SEYBZIAREERLET

ALOERIREZTVYILET,

AT ¥ 7°6:[System Configuration] > [User Groups]lc BEIL £3, iILLWIIIL—7ZEBMTSICE
TTADOTA AV EBRLET,



Getting Started

User Groups Cancel
Status and Statistics
Administration 1
O
Web Login

Initial Router Setup INETCONF Lobby S2SIPSec C2S IPSec Captive

O Group /RESTCONF Ambassa.. 802.1x VPN VPN OpenVPN  PPTP Portal
System
T O Ambassa.. Disable Enable Disable Disable Disable Disable Disable Enable
ime
Log O  admin Admin Enable Enable Enable Enable Enable Enable Enable
Email O guest Disable Disable Disable Disable Disable Disable Disable Disable

User Accounts

ATYTT TN =T0BBZEAIL, FZHRRXDO[OnZED')Y UL TOpenVPNZF/ICL
£9, [Applyl Z0 VY IOLET,

User Groups e Cancel
S ]

Local User Membership List -~
+ W
O # User

* Should have at least one account in the ‘admin’ group.

Services

Web Legin/NETCONF/RESTCONF: @ Disable O Readenly O Admin
Site to Site VPN:

+ W

O # Connection Name

Client to Site VPN:
+ W

0O # Group Name

OpenVPN: 9 n O off

PPTP VPN: O On @ Off
802.1x: O On @ Off
Lobby Ambassador: O On ® Off

AT Y 7°8:[System Configuration| X —1—R%Z# &L . [User Accounts]2 VY UV LET, [O—
AWINI—H—IOTFTOTSARBETAAEIVUYILET,



¢ Getting Started
User Accounts Cancel

Status and Statistics

- . Minimal Password Length: 8 (Range: 0-64, Default: 8)
Administration

Minimal Number of Character Classes: 3 (Range: 0-4, Default: 3)

Initial Router Setup The four classes are: uppercase (A,B,C...), lowercase (a,b,c...), numbers (1,2,3...) and special characters (|{@#S...).

Sachy _

The new password must be different from the current one.: O Enabled
Time

Password Aging Time: 180 days (Range: 0-365, 0 means never expires)
Log
Email

Local Users ~

User Groups EfgE 4 1

IP Address Groups 1 Username Group

SNMP O  Test_Admin Ambassador
Discovery-Bonjour 0O cisco admin

LLDP
0O  guest guest

Automatic Updates

* Should have at least one account in the "admin’ group

ATYT9: ROBEHRZEADLET, ROVIFEAIAXZ1—HS5[0OpenVPN|ZIBIRLET,
[Apply] 20 V)Y O ULET,

Add user account

The current minimurm requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username: o /UF’N \

Mew Password: SR EDDRDEN

Confirm Password: | 00000000000000| |

Password Strength meter:

Group: OpenVPN |~ /
9 Apply Cancel

ITRXNTOREFERITT L, L—R%Z0penVPNAICERETEDRSICAY KL I,

AT Y 710:[VPN] > [OpenVPN] ICBEIL F T, [OpenVPNIR—IAREE T, R—JOERY U
AAAL, ROYTHEIUXZ1—ASUEICERL EHEEERLET,



& Getting Started

OpenVPN Cancel
@ Status and Statistics
& Administration Enable: =
System Configuration Interface: All
WAN
CA Certificate A_Trust_
LAN
Server Certificate:
= Wireless
AR . Client Authentication Password Only
#) Routing
Firewall Client Address Pool: 10.1. Netmask: 255.255.255.0
Protocol upP ~ | |Port: 1194
VPN Setup Wizard -
g Encryption AES-256
» IPSec VPN
Tunnel Mode: O Full Tunnel, routing all client traffic through VPN

(o) @

@® Split Tunnel, routing client traffic destined to the following subnets through VPN

CBMARY DREFNUVLET, NTZTAYVITHATDA U RX—T I/ AZBIRLE
T, cODF/E, JTARIVUTERY RD—=JWAN)ZFERL T, FAR/(CARIAEZER
LET,

. ROY 7H > X=1—4 5[CA Certificate] £ BIR L £ 7

ROV TREOOXZa—hs5, AOO—RULEY—/NEHEZBRLET

. [Client Authentication) Z 1#Z#R L £ ¢, [Password]ZiBIRL =BEE. /NAT—RTEE
TRIMENHV) ET, [Password + Certificate] 28R T 28BS, 7547 NMZEEH
ENfMETYT, chik, KYZE2TITH., VPNRBEIOCAZBATAILEN HD =0,
JARNFEBMLUET,

cDTAT R PRLR 7= EADLFET, tROMOBARATERAETATVEVEX
YRD—=IOHTZY NOIPTRLAZBIRLET, FHREXOEEDL SBIRL, D5
MTEAEShTVWEVEREZRIRLET,

- BES{EOERERBIRLET, BN IVSATORNERUTHBDEEZBERLET,
DESH K U'IDESK#HRE T, BAEMMOLOIEFICEATIMEN HYVET,

-VPNZBIBTDRZ 714V IEFZIEETSESE. [Splittunnel] 2 BIRL £7,
VPNICIE, A7 VY NN RILDNBETT, Full Tunnel Modeld, IXTDOIOSAT >
NNZ74v0ZVPNZEBE BHMORRTERENET,

ATYTM  R=DETICAZO-)ILL, RXLVHFEDNSTZALDL TSEZ L,

Domain Name: Openvpn.net]

DNS1: 192.168.1.1

X :DNS1IP7 RLAK, EAOAIMDNSY —/N, 12—y NY—ER7ONA X —(ISP)H
RBHIBZTFI7AILNT—RIVIAERBUIPTRLA, RENS 2V EQIPTRLA, REEAV R
—XY NEDFEETEBDNSH—NICTBENTEXRT,

ATYT712:[Apply] 22V Y UL T, IL—2DREZRTFLET,

ATY 713 AUR—DERRFLUEETFER, ESICA2O-)ILET, OpenVPN ClientlZ 1 > A~
—LIBERETVITL—RZERLET. CODT 7 AILOILERTF IE.ovpnT, OpenVPN ClientlZ
L2 THERAENET, [Export client configuration template (.ovpn)]@RY DA EFICL, [
Generate] 22 ) Y UV LET, chll&kY, 774D EI—RICAVDO—RENET,



Export setting:

O Include client certificate:

Please choose the method you want to export:

O Send Email Click here to configure Email settings.

Email client configuration template (.ovpn) to recipients
(rmultiple email addresses separated by comma):

Email Subject:

b
Generate

AT Y 714:[Status and Statistics] > [VPN Status]iCc BEBIL & T, FHMICOV Tk, TICAYO—
ITEET,

System Summary

PvE
WAM [Conpsr) use
L]
acie] Dwabbes

= .

VPN Status
Tyoe Acthve Condguned Maa Supported Connected
Firewall Setting Status Log Setting Status
ar e g e Sy Somevmt
o Sonecs Emad Log

MBS Ty ot

BEIDEHNEETT,

Demo OpenVPNOEER N ECBRIIARICRZO07 1>

BCERMPAEZFEALTOTATDE, OJAM 2V LEDETREBERY T T Y THRRE
N ZENBHYVET, HITTDICIE, Web7 T IHIZISELU T[Advanced]. [Proceed], [Trust]F i
FEOMOATS A B2IVYITIRENHYET,

CHOEAT, EETREBVEVSEBENFRRENZZENFHYET, 517, BIAOEM, £
SHMAEIBIRTEE T, ChiEWeb7SOHICK>TERYET,

COBFITEE., ChromeAWeb7 T IHICHERAENTVET, COXAYE—INFRRENELES, |
Advanced|Z2V UY VL&Y,



A

Your connection is not private

Attackers might be trying to steal your information from .net (for example, passwords,
messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

| Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

ADVANCED BACK TO SAFETY

FLUVEMEABZE. Proceed to your website.net (unsafe)s 29V Y VT2 UENFHYET

This server could not prove that it is .net; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker intercepting your
connection.

[ Proceed to .net (unsafe) ]

FirefoxZ2Web7 ZJHE L THERATIHBEDT/NA AEBEANDT IV AHZERIZRLET,
[Advanced]|2 2V Y UV LET,

% Your connection is not secure

The owner of net has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

rGISNDEM.... ZBOVYILET,

.net:50 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[ Add Exception... ]

RERIC, [EF1IVTAHINOHEE 2D )Y VIDBENFHUET,



You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: |https:// /login.html | |Qet Certificate

Certificate Status

This site attempts to identify itself with invalid information. i

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

T, JL—Z&EOpenVPN ClientiE#ft 2 HR— N T D LOICHBEBRINTONTX—XTHREE
NET, ITILIVTATUNRET Y 7TL—RETFNAAICADO—RLTWVWSE®H, .opnT
K377 —K~EXD>O0—RKL, TOpenVPN Client Setup on Computery 2> 3> Il
LENTEET, 24IC0penVPNEEATEZEARE., XOEIIVOFEICHVET,

RV160/RV260J)L— & T M OpenVPN D& E

chid, Y—RN—FT A HSCAZRBIDLEN HD -, K)EMRSETOELATHY ., JAN
ABDNET, i, VPNITZAT U RRET VT L—NEEBIBLZEN YN ET, DT>
7L—hOKRRBE.opnTF, chiZkY), ITATVRNETFNAALTEY R TYTTEERT,
V24T RFBEIZICE. I-FERURENVETT, HREEELZRKR, RPROIAS
TAVR—%Y M efERAL, EDSRAZKRNRLICEITTESRCETY,

ATY7T1: 9LF ooy ) 2FERLTIL—RIZOTJA4 > LET, F7FIIMNOI—HEE/INAD
— R{&EciscoT 7,

E:IXNTONAD—REZLVEMBENDICEEIZ L ZHB<HERLERT. ThEUNDEER
BERTOATYTLREZRBZEVTHIOIBENDTT,
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ATVYT72:  AAEZRETAHIHLENH ) £7 ., [Administration] > [Certificate] > [Generate
CSR/Certificate...] I-BEBLET, chid, SEHEODEREERTDHFETT,

@ ‘luih Rv2so-PopDemo @ Aert ciscoladmin) [Engish v| @ @
Getting Started .
Certificate
Status and Statistics
1
Certificate Table ~
File Management
Reboot Index Certificate Used by Type Signed By Duration Details Action
. N From 2018-Sep-17, 4
Di t o 1 Default - Local B
o Certificate 00:00:00 To 2048-Sep- =
09, 00:00:00
— 5 2 CertT cA Self-Signed oM 2018-Apr-04, = 2w
Configuration 00:00:00 To 2023-Apr-
M. Certificate
lanagement 04, 00:00:00
S CeaEaen ® 3 Certimport NETCONF  Local CiscoTest-  Ffom 2018-Aug-03, =] 2
WebServer  Certificate ~ DO1-CA  00:00:00 To 2020-Aug-
WAN RESTCONF 02, 00:00:00
LAN O 4 AnthonyRouterlm... - Local CiscoTest-  [7om 2018-Sep-18, B 2 W

00:00:00 To 2020-Sep-
17, 00:00:00

Certificate DC1-CA
Routing

g Firewall

VPN Import Certificate... Generate CSR/Certificate... Show built-in 3rd party CA Certificates... Select as Primary Certificate...

Y 73CASIREIC & > TBEE N FHEEERL £7. "hi. [Administration] > [
Certificate] DIBIC BB T2 - & THRETE £,




& Getting Started

@ Status and Statistics

& Adminisvaion ) @

Generate CSR/Certificate

Certifcate Signing R
File Management
Router
Reboot
92.168.
Diagnostic
l 2 © IP Address O FQDN O Email
United States v
Training
@cis
2048 v

ROV TEI X Z21—ASEIHEBRER|ZBRLET

-AEAEEDOAND

IP7RLA, T2 RXA2FZ(FQDN), FLERFEFX—IZADLEXT., IPTRL
ADAANRE — MR ZBRKTT,

-BE' AN

- REEZE AN

- [Locality Name] ( BEIE™ ) ZAHLET

- EBEOAN

CHEBIZY RBOASD

cX—=)LTRLAZAALET

- Enter Key Encryption Length, 2048 is recommended

ELEOERIREZIVYILET
AFY T4[Action (FU2 32 ) |OFOLEREESIUY LT, T9AK—RNTHEEBRL

Certificate

Certificate Table

Index Certificate Used by Type Signed By Duration Detsils  Action

2018-Sep-17, 000000 g
o Default - Local Certificate rmln/ B-Sep-1 _.f) 0:C = 1

= L@

2 CertTast_CA B CA Certificate Self-Signad

From 2018-Aug-03, 00:00.00 g 1

3 Certlrmport NETCONF Local Certificate  CiscoTest-DC1- " -
o 2020-Aug-02, 00:00:00

WebServer CA

o]
o RESTCONF e
@ & [y AnthonyRouterimport Local Centificate  CiscoTem-DC1- oM 2018-Sep-16, 00:00:00 g5 @ﬁ[

cA

Ta 2020-Sep-17, 00:00-00

Import Cerificate. ., Genaerate CSR/Cenificate. .. Show built-in 3rd party CA Centificates...
ATY75: COBEBENRRENET, [Export] 20UV ILET,

Export Certificate

Exporl as FEM format
Export to

®pPCc Ousa ¥

Export Cance

ATFY76: ROY TR I XZ1—755[0pen with and Notepad (77 # )L M) ZiBIRL £,



OK|Z2VUYOLET,

Cpening AnthanyRouter,pem H
‘You have chiossn to coen:
| AnthonyRoutenpem
which is PER fil= (1.2 KE)
frame blob:
What should Firefox do with this Tde!
®iQpen with;  Notepad (default -
[ Save File
o khiis automatically for fibes likz this from nos on
cons
ATYTTXML7 ZAIIWNEHEET,

File Edit Format View Help

-----BEGIM CERTIFICATE REQUEST----- |
MLmﬂccu:kc.-:QA»chx:zn:lBgNVBA‘ruJWMFMWNQQIan'rvaaacsztvdGExFDASBgWB-k#(lNubw-ufZthxszUVODKDWDamjb ERMABGALLIE

] GhvbnkgUn31dGVyMABWHRY JKoZ IhvcNAQKBFhBhcmubGl wBBAQEFAADCAQEAMITE
CgKCAQEARZLPhuMow2Tg5viTb1 gXo/GunpiBYn1HKMDKkInNLzFCral dgeReE]Eel TXYGLSRILYTELF1 ICkaQ0rRpLY 2711 jRoL0BSZ a8V I8,/ BFDWOFFEX1DxDpalyhs
2z8503RgkToCyrghVi i TyEEDiThav OCEpd 8P jFpyEST | JakrBOLA7 ey AMMIdWL /WXPDS VLW 23 o v FmtDBB21 tzgy 192 L VhIAF 242y ZFEwex jllin/N
+yEdS1BVH1PETyqK2bD0eEs 1xs 1+ 293 F 1ac 3GwEC FIYXE0ICR jalx 1 qgBaste rwn Jay c F+HBOLS 54 1URWIDAQAo IGIMLGAB gk hk 1E9wOBC04M:xc zB:xMAk GAL Ud EwQCMAAWHQYDVRBOBEYE FPT
+BrazePCPHnbvSAHYDEPD cwzBMAS GALUAIwQEAWTFADANBgVHSUE I DA=BggrBgEF BOc DAQY TKWYBBQUHMWIGC CsGAQUF CALC

MASGAL LIEQ)TMARHEME 0AS guDOY K oZ ThycHADEL BOADggERAF 2+aVk A45 Ty DB TaWNAOGAKChYMT I UxYVVs g 1Y SnlizaD)g 15 E4

+ ZEMBLIBYwth SLMMAtb e bzlZhPrlGyen()zs JR N/ RNGINHSL 700 d8 jwadDZXXpoXpZ +ak SpmbyvAle@ et 3md ] /RarP 2800+ 11 RVirqowhs f JswRS2HEONS
TZoTKHRECMTHpChljPFyALeNHE11Yo25ab02WK2e+2vHDT SxgVae2w fompHBEsUvcUNT 4 Uz YNy sVIXKKREZ 7 oY IPF S TZWOK z2AL o2 aQENUqNT x 1 g FBmd L F@ 1MUY s73g06MIM=
----- END CERTIFICATE REQUEST-----

E: EREDOKSIC. BEGIN CERTIFICATE REQUEST&END CERTIFICATE REQUESTA" ¥
NIMEOTICHA L Z2BELETD,

ATV 78 BEOLIMTEA)ZEIVYIL, FIHADY XZ1—HS[CopylZBIRLET

o



! AnthonyRauterpern - Notepad

FI||EF&|: View  Helg

Lindao Ctrle 7 eS|

VBEAY T
Curt Ctri+X 1',1[:-;:_F|__
O cnc NN
Nste Ctrl+ Y FLISI RN
Delete Del M
LlsGAIL
FII'II:'.u ':‘l:l‘l-l'F 'I]H-':.-'.-"l].
Find Mest SH 10y
11¥oB5
Feplace.. Ctr+H =
3o 1o.. irl=G
Select All T
Time/Date F3

ATYT9: BHETERDY—RN—FT A HANZBRL T, AIATERZTVET, JE—L &
XML7 7 AN ZERO—HELTHYNIILENF HYIET,

FE:RYRNID—VLICHEAERAET—/NHIH2HER. TORDYICEATEERTN, chid—
RN TREDERE A



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
Saved Request box

Saved Request:

TZoTKHXECMTWRCh1] FFYALeNHEL1Yo95aBOZWE2e A
Base-bd-ancoded) cTRT S iU Ry eV I XkRE2 Te Y 1PTETZASR 2R IoINEa
cetificale reqguesy JglekaH=

(CMC ar
PEICE 810 ar
PIICE &7

Cerificate Template:
| WVigh Sarver w

Sdditlonal Anribates:

aftnbutes

Submit = |

AT Y710 : #FRL =5, [Download certificate] &1&IR TZ £ 7,

Certificate |ssued

The certficate you requested was rssued to you.

' DER encoded or ®Base 64 encoded

ﬁ Download cerihcale
Download cerbificate chain

AT Y711 [Save File]d ZZAREZVUY UL, [OK|ZT7 VY ILET,



Qpering opermpn_chent_tmpl.ovpn >

¥ou hawe chosen to apen:

") openvpn_chient_tmplovpn

which 15: ovpn File (3.3 KB)
fromi blok:

WWhist shiould Firefou do with this File?
EEIE::::::::::::::_'::::::::::i

Do this auvtornatically for files like this from now on.

ATY 712 AIAENREE NS, TORABOAT S I VRE Z2&RL, TREOT4>
ZOVYILET,

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
ATY 713 COEENIFEET. ZRK....

Import Signed-Certificate

Type: Local Certihcate

Cartihcate Marms:

Upload Certificate file

& Impart fram PC

Browss. .. Mo fle is salacted

Impart from USE _r

Browse. .. Mo file is selectad

Upload Cance!

ATV T4 AIABDO 7 7 AL EERL, [H<1Z7UYILET,



@ Filz Upload
- = 4 I ThspC » Desictop

Organize « Mew folder

 Deskiop e

Pole Pesition

Mams

B export- Tedbel2b-B0cl-4d2c-Sal3- 744816,

W

Drate madified

BrEfrANg 1408 '

o

Search Deskiop

Type

Blicrosolt Becel ©

) & Gns3 107312017 %01 &AM Shortout
& OneDrive | ! irsurance. et BRLMNB 122 PM Tewt Document
w [ This PC |5 ressages?, et QBB 115 AN Text Document
» [l Desktop E messsges bt 9fES2018 17:56 AM Text Document
j Dicsvsits 2 MetSpet 332017 2:53 PM Application Refers
A7) Router and Wireless Topics-RMHals: 12018 34 PM Microsoft Excel W
& Downloads =
2 SolarWinds-TFTP-Zerverzip BAV2NBAR0EPM  Compresssd (opp..
& Music [ | Switch_Tesla-Tombaugh-Cption82-MRv_. 5292018 13656 Microscf Power?
I Pictures Fi Titpd3? BH/ANE RN PM Shortout
B videos i Thpdid 92018 B2EAM  Shortout
38 05(%) B 31/2017 B:48 AR Shartout
P v' 53] AnthoayRater.cer ' G108 20 PM Security Centificate
Filenamel v| | &1 File= [+.#)

Size

B KB

225 KB

Cancel

ATYT15: A 2VR—NTBHEEEZEALL, [Upload|2 VY I LET,

Import Signed-Certificate

Type: Local Certificate

Cartifcate Marmsa: I AnthanyRouterimpsart I

Upload Certificate file

@ Imgort from PC

AnthormyRauter.cer

~u

O Import from WSE 25

Browsa... Mo file is selectad

ATY 716 :

Information

0 Import certificate successfully!

AT Y 717 [Administration] > [Certificate] I BEI L £ 7,

AAENERICAVR—RNENLECENBHAENAET, [OK|Z2T7UYILET,

EII_I|I

BAEANTAIATNEL I,



Z:CofITE., O—ANILAREF—NFERAEIATVEXT,

B e

ar\.:.: e - - o0C

Certificate

N S i

AT Y 718:[VPN] > [OpenVPN] ICHEL £ T, [OpenVPNIR—IHFFHEERT, XOEHREAIL

x9,
& Administration
9 el gyzsow-Rv260 ciscofadmin) [English v/ @ @ &
£# System Configuration cisco
Q WAN
OpenVPN A Cancel
o LAN e
= Wireless Enable: $) (=
Interface: All
CA Certificate: A_Trust_nQual_03
Server Certificate:
VPN Setup Wizard
Client Authentication: Password Only v
» IPSec VPN
:]‘ Client Address Pool: 10.1.4.0 Netmask: | 255.255.255.0
PPTP Server Protocol I: UDP v |Port: 1194
GRE Tunnel
Encryption: AES-256
VPN Passthrough
Tunnel Mode: O Full Tunnel, routing all client traffic through VPN
Resource Allocation © Split Tunnel, routing client traffic destined to the following subnets through VPN

CBWMARYOREFNULET, T T4V IO THATRDA U Z—TIA AZERLE

T, cDJ/BE. TARIVTFTRY NID—OWAN)ZERL T, RELF/(CAIAEZER
LEXY

- ROYFRAD>2 XZ 12—/ S5[CA Certificate] 23 8IRL £ 9
ROV 7RO X Z2—p 58RI O0—RUEY—/N\IAEZBIRLET
. [Client Authentication) Z1#Z#R L £ ¢, [Password]ZiBIRL L=BAE. /NAT— R TS

THRDHBENHV)ET, [Password + Certificate] #:ZIRT BB, VT4 T > NMZEEEHA
ENRETY, Chid, KURLTIY, VPNEEIOCAZBATIBEN H2 19,
OARAEMLET,

L OFATUR TRLR 7= EADL£F. HADMOBFHTHAE N TUENE

YRD—=UHTZRY NOIPT RLAZERLET, FHEAOEEN SBIRL, 105
FICEAZATLWEVEEZZRLET,

- BESOEREBIRL X T, BEUAVZTATRERUTHD ZEZHABLET,

DES# & U'BDESRH#HERE N, BAEBRMOLHIETICEAIZIHENHYET,

CIRTDISATURRS T 1Y U %VPNEBIBE € %54 &[Full Tunnel Mode] %,

VPNZBIBITBDRNT 714V VLT ZIBEETHESWE[Splittunnel] ZBIRLET

- DNSTIP7 RL AWK, EHOAZDONSH—/N, /1 Z—ZFY NYF—ER7ONA A —

(ISPYASIERMENDZTFIAILRT—RNIITAOELIPT RLA, REI> >, ki
AR —ZXYNEDOEETESBDNSY—/NICTBDENTEET,

[Apply|2 21Uy UL, REZRELET,



ATYT19(AT723 1), COREEIVFATVNIEFA—IILTHEEFETEET, [Send
EmailllFIVIRY DARZFNCLET, EFX—INTRLAZAILET, EFX—IILOHKA
ZEBIMUE T, [Generate] VU Y U LET,

Export setting:

{J Include client certificate: AnthonyRouterlmport

Please choose the method you want to export:
o O Export client configuration template (.ovpn)

& $Send Email Click here to configure Email settings. e

Email client configuration template (.ovpn) to recipients [ nick@cisco.com )
(multiple email addresses separated by comma):

Email Subject: [OpenVPN Client Config

0

ATYT20: (F7>3>22), [Export client configuration template (.ovpn)]ZiZER L, [Generate
1200 YOLET,

Export setting:

O Include client certificate:

Please choose the method you want to export:

Oxpnrt client configuration template (.ovpn)

O Send Email Click here to configure Email settings.

Email client configuration ternplate (.ovpn) to recipients
(multiple email addresses separated by cormmay:

Email Subject:

AFYT2 RYLECEERATIAVE—INFRRENET, [OK| 2V UYHILET,
Information

ﬂ Export chent Configuration template downloaded SucCessiully!

ATY 722 [Save]2 V)Y I LET,



& ke Fa L] Tarerl

ATYVT23: FRAOMYTOETT, 7Y 7L TOpenVPNZREET, HVUY L TRO
VIRIOUXZ1—2REXRT [J7ANDAR—NEIVYILET,

i pnnect

u

e Sp ot

View Log

Edit Carfig

yuee] Fass nrcds

Import fl|[_::‘

ettings...
Exrt

AT Y 724:.0vpnTHEDH B 0penVPNT7 7 A )L &ERL £,



= | 2600W

“ Home Share Wigw
- ‘—'| & Cut -I_ x = "_'J Hew tem = ‘/ _,] Open = jﬂ-_-r.rrt all
== e =] -
Paste

u=| Copy path {7 Easy access = Select none

' bo Quick  Capy Mowe Copy  Delete Aename  Mew Froperties .
TR [#] Faste shartout = o= = falder = & History ] inwert selection
Oipboard O ganize Hlewvi Open Seleck

i i » ThisPC » O5([C) » Users » arenli » Desktop » config » 260W

& Downloads  + = Name Date madified

Type Size
W Pt ’ o DP'HWF"_CBE“?.%ULWFH /11,2018 2:44 PM OpenVPM Config ... GKB
S =] RV260.mi BAGSI0TE D8 AW XML Document 11TKR
I Desktop L=] RV2S0W.xml 215208 w36 AM XML Document 113 KB
maristing [E mvzsow systog 2018-06-21 (9-50-23Jog  £/21/2018 10:58 AM  Text Document ke
Pele Pasition ) Thpd32-2 62 setup v BB 250PM  Apglicatian 543 KB
lﬂ. Titpefd-4 62-setup, e AIS0TH 25 PM Application 564 KB
& OneDrive
I This PC
I Desktop
5| Daocurnems
* Downloads
J‘ Music
[& Pictures
l Wideos
- 05

A5y 7 25(Save File] 5V AKEL &I U S L, OKIES Uy ZLET,
Qpering opermvpn_chent_tmplovpn >

¥ou hawe chosen to apen:

N openvpn_cient_ tmplovpn

which 1s: cvpn File (3.3 KB)
fram: blok:

WWhiet shiould Firefox do werth this File?

Do this autarnatically for files like this from now an.

ATYT26: BRUEBERET77AINEBEZZEEL, 7714 ILBOKEIC.ovpnEFER L E T, [Save]
2OVYIOLET,



B Erter narme of file to save to.., x

i This PC Desktop » config ARV w =
Crganize - Mew falder = = ﬂ
B This PC ®  Mame Date modil
I Desktop
;| Docurments
& Downloads
J‘I Muzic
&= Pictures
B videos
== 051(C]
ol hlebarak 3
File narme: | [ e e W R
Save as type:  owpn File [*.ovpn) *

 Hide Fobders " Save Cancel

AT Y 7°27:[Status and Statistics] > [VPN Status]ic BB L =9, SFHMICOVWTE, FIcAoZO—
ITEET,

System Summary

PvE
WAN (Copper) usa
vy 29007, 900
Sae oats N
i eaCied Deeabibest
VPN Status
Tyoe Actve Conlguied Maa Supporied Comnecied
S
e
Firewall Setting Status Log Setting Status
. IPAORCTIon Symiog Secver
il of Service Evad Log
B Wi Feguest
T QoS Rer-oin Warageme-s

ZhT, L—2F,. BASEARDOpenVPN ClientiE#iEHR— N TR LEHICHERIRNTO/ND
X—RTEEENET,

OB 1—2Tn0OO0penVPN ClientdtY NKFPY 7

£OpenVPN Clientld, BIRZRHELTRODRAVERITITIHEN HYET,

- TFINAAICOpenVPNT 7 U r—> 3>z O0—RLULET,
ORIV AVOATY T ~ 2TREEENLID 74X 21L—230 774 EH
é\ 1%#[/*3-0 EQE77’()LG)3EJ%‘;OVPI7F?O
F:2o0twYy 7Y 7k, Windows 100ERHTY,

ATYTN TFARAINYTOETICHBDRNTAAVICBEL, 7Y UL T[OpenVPN]7 A4 1
CEREET. BVIUYILT, [77A4NDAUR— NZEERLET



View Log
Edit Config

wrm Dmrmmgime-de
i 1

Imwdmh,

Settings...
Exert

E:T7AOVEREET, BERTEATVWBVIEZRLET, RTT2E, PAAUNFNT—
TRRENKT,

ATYT2: ERNEV) Y ILFT, [OpenVPNIZ7A A% IV YILET, HIUYILT
 ROY TR O XZa—h S[HEKIEBIRLET,



e~ ] &

Fercnnect

hic fatge

View Log

Edit Lonfig

Llmar s :.L-:;z-:.-. ores
Imgort file.,

Settengs
Exik

Cumst State: Conneclng

F A 101 3:370:30 2018 CoanVPN 2.4 6 0 26_G8wbd-mingwdd [S5L L'Iln::e- S5LY [L20] [LZ4] [PRCSTT) [SEA
Fr Aaig 10 13:37:30 2018 Windorws wergion 6.2 (Windowa 3 or greater) B4b
Fu Aog 10 13:39: 30 3018 bbrary versions: ﬂp:rE_'-ul. 110h 27 Mar 2018, I.FI.'.I.- 0

i': openwpn_client_tmpl i
Ll s=miame s
Faaeword

[[] Sewe passwond

Carcel

OperPR GLI 11,1000 0v2 4.6

Dsconnedt Fecome=s Hid=

ATV T4 : 94> RDIZ, OFF—REEEIC0penVPNEFRHNA RRIENET,



ad OpenV PN Connection (opermpr_client_tmgl) - O *

Cumet Shate: Connecling

Fit -.; 10 13:37:.40 2018 CpenVPN 246 :i:-E-_?-iwl':-‘-m'*r.wEIE (550 KpenSSLN [L20] [L24] [PRCS1T) [EA
Fee Bgg 10 1.3:35: 240 2018 Windows wersion 6.2 (Windowa 2 or greater) Eahk

P Aug 10 13:31:30 A 1':'I|'r.1r:.- versions: OpenS5L 110k 27 Mar 2018, LA0 210

r- = I' I'l.'| 1 "I I" P '-._.n.._.\_..ﬁ..l_.-.l...\._--.._.\:..\_.... hoa been anabl=d - _:.:. 2
Fr Bug 10 13:31 "E-E:'I? 'I'I:" UDF: Preserang recently used mmote addness: [AF SET]T92.168.7.118:1134
Fe Bug 10 13:37:40 20718 UDF nk kocal inol bound b

e Rug 10 133740 2018 ULDF bnk remata. [&F_| 'JI:I ]:!.d'llz-H 1.178 'I]:h'-

i Hug 10 130 18 WaBRNIN B T Y I Oy SR LR L e
R g 10 1.3:31:40 -'-"1“ |'l.|1h'.'|} .,r Frr:'lf'rrrﬁ*rr .rr..lﬁ'l .-.-1h |1- INET]1592 1651 112"‘%-1

Fe Aug 10 13:31:42 2018 open_fun

Fr Aug 10 13:31:42 2018 TAP-Y ifi ‘J"i‘ device [Ethemet 3] openead: V. WGEokal 001930 1-B586-4568-0256-F
Fr Bug 10 13:31:42 2018 S=t TAP-Yindows TUMN subnet mode network Aocalinetmesk = 10.1.4.0010.1.4.3525
Fr Bug 10 13:371:42 2018 Nathed TAP-Windows diveric s=t a DHCF IF netmesk of 10.14.3°255.255.255 00
R Aug 10 13:31:42 2018 Succsseful ARF Flush on inbedace [21] ICD015301-E50 456 E-H2A5-Fad1 B1AC5E1
R Aug 10 13:371:42 2018 do_flearfig, f-=dd_fconfig_pwvb_selup={

< >

L
Bytesin: A oul- 14 B OperV@M GLI 1110000 0v2.4.6
Dsconmect Fecomedct Hid=

ATYT5: YATLAOVR., BENHDELE2BELET,

opervpn_client_tmpl is now

connected,

E_'I P =

™
i I'I_'l-'lllI = =

ATYTBVPNISA T NE. OpenVPNEN L TEEBRVREBBREZEICMN RITESR
T, ik, OpenVPNERETHENICERTDRSICERETEET,

ATV 77 EEBEWE, JL—XD[Status and Statistics] > [VPN Status](c B E) L T, VPN Status%
BETEET,

System Summary

(2]

WAN [Coppe: | use

VPN Status
Type Active Contgursd Maa Supported Cornected
]
Firewall Setting Status Log Setting Status

i FAGRCNOF Sywicg Searvet

Emad Log:




e o

T, RV160E 1z IERV260IL—REVPNI T4 T > hY A MZOpenVPNA EEEIC A 2 A R—
LEanKRL I,

OpenVPNICBBE 2 AZ1 T 1 DTFA ANV AV ETOIHBEE., cc'2I)YILT
OpenVPNZ#EL TS EE V),

CHREBICHETIETAERTR...

SAADEQMDT I A=V ZRFITBDICE, ccEZIVYILTLEZV



https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support
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