SG350XGE &k TSG550XGTHMACAKR—A
ACLDOER

HEY

T7OEAAYMO—=ILUARNACLIK, BENEEEZFB LELTWVWBAESHICIELTNT Y
NERETDILEDIERTEDI—EDIL—ITT, ChsORER, EEXT RLAFER
BETRLA, AVA—T4—=)LR, BLUENTYRNDESESTELIVR—FKNTT, /N
TY NNFACLOBEENEREEII-—HITIES. NTY NEEEENBD., HITEhET,
MACAR—AMACLIE, MAC7 RL A, VLAN ID, EthertypefE% &, N7y RDL A ¥2A
VYA —%MITBIN—ILEFEALET,. MACR—ADACLEZEETDE, LA V2LAXRILT

ALY TF2RBBITDINTY NEHHTEXRY,

CORFIXNOEMIE., SG350XGH L UV'SG550XGAA Y FTMACKR—ANACL%EE
BB LVRETDHEERTETT,

ZHTDITNAA

- SG350XG
- SG550XG

[Software Version]

- v2.0.0.73

Fast SSID Changing D& E MACXR—ADACL

R ACLE =)L
ATY 71 Webs8EI1—FT 1 VT 4(COY 4> L., [Access Control] > [MAC-Based ACL] %
BIRLE T, [MAC-Based ACLIN— A BEE T,

MAC-Based ACL

MAC-Based ACL Table
ACL Name

0 results found.

| Add..

| MAC-Based ACE Table |

ATY T2ZMACR—ADACLT—TNICIE, R4 Y FLEDTXTOMACR—ADACLA &K
TENET, HLVACLEZERTAICIE, [AdD...JRE>&EOVUY OV LET, [Add MAC-
Based ACL]7 1> RUAREET,



MAC-Based ACL

MAC-Based ACL Table
ACL Name

0 results found.

( Add. )

| MAC-Based ACE Table |

AT Y 7T'3[ACL Name]l7 « —/)L RIZ. FILWACLORBRIZEANLET. CORBIFACLD
Ml EE2EXT, BROEOEFICERAEAET,

t ACL Name: 'ExampleﬂCL |
\Apply|| Close |

ATY T4 [ApplylZ O VY O LET, #HL VACLIMACR—ADACLT—T ILICEEME hE
7. [BL2]&291)Y 9L T[MAC-Based ACLIXN—ICRD A, BIOFIEZ#E)IRL TRID
ACLZ#ERLET,

¢ ACL Name: IExampIeﬂGL

(Cmepy )| Ciose |

ATYT5 FILKERENEACLIEINTZEIZEYET, DFV, MACZRLAICETV
TNTY NETOYVFREFFATDIL—LEEEFNRTOVEREA, ChSDIIL—ILZEKRT
Ik, POoEAOMO=)ILI>Y NJ(ACE)ZACLICENTZDHAEBNHYET, ch&EIT
512, [MAC-Based ACE Table]’RZ>»& 0 ') Y U L., [MAC-Based ACEJX—ZIZBEIL
£,

MAC-Based ACL

MAC-Based ACL Table
ACL Name
ExampleACL

| Add..

(| MAC-Based ACE Table )

AF Y 7°6:[MAC-Based ACE ( MACAX —XACE ) IX—Z T, MACAR—XACEF—7 )LD E
BlcHdROYTXIUIRNSSACEZIEN T DACLEEZIRL, [GolzD )Y U LET,



CORICE, BRULACLLBEBEN TSN TWAACENRRENE T, ACEZEMT S
IZiE. [Add..]JRE>ZOVUY DV LET., [Add MAC-Based ACE)|V 1> KUABREE T,

MAC-Based ACE
MAC-Based ACE Table

Filter: ACL Mame equals to lExampIeACL E Go '

Priority ~ Action | Logging Destination Source VLANID  8021p 802 1p Mask Ethertype
MAC Address = Wildcard Mask ~MAC Address  Wildcard Mask

0 results found.

( Add... ] Edit Delete

| MACBased ACL Table |

AT Y TTIACL Name]7 1 —)L RIZ, ACEZEBMTDACLOBZHINRRENET,
[Priority] 7 ¥ —JL RIC. ACED 7' ZA AT 1 BHESZANLET, ACENEEEN BVRLE
 REBHFRLSSYET, FEEE1 ~ 2147483647 T, 1INRESVEEETT,

ACL Name: GfxampleACL ]
4 Priority: ﬂ1 ]Range 1-2147483647)
Action: @ Permit
) Deny
() Shutdown
Logging [] Enable
Time Range Enable
Time Range Name - | Edit
Destination MAC Address: @ Any
User Defined
# Destination MAC Address Value |
& Destina MAC Wildcard Mask I (0s for matching, 1s for no matching)
Source MAC Address: @ Any
() User Defined
£ Source MAC Address Value I
¥ Source MAC Icard Mask I (0s for matching, 1s for no matching)
VLAN ID | (Range: 1 - 4094)
802.1p: [] Include
& 802 alue I (Range: 0-7)
£ 802 1p Mask I (Range: 0-7
Ethertype I (Range: 50D - FFFF)

AT Y T8[Action|7 4 —)L RT, ACEDEEZG L IEEEIZMANBE BN ERETDS
S REEZRLET,



ACL Name: ExampleACL
% Priority: 1
Action:
Logqging:
Time Range Enable
Time Range Name | Edit
Destination MAC Address: @ Any
(") User Defined
% Destination MAC Address Value I
% Destination MAC Icard Mask
Source MAC Address: @ Any
() User Defined
%S e MAC Address Value I
% Source MAC Wildcard Mask |
VLAN ID |
802.1p: [] Include
# 802.1p ask |
Ethertype: I

(Range: 1 - 2147483647)

(0s for matching, 1s for no matching)

(0s for matching, 1s for no matching)

(Range: 1 - 4094)

(Range: 0-7)

(Range: 0-7)

opy] [ Giose |

RDAT>IavhHHET,

- Permit : & FLEINTY NEERELET,
CIERBEEEFELINTY M EROYILET,

. Shutdown : E#Z®/AEINTY N2 ROY7LTHAS, R—hE2F1E2—TIIICLET,

AT Y 79:[Logging]7 4 —)L RT, [Enable]F T Y IRy VARZEFIZLT, ACEL—ILIC
—H9HO0F O JACL7O0—2Z2BMCLET, EXRTRE—RZHEALTVWRIEEE. AT
VT12ILERET, RRE—REFE, WebI—FTAUT1OELBICHAROYTEIY

ARNDSEETEEXRT,



ACL Name: ExampleACL

2 Priority: 1 (Range: 1-2147483647)
Action: () Permit
@ Deny
(7) Shutdown
Logging: Enable
Time Range Enable
Time Range Name ¥ | Edit
Destination MAC Address: @ Any
(71 User Defined

£ Destination MAC Address Value |

£ Destination MAC Wildcard Mask | (0s for matching, 1s for no matching)

Source MAC Address: @ Any
(7) User Defined

£ Source MAC Address Value I

# Source MAC Wildcard Mask | (Os for matching, 1s for no matching)
VLAN ID: | (Range: 1 - 4094)
802.1p: [ Include

&t 802 1p Value I (Range: 0-7)

# 802.1p Mask | (Range: 0-7)
Ethertype: I (Range: 5DD - FFFF)

| Apply-|| Close |

AT Y 710:[E R O #EH(Time Range)] 7 « —/L KT, [BEXM(Enable)]F T Y VRY VA&EF
ICTBE, BEELEBEEENTORACEN 7I9TATIZBYET, AMAYTFICHREETH
TLVREBBEERANfSVEEe, CO71—I)LREIEERATEXELA,




ACL Name: ExampleACL
& Priority: 1 (Range: 1 - 214748364T7)
Action: (") Permit
@ Deny
(") Shutdown
Logging: Enable
Time Range: Enable
Time Range Name: IExampIeRangeE Edit
Destination MAC Address: @ Any
(7) User Defined
# Destination MAC Address Value: |
£ Destination MAC Wildcard Mask | (0s for matching, 1s for no matching)
Source MAC Address: @ Any
(O User Defined
&S e MAC Address Value I
& Source MAC lcard Mas | (0s for matching, 1s for no matching)
VLAN ID: | (Range: 1 - 4094)
802.1p: [] Include
it 802 alue I (Range: 0-7)
£ 802 as I (Range: 0-7)
Ethertype: I (Range: 5DD - FFFF)

| Apply || Ciose |

ATY 711 COACEQORBEEZEMICLTVRBER., [RHEEHESE (Time Range
Name)]7 14 =)L RZEFERATEE T, ROVIFEAIUARNEFERAL T, ACEICEATSA
fYFTITIRESNATVAREBEEERRLET, A4/ Y FICHBEREFZVBE, O
N7 1= REIFEATEEXREA, [REIVVZOVYILT, [HEEAINR—DICBEL
. BEEREERFTLERFEELER T, FHICOVTIK., "SG350XGH £ TFSG550XG D B
FEEADKRE ) EZHELTEZ(,



ukp.aspx?vw=1&articleid=5090
ukp.aspx?vw=1&articleid=5090

ACL Name: ExampleACL
& Priority: 1 (Range: 1 - 214748364T7)
Action: (") Permit
@ Deny
(") Shutdown
Logging: Enable
Time Range: Enable
Time Range Name: LExampIeRangeE Edit]
Destination MAC Address: @ Any
(7) User Defined
Destina AC ard Mask | (0s for matching, 1s for no matching)
Source MAC Address: @ Any
(") User Defined
Si e MAC a a | (0s for matching, 1s for no matching)
VLAN ID: | (Range: 1 - 4094)
802.1p: [] Include
i alue I (Range: 0-7)
2 a I (Range: 0-7)
Ethertype: I (Range: 5DD - FFFF)

| Apply || Ciose |

AT Y 712:[Destination MAC Address]7 ¥« —/L RT, A7 >3 REVEZBERLT, —H
TBHEAMACTY RLAZRELET, FENEET RLAZ —HE 355 MEE]ZRER
L. PTRLAFER7Z7RLANCEEZEETZHERF[1I—YERZERLET,

(O Any

(e User Defined

Destination MAC Address:

%t Destination MAC Address Value: |00:'12:34:56:78:90

% Destination MAC Wildcard Mask: pO:DO:OD:DD:DD:DO (Os for matching, 1s for no matching)

FM1—%—E&H, ZERLEBS. ROTA—ILRICADLET,

. Destination MAC Address Value : 38%MACT7 RLAZADLET, NTYRNIIZOEET R

LANEENTVWSEEHEE, ACEF—BEZZELET,

BEMACTAIRA—RY ARV : PRLADCEBEZEZTSDIVAIVZAINLET, EYV NE
1UCERETDE, MACT RLADKHIBETBE Y RAERE N, 0F—HITBEY NIBYWET

o



#:0000 0000 000 000 000 0000 000 000 0000000000 111111DN AV ZIEELET (EY
RET—HTREZERLET ) 0L1OEY FTRE—HLEHEA). 1Z16ERICERL
ABROEOCEIC0ZRRIZDHAENHYET, COBITE. 1111111 =FFEDT, YA
TJREROESICEHNNET, 00:00:00:00:00:FFERRENET,

AT Y 713:[Source MAC Address|7 « —)L RT, A7 a> REAVEBIRLT, —HT>
EETMACT RLAERELET. FENRBRT7 RLAZ—HESEI2HAR[EE]ZER
L. PTRLAFERZR TP RLAOEEEZEETZD2HAK[I—YER]ZRBIRLET,

Source MAC Address: () Any
(@ User Defined
¢ Source MAC Address Value: 00:98:76:54:32:10
Source MAC Wildcard Mask: 00:00:00:00:FF:FF

"1—%—E&H, ZERLEBS. ROTA—ILRICAALET,

. Source MAC Address Value : IZfETTMACT RLAZABLET, NTY MCZOEERT R
LANEENRTVEEES, ACEk—H%E2ZEBLET,
CREETIMACIOAILRA—RIYARY : PRLADEHEZERZRITSZINATIEADLET, EY S
ZIRRETHE, MACZPRLAAOHIBTHE Y MAERE N, O—HTHEY MNHI

: 00:00:00:00:00: 1) IC%&x V) E T,

#:0000 0000 000 000 000 0000 000 000 0000000000 111111DN AV ZIEELET (EY
RET—HTREZERLET ) 0L1OEY hTRE—HLEHA). 1Z16ERICERL
ABROEOCEIC0ZRRIZDHBENHYET, COBITE. 1111111 =FFEDT, YA
TJR>ROESICEHNNET, 00:00:00:00:00:FFERRENET,

AT Y 714 VLAN ID]7 7 —JL RIZ, 1 ~ 4094DVLAN IDZADLET. NTY NZZD
VLAN DAEENTVS5HEE., ACERZOVLANIDN —HITBERLBELET, COT71—)L
RFMHBETIEHY)ELEA. EHADEFRICTSHE, ACER/NT Y hZ2RBRETDEZIZVLAN
IDEZELBELSKEVET,

VLAN ID: 10

AT Y 715:[802.1p] 7 4 —)L KT, [Include]F T Y UVRY UV RA&EF>IZL T, ACEIC

802 1pEEZESHET, 802.1pEEZEHHEIE. 802.1pfE7 1 —JL RIZ802.1pfEZE
802ApNARIV 71— RIZRARVETFRTERASILET, MADT 1 —J)L ROFEEHEIKO ~
7T, NTY NCHIET 802 1pfENfEEN, NAVICHETSHES., ACERThE—H
ERBLET,

802.1p: Include
+ 802.1p Value: )
802.1p Mask: 0

AT Y 716:[Ethertype] 7 1 —)L RIZ, BE/NT Y NELLBT B EthertypefEZ AN L £ T,



Ethertypelk, N7 Y MCAHTEILENZ7ORINERT, 7L—LRAD2FITY N7
1 —J)LRTY, EHEIK5DD - FFFFTY, /N7 Y RNCIEEE N izEthertypeAEEN TV
B4, ACERThE—HRERBLET, EthertypeflED ) AN, CDIEEEEER— THE

BCEET,

Ethertype:

5DD

(Range: 5DD - FFFF)

ATY 1T [ApplylZ2 V)Y Y LET., ACENEEET hZACLIZEMEnET, FALUD]EY

1)y 2L T, [MAC-Based ACE]X—

ACL Name:
% Priority:

Action:

Logging:
Destination MAC Address:

& Destination MAC Address Value:

' Destination MAC Wildcard Mask:

Source MAC Address:

& Source MAC Address Value:
& Source MAC Wildcard Mask:

VLAN ID:
802.1p:

= 802.1p Value:
& 802.1p Mask:

Ethertype:

JICRYET,

ExampleACL

i
() Permit

(e Deny
() Shutdown

Enable
O Any

(e User Defined

|00:12:34:55:7a:90

|00:00:00:00:00:00
O Any

(@) User Defined

|00:93:76:54:32:10

IOO:OO:OO:DO:FF:FF

|10

Include

(Range: 1 - 2147483647)

(0s for matching, 1s for no matching)

(Os for matching, 1s for no matching)

(Range: 1 - 4094)

(Range: 0-7)
(Range: 0-7)

(Range: 5DD - FFFF)

(Comay ) cose |

MACR—ADACLOI YE> YT R—KA

ATY 71T ACLRAR—RMELERFVLANO VT NAICIYED T TEET, MACR—AD
ACLZR—KNICN Y 7331k, [Access Control] > [ACL Binding (Port)|ICBEL £9, |
ACL Binding (Port]X—< A& 7,



Fitter: Interface Type equalste [ Portof Unit 1 =] [ Go |

Entry No. | Interface  MAC ACL IPv4 ACL | IPv6 ACL | Default Action

]

N

N e N

O

[1-10] [11-20] [21-30] [31-40] [41-48]

AT Y 72[ACL Binding Tablel® LEFICH 2 ROY TH IV IART, 412 —TIAAX
A7ELTR—PNRERLAG (VY IENIIN—T ) ZBRLET. R4/ YTFHFAEZYID
—HTHhBIFEF. HOIZY NOR—NEZBRTEEXT, [Go]2VUYITBE, EBEL
EAVE—TIARAZATDI)ARNFRRENET,

Filter: Interface Type equals to || Port of Unit 1 E
Port of Unit 1
:

N =
g
g
%

(e

[T

AFYT3: AVR—TILADFIYIRY I A%ERL, [Edit. ] RE>EIUYHILE
¥, [Edit ACL Binding]7 > KON BE £7,



Filter: Interface Type equals to | Port of Unit 1 [] | Go |
Entry No. Interface MACACL IPv4ACL IPVBACL  Default Action

AT Y T 4Interfacel 7  —/JL KIZIF, REREETNTVEIR—NELRFLAGHRRENE
To ACLNA VT AT T—TIINTEBRENEA DV E—T I/ AN EBHICRTREThET,
N7 4—)LREFERTDE. ACLBinding (PorthiR—JICRBDCERL, BBEDA VB —
TIAABERRICYVEBEZBCENTEE T,

Interface: [@ unit [1]=] Port [XG1 [v] @ LaG [1 [~ '
Select MAC-Based ACL: | ExampleACL |~ |

[] Select Pv4-Based ACL: []+]

[] Select IPvé-Based ACL: []+]

Default Action: @ Deny Any
() Permit Any

hoplyf | Close |

AT Y 75:[Select MAC-Based ACL]F T Y UV RY VR&EFAICLT, ROAVIFHAIIARN
ZEALT, BELEAR—TIAAINYE T ITBACLERERLET,



Interface: @ Unit [1]x] Port [XG1 [v] © LAG [1 [~

[ Select MAC-Based ACL: | ExampleACL EJ

Default Action: @ Deny Any
() Permit Any

[Applyf | Close |

AT Y 7'6:[Default Action|7 1 —JL R T, ACLOERE(Z—FHLEVWNTY NOMEBHEZR
ETDTTH RAVEBIRLET, 77 #)LNEDeny AnyT, ACLOEX(IZ—FL &\
NTY REIXTROYFENET, Permit Anyld, —BHLBEVWNT Y NEEELET,

Interface: @ unit [1][=] Port [XG1 [v] © LAG [T [~

Select MAC-Based ACL: | ExampleACL | v |

Default Action: @ Deny Any
() Permit Any

[pply | | Close |

ATYTT[Apply]2 2 VY DOULET, ACLEEEENEAVEZ—T I/ AILIVYETEh
F9, [M3—TI1—X]74—=)LRZFEALTRETIHNDA > EZ—T I 4 A%ZEIRTS
A, ALV VUYOULTACL/INA > R (A=K ) IR=ZICRY)ET,

Interface: @ unit [1][=] Port [XG1 [v] © LAG [T |~

Select MAC-Based ACL: | ExampleACL | |

Default Action: @ Deny Any

() Permit Any
(aeoy [ cose |

ATYVT8: AV B—TIAADREEMDA U Z—T IAACTERSIE—TBICE,
OAE—T2A2E2—TIAADFIVIRY JARAEZAVICL, [REOCIAE—..JRE> %Y
Dy OLERT, "EOIE—, V1V RINFEEFRT,




Filter: Interface Type equalsto | Portof Unit 1 [~ ] | Go |
EntryNo. Interface  MACACL  IPv4ACL | IPV6ACL Defauit Action
ExampleACL Deny Any

ATV THFARNT A=) RIC, REZIE—FTBARX—T T4 AE1DULEERL
T AVE—TIAARHAINTXYS A, S#EZEETEEXT,

Copy configuration from entry 1 (XG1)

to: 5-5 ' (Example: 1,3,5-10 or: XG1 XGE3-XG5)

ATY710:[ApplylZ2 VDYV LEY., RENF IE—EhFET,

Copy configuration from entry 1 (XG1)

to: |2-5 {(Example: 1,3,5-10 or: XG1,XG3-XGh)

S T

ATYVTMN AV ER—T I ADREETV VT IZDHER. TOFIYIRY IREFY
WCUT[OUT1Z20VYILET, BROADEZ—TIA AZRABICERBITFIVTTE
BIEIFELTLEEL,




ACL Binding (Port)

A port can be bound with either a policy or an ACL, but not both.
The default action is to discard (Deny Any) all the packets that do not meet the rules in an ACL. You can override the default
action of an ACL to forward those packets by configuring Permit Any on the desired ports.

ACL Binding Table

Filter: Interface Type equals to | Port of Unit 1 |z| | Go |

Entry No. | Interfface = MAC ACL IPvd4 ACL | IPv6 ACL | Default Action

XG2
XG3
XG4
XG5
XG6
XG7
XG8
XG9
XG10

| Copy Settings... | | Edit... | l Clear l

MACAR—ANDACLOVLANADI Y EY

WO =N MmN

ey
(=)

ATY T1ACLIEAR— RN EERVLANO VT NAICIYED T TEET, MACR—AD
ACLZVLANICY Y E> T 3% I(ZIk, [Access Control] > [ACL Binding (VLAN)]IcBEIL £
o [ACL Binding (VLAN)IX—HBE £,

ACL Binding (VLAN)

ACL Binding Table
VLANID | MAC ACL @ IPv4 ACL | IPv6 ACL Default Action

0 results found.

| Add.. |

ATYT2ACLNA T v 20 7—=7 /LI, BEVLANICIYYEJEnTWBIXNTO
ACLARTRENE T, ACLATYYEVTEhTVWEWEES, T—7IIEETT, ACLE
VLANIZY Y E> T 3ICE, [AdD..JRE>>EDIDVYOLET, [Add ACL Binding]7 7 > K
INBEEET,

ACL Binding (VLAN)

ACL Binding Table
VLANID | MAC ACL @ IPv4 ACL | IPv6 ACL Default Action

0 results found.

Add...

AFYTIVLANIDZ A —)LROROYZ7AIVUARNEFERALT, ACLERYEYY TS
VLANE ZRLE T, D7 14 —)L RiE. [ACL Binding (VLANIR—SICRB &<, B
BAVIANEEREICYIBZD EDICHEATICEETER T,



VLAN 1D:

[] Select MAC-Based ACL:

()

14}

[4¢]

Default Action: @ Deny Any

) Permit Any

(- Apply. || Close |

AT Y 7'4:[Select MAC-Based ACLIF T Y UV RY VRZFAICLT, ROAVIFEZIUAR
HEEALT, BEULEVLANICNYE> T ITHACLZRBIRLET,

VLAN ID: |TE|

[ Select MAC-Based ACL: IExampIeACL vJ

Default Action: @ Deny Any
() Permit Any

\Apply- | Close |

X VIANDZEED—ZE L THEATBIMACRK—ANDACLZVLANICNA > RTBD el
TEFERA, T, KEASHEZFEDACLEFVLANIZ/NA > RTEFER A,

AT Y 75:[Default Action)| 7 41 —)L RT, ACLOEEIZ—FHLAHVWNT Y NOREBHZEZER
ETBITOH REAVERBIRLET, 7 #)L ~NdEDeny AnyT, ACLOEX(IC—FHL &L
NTY NEIXTRAYZTENET, Permit Anyld, —BLBEVWNTY NZEIELET,

VLAN ID: |TE|

Select MAC-Based ACL: | ExampleACL | v |

Default Action: [ﬁn Deny Any ]
¥

) Permit An

[hpply | | Ciose |

25 Y T6[Apply]E T VY I LET., ACLRIEEE hEVLANICR YEV T EhET,




[VLANID]7 1 —JL REFEAL T, RETZBIOVLANEERT A, [BLB129UY 5L
TIACL/N 1> R(VLAN)IX—ZIZRY £,

VLAN ID: |TE|

Select MAC-Based ACL: | ExampleACL | v |

Select IPv4-Based ACL I v
Select IPvE-Based ACL I -

Default Action: @ Deny Any

() Permit Any
(S [ Cose

ATY 7TTVLANDREREZMOVLANIC T IEX K IE—T3I(CIE, JE—FBVLANRED F
IYVORY DAEFIZL, [Copy Settings.. ] REAEOVVYHVLET, "RENIE—,
T4 RIONFBEERT,

ACL Binding (VLAN)

ACL Binding Table
VLANID = MAC ACL IPv4 ACL | IPvE ACL Default Action

(m[ Add.. || Edi. ][ Delete |

ATYT8: THEFARNTZA—=)LRIZC, BEZIE—FBVLAN IDE/ZEVLANIDZA S L &
¥, IDRAVNTRXEZ A, SBEZEETEXRT,

Copy configuration from VLAMN1

to VLAN(s): '1[} lcExampIe 1,3,5-10)
\npply| | Close |

ATY79Applyl 22 UYOLEYT, RENA IE—EhET,

Copy configuration from VLAN1

to VLAN(s): |1D (Example: 1,3,5-10)

e

ATYT1OVLANDREZ VU T IT2HBEE. TOFITYIRY VAREFIZL T [Delete




1200V OLET, BHOVLIANZERICERLTIOUTTERCEILEBLTSEZ L,

-_--_

ExampleACL Deny Any
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