7 RL AACIFEE J— RF0467:invalid-vlan,
invalid-path, encap-already-in-use

A

BE

db,E\EEEE

IntersightiZ&ACIZ 7 7)Y o

ACIEBEF0467NDF U F

B VLANERE - invalid-vlan

SFOF

ZZ5Nn2EE : BEFTSNEVIANZ —I)LICKHRERBVLANAEENR TV AW
EZZS5NnBERE  REBVIAND RXA VICEERFHFShTWAEWILANT =)L
BB /NADEER - |3 /NA

vFIF

DAV IARZ—OYV)BEEL

EZZONDEE : RXLVEAAEPOBEEFIAREL TS

EZZ51nBERE : AAEPLIPGOBEMNFAXEL TS

EZZSNBDER A B—TIA AL IZ\DIPGOEEFFAXELTWVS
EZZASNBDER AVR—TIARVBVLIREAVR—TIARTO7 7AIINQOBEER G TE
LTWa

ZASNBER - AV R—TIAARATOTPANERAYTFTOTZAIINOBEEFHFNF TELT
(AR

BIOEPGT ¥4 Tl A& 1 TL % encap:encap-already-in-use

vFIF

DAV IARZ—OYIV)BEEL

BEAx7a>

Z DO FEMEE

FEICETULEBREDOSER

EPGERZRT 4 Y ONADQBEET T

EPG & AAEP @ BEE T 1

EPGE RXA > QOBSEHR

RXA > EAAEPH K TVLANZ —)L 0 B8 1F

VIANZ—)LICEDTOV I E RXAOBEERHFOAT I

AAEPE RX A > QE8E T

IPG & AAEP @ BS3E 45 (3

V= 7O7F7ANEAVR—T IAL R L VR QOBEESF G
AB—=—TIARAE L IBREAVE—TIARARI I —TIN—TOBEN T
Viang B @ #& 5

SFOF

APICZEERL =ACIZ 77 )Y UVLANEB QRS

24 Y FCLIC &K B VLANE R O R

ZA Y FCLIZFERLETSY N7 #—ALICKEFELEVWVLANEB QO#ER

¥




SVIVLANE )\ O #ER

SR

ABRT AV INANATFAVTOELRINTOTSEVI9S -T2V A
T7OHARVI—BEOTOY IR
TFOPARV—ICRVYETENLEARZ RPONXOSONY VR
VLIANBEEOAN > ROFIYIOURB

BB

BE

CcHDRFIXDNTIE, ACIEEEF3274 (invalid-vlan, invalid-path, & 7= (kencap-already-in-
use ) ZIEEITBLEHDROFIEIZOVWTHALET,

e

ACIEEFO467RBEDIFUATISINAHISNETH, ThTNICEAD TRER, ARRE
nET,

ACIFEEF0467THRE —MNE TRERE, ERFXOEHY TT,
o HEI/ZVLAN
« EZINA
* encap-already-in-use

ACIEEEF327T4ANDINXNTORRARE, RAAYF/—RAEZ—TIAATOVLANODRRICHET S
AREEAHY)ET,

IntersightiEZfACIZ7 7 7Y &

Z MHEZE(L. Proactive ACl Engagement® —Z & L TTFOTF 1 JICERENET,

IntersightlC RS NIZACIZ7 77U Y O HBBE. BFRICRD>TH—EAUIIANIE
BEn, COEEDA AR AN IntersightiCEfRiE NEACIZ 7 7)Yy VARATREE hiEC L
ARENFT,

ACIFEZEF0467ND >+ =7
FEWEVLANERE : invalid-vlan
>+

« encap VLAN 421 TEREE h2# L VEPG

« EPGICEIVETSNIEYEBRXAY

« EPGEDOVLAN 421D ART A Y DR—NNA 2T 1420

« FEEF0467 -EPGADRA VR EZFERALTAAMYF /—RICHLTTI7ZIEITELLE

c BEFNYIXYE—TJOAZR : invalid-vian:vian-x :EpGA" R X A 2 ICEER TS hTUWE
WA, RXLSVICZOVLANDEI HTSshTWEEA


https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
https://www.cisco.com/c/ja_jp/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

v EPG - lc_EPG
Fault Properties 0

General Troubleshooting History
—
O +
Fault Code: FO467
Sewverity: minor
Last Transition: 2023-06-04T14:35:08.407+00:00
Lifecycle: Raised

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/unifepp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-lc_APPfepg-lc_EPG node 102 /
invalid-wvlan: vlan-421 :Either the EpG is not associated with a domain or the domain does not |

ie to Invalid VLAN Configuration, debug message:
ave this vlan assigned to it;
Type: Config
Cause: configuration-failed
vian-421 :Either the EpG is not
temporaryErrorino

Change Set: configQualinvalid-v
associated with a d

n, configSt:failed-to-apply, debugMessage:invalid-via
nain or the domain does not have this vian assigned to it;,

Created: 2023-06-04T714:33:00.796+00:00

Code:
Mumber of 1
Occurrences:
Criginal Severity: minor

Previous
& minor
Severity:

est "_;E"-'D'ZT'..'Z minor

=

U Ij

FEICE., "TEpGHA RXAVICEEMRFSATVEVA, RXALICZOVLANDEV) Y

EED
hTLWREBAL EATRHICREETATVERT,

<

<tfroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 ethl/13
due to Invalid VLAN Configuration, debug message:

i nval i d-vl an:
vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/n

EZZ5NZRE : BEMNITSNEVLAN —LICAERZVLANAEEN TV ALY

TORAATEIELVLAN 4218 —7 /— RICBREh TV EE A,

<ffroot>



Node-103#
show vl an encap-id

421

ext ended

<<< Empty >>>

EPGT7 Y I—23VANDARTAY INARERENREE A

<tfroot>
APIC#

moquery -c¢ | 2RtDoml fConn | grep | c_EPG | grep dn

<<< Empty >>>

R XA >lc_phys_domid, Ic_EPG EPGICEE E[R TS NhET,

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG| grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

RXAEVLANI =L OBEENGHAEELET,

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static



Vlan7'—Jllc_vlan_poollk, VLAN 4200 # 2SO LD ICREETNTVET,

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

vian 4214 LR O 7 —ILICE W, TS5 — Tinvalid-vlan: vian-421 :Epgh RX A V IZBEE[ TS
nTWaEVWh, RXSVIZZOVLANDEHETShTLVERERRE A,

RO 7OY VRTlR., COBEDVLANT —)LSBABRARTRENTVET

Profiles Concrete Model
e (Configuration applied)

T

|

]

i

| Leaf Interfaces Logical Model
E .. - (Configuration defined)
|

1

|

|

1

1

|

1

|

1

1

|

Collection of allowed — Policy Groups Interface settings

AAEP Leaf Interfaces Interface Policies
VLANz, VXLANS etc Interface type and settings J

KELTWABvlan 421 Z 45 EOviangE ICEMLUET

VLANZ' =L EAT LB LT R X 12 O RBEES 1T (Fabric > Access Policies > Pool > VLAN >
Ic_vlan_pool)



VLAN Pool - le_vlan_pool (Static Allocation)

VLAN 421U 7= OVLANY — )L S E O R

<#froot>
APIC#

moquery -c¢ fvnsEncapBl k | grep | c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an-421

1-to-[

vl an-421

]

ZASNDER  BEBVLANA RX AV ICHENS TSN TVWEVWLANT =)L

(&



Concrete Model
(Configuration applied)

Leaf Interfaces

—*  Policy Groups

Interface type and settings

Logical Model
(Configuration defined)

Interface Policies
Interface settings

FP7277099,>TFOoRAR RUS— > TYESIREABRXA > TYPEBRXL>,>T

Ic_phys_dom

Physical Domain - lc_phys_dom

=
Properties
Hame; lk.phys.doem

Associated Attachable = Name
Entity Profiles:
Ic_AAEP

VLAN Pools: | select an option I

Sacurity Domains: O+

Select Name Description

[+]R XA > EVLANT — )L O BEE 1t (F

<#froot>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn

<< EMPTY >>

BIE : RELTWABVLANTZYSI—>3>%zEhd

0

Policy Faults History

0 2 W



F777090.:>TFPORA RUD—, > "YEBESLIOCABRX A, > TYBRXA > T
Ic_phys_dom

Physical Demain - le_phys_dom O

BANE/INADBE : BIE/NA
SFUA

- EPGOERE

« EPGICEIHTS iz RXA>

» VLAN 420, /— K103 eth 1/13MEPGTHRE N =BHWAR—KNNA2F 12

- BEEF0467 - EPGADRA VR ZFBALTAMYF/—RIEHLTTIZTEZLTELE

c BEFNY I XY E—2ORNA : invalid-path:Epg/L30uth RX A4 2 IZBER TS hTW
WA, RXMVIZCDAVE—TIAANE)HTShTVEREA

CHNIZ—. REZELKEATZLEHIC, MEIBTIEARIVI—ARET N TLEVR
RTAAYFIR—KRVLANFESTENDERELET,

COIZ—DOHRABICKI>TR, PIVEARUD —BROBOEZNREL TVIAESFHY R
ERD

EPG-Ic_EPGA' S5 TF > N TOEEZEDEIENT> Ic_TN > Ic_AP > Ic_EPG > Faults > Fault



¢ EPG-Ic_EPG
Fault Properties 0

General Troubleshooting History

(E) e
Fault Code: FO467
Severity: minor
Last Transition: 2023-06-04T21:39:12.971+00:00
Lifecycle: Raised

Affacted Object: topology/pod-1/node-103/local/sve-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TNfap-lc_APP/epg-lc_EPG]/node-
' 103/stpathatt-[eth1/13)/nwissues

Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:
invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;
Type: Config
Cause: configuration-failed

Change Set: configQualinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assigned to it;, temporaryError:no

Created: 2023-06-04T21:36:56.851+00:00
Code: FO467

Number of _

Qccurrences:
Original Severity: minor

Previous

Severity: Tnor

Highest Severity: minor

HFEERTDEPG, R4 YF/—RID, BLVPR—KIESE, BEHPAEIIEENET,

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep

| c_EPG

descr : Configuration failed for

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG

node 103 ethl/13
due to Invalid Path Configuration, debug message:
i nval i d- pat h:

Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assign
dn : topology/pod-1/node-103/1ocal/svc-policyelem-id-0/uni/epp/fv-[

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG
1/

node-

103

/stpathatt-[

et hl/

13



1/nwissues/fault-F0467

49 TAZ—KDENY)EEL

VIANFBRBHENTLBAES HERBLET. TS5 TEVBEE. KOITY RERTLTH
EIS— 0N HHBENFTEET.

RXDemds Tk, Ic_EPGAE L7 1L ARV TICERAENBEPGETY,
Encap-vlan#'lJ—7 /—RIZCEBEAEhTLW A&V

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

MEPGF Y I—2a>RUS—AOBN/NAFETT,

<tfroot>
APIC#

noquery -c | 2Rt Dom fConn | grep Ic_EPG | grep dn

<<< Empty >>>

IR X A > EEPGOBEES IF

<ffroot>
APIC#

noquery -c fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
]

[B]R XA > EVLANT — )L O BEEAS 1F

<tfroot>

APIC#



noquery -c infraRsVlanNs | grep -A 15 | c_phys_dom | grep tDn

tDn : uni/infra/vlanns-[

I c_vl an_poo

]-static

[4] Vian7 — )L 85 8 O e SR

<tfroot>
APIC#

nmoquery -c¢ fvnsEncapBl k | grep | c_vlan_pool

dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

]-to-[

vl an- 420

]

[5]R X 4 > &EAAEP D BSE S 1F

<{froot>
APIC#

noquery -c¢ infraRtDonP | grep | c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[6] AAEPE A VB —T T4 AR =TI —TOBEENF(PG)

<#root>
rtp-aciO8-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-

lc_I PG



[71IPGEA Y B—T7 T4 AL VX DEER T

<{froot>
APIC#

moquery -c infraRsAccBaseGp | grep -B 15 Ilc_IPG| grep dn

dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

B VE—T7IAAZTA7T7TANERCYF7O7 71 OBEERG

<tfroot>
APIC#

moquery -c infraRsAccPortP | grep leaf103_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]

invalid-path® KA &, AXT A Y INADEET, BENFTSATVRIMAERT VAR —
ODVWITNANFRELTVWBRESICRRENET, BENERERZIBICANT, PIOERARD D —
ERY TENTHEIELED,

1. RXA 2 EAAEPOBERTAR DAV EEA

2. AAEPEIPGOBEERITA R DAV ELEA

B IPGEAUVR—TIA ALV RXROBEERITINFRONAYVEEA

4. AB—=—TIAAELIREAVEZ—TIAARA7TO77AMIOBEERTAXZELTWVNS
54 R—TIAATAT7T7ANEARAYF7A77AINOBESFTIATELTVNS

EZZON3ERE: RXA 2 EAAEPOBEMNFATEL TV



1 Interfoces, Tenants i
s ey | e Concrete Model

' Mi""‘”“’ (Configuration applied)
[} 1 N = N i
: : Leaf Interfaces Logical Model
; : iy . (Configuration defined)
I 1
: : |
! I Interface Selectors
: : Interface IDs
a i -
: : Mﬁm = Lwh&'ups hmepdbbs
: : WVLANsz, VXLANS etc mmm =
i ! I
: ------------ j_’ mm%

etc are consumed
Pools
List of VLANs, VXLANS etc

(7770 O[T 22ARI S —]>[/R)Z—]>[F O—/\NIL]>[AAEP]>[Ic_AEP]

Attachable Access Entity Profile - lc_AAEP

Properties
Name: lc_AAEP

Description:  optional

Enable Infrastructure VLAN: []
=

0

Palicy Operational Faults History
—_—

(e A

Domains (VMM, Physical or
Extarnal] Associated to Interfages:
& name

==
State
Mo #ems have been found
Sedect Actions o reate 3 new item.

[MEPGTYYI—2 3>RS —AOBN/NANETT

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+]R X A > &EAAEP O BIE {1+

<#root>

APIC# moquery -c infraRtDomP | grep



| c_phys_dom

<< EMPTY >>

BE: FRLTWARXA I TYSII—23 228D

P7277090,>TFORA RUD—,1 > "YEBESRUABRXA > TYBRXS 4> T
Ic_phys_dom

Physical Domain - lc_phys_dom O
Policy Faults History
—
(I
Properties
Hame: ke_phys_dom
S0 d Attachable « Nam
tity Profiles:
K_AAEP
IULJ\N Pools: | ic_vian_poai(static) il I
S Dom; I

¥ 3
T .
. : e Concrete Model
—— :L S (Configuration applied)
. ¢ g R e
i : Leaf Interfaces Logical Model
i i T (Configuration defined)
: l |
I ]
l l Interface Selectors
1 ] interface IDs
| i i
| E AAEP Leaf Interfaces Interface Policies
| ! ViAne, VXLANG o8 J'_ J
1 ]
: : [
: ---------------- L’ mom?ﬁm
etc are consumed
~ Pools
IPG & AAEP O) BEE 1Y (3

T77VYI>FTORARIS —>AVB—=—TIA AR>S —TAVE=TILA>RI—=J)—7



>—T T UEAR—b>Ic_IPG

Leaf Access Port Policy Group - le_IPG 0

Properties

[HEPGFYYI—2aYRUS—AOBKN/NANETT

<#root>
APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+] IPGEAAEPD BER ITAZETT

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn

<< EMPTY >>

{&1E : IPGANDOAAEPOBEEMSHFAXTEL TVWET

T7TIYI>SFTORARID —>AVE—TIAARS)—=TAVE—TITA XSRS —=T)I—=7
> Y= T I AR—K>Ic_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

[+] IPG & AAEP ) BS3& 1 (

<{froot>



APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

EASNBDER AV RX—TIA ALV EZANDIPGOBEENIFARELTWVS

Security Domains

_________ Restricts VLANS, Switches, _—_______________"I
i Interfaces, Tenants H

T

mI:_.;m : oo Concrete Model
] | ikt (Configuration applied)
h_  —— , - _— : - :
: : Leaf Interfaces Logical Model
E : — (Configuration defined)
i l
] ]
i i
] i
] |
] I
i l
1
: | °*=£ﬁ£ehﬂﬂ md |;32;Gﬂmms 'Wﬂfﬁfﬂﬁﬁ?”
- i VLAN, VXLAN ete R R e
1
: : |
1 1
Vo o e e — mnﬁmm?irv‘;q.m
etc are consumed
Pools
List of VLANz, VXLANS etc

AVE—TIARAELIREAVE—TIA ARV =TI —T OBEENT

T77TVYISFTIORARIS—>A 2V B—=TIAAS—TAVE—TIAA>7TO7714)>
leaf103_IP > Ic_Interface_Selector

Access Port Selector - lc_interface_Selector O

Properties

Interfaces Overnide Policy Group Interface Description

+FIPGEA YV ER—T IA ALV ZOEERG



<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15
lc_I PG

| grep dn

<< EMPTY >>

BE :  AVR—TIAAELIREAVER—TIAARDS =TT OBEENT

Access Port Selector - lc_Interface_Selector 0

Override Policy Group Interface Description

FIPGEA Y R—T ITA ALV ZOEEN T

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15
lc_I PG

| grep dn
dn : uni/infra/accportprof-Teadl103_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

EZASNBDER AV EB—TIAARAELIREAVER—TIAATO7 7 A4 OBEEN T R%E
LTWa



¥ +
s e L“'Pr;":i,:; Concrete Model
- N “"'“"““_ - (Configuration applied)

Leaf Interfaces Logical Model
Gl MRS (Configuration defined)

AAEP Leﬂhwmﬂxxs hmmxanbhs

VLANs, VXLANS etc mw“m

List of VLANs, VXLANS etc

AVE—TIARATAT7ANEAVER—TIA AL I ZOBEERF

T7TVYISTFTORARIS =>4 B—=—TI[LA>S)—T AU RZ—TIAA>7O774)>
leaf103_IP

Leaf Interface Profile - leaf103_IP 0
Policy Faults History
—
O & %,
Properties
Name: leaf103_IF
Description: optional
Nias:
Interface Selectors: +
Ham Block Paficy Groug

NZTNDa1—F42T

<#root>
APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>

AVE=—TIARATATT7ANEAVE—TIA AL 7 XOBEEMTOELE



Leaf Interface Profile - leaf103_IP

Properties
Name: leaf103_IP

Description: | optional

Alias:

0

Palicy Faults History
—

o 2 %

Interface Selectors:
= Namg Blocks:
Ie_lnterface_Selector 113

+
Paolicy Group
le_IPG

<#root>
APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

ZASNBRE AR —TIAATATF7FANERAYF7AT7FAILOBEEFTHFRELT

W3

Concrete Model
(Configuration applied)

Leaf Interfaces
— Policy Groups

Interface type and settings

Logical Model
(Configuration defined)

Interface Policies
Interfoce settings

AVE—=TIAATAT77ANERAYF7O7 74 OBEER T




(777 VY IP[TORARIS =[RS Y FIP[V—TARA Y F>[7'O7 7 14 )L]>[leaf103_SP]

Leaf Profile - leaf103_SP

Properties

<#root>
APIC# moquery -c infraRsAccPortP | grep leaflO3_IP | grep dn

<< EMPTY >>

V=707 F7ANEAVE—TIA AL 727077 1) OBEENTOMEE

Leaf Profile - leaf103_SP

Properties

& Mama Blocks Palicy Group

HAVER=TIAARATA77FANERAYF7O7 7 AL OEEF G

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl103_IP]



BIDOEPGT Y TICEAE h TV Bencap:encap-already-in-use
L

T7 A RTE, VLANICRZO-—NILAO-THFHYNET. BEDVLAN IDE, HEDU—T A
AYFOE—DEPGICR L TOAERATEEXT,

BED)—TAAY FRAOEBRNDEPGTREILVLANZBRAL LS &F5E, encap-already-in-
use FO4ABTREENF RELE T,

T+ NTOEPGEEEZEMBEENT>Ic. TN>Ic AP >Ic EPG >EBE>E=E

@ EPG-Ic_EPG

Fault Properties Q0
General Troubleshooting History
& i

e: FO467

y: minor
07-03T15:02:06.354+00:00
le: Soaking

Affected Object: topologyfpod-1/node-103/local/sve-policyelem-id-0/unifepp/fv-[uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Coenfiguration failed for uniftn-lc_

encap-already-in-use: Encap (vlan-42

ap-already-in-use
inuse by lc_TN_D

jeiencap=already=in-use: Encap (vian

verity: minor
. minor

Highest Severity: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-1c_EPG]/n

DAY DOAZ—hDEEEL

+]BIDFTF > Mc_TN_DupTY TICHEAET N TV DencapZ B TERY

Node-103# show vlan extended | egrep "Encap|----|vlan-420"



VLAN Name Encap Ports

3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13

BEA7> 3>

F7>ar1:
=7 X @FVPCART7 TEAT A TVAEVBIOVLANES ZFERLET,

F7>a>2:
BALELSELTVWABVLANNZWVWEIDY) —T7 £EFVPCART7 TEILUVLANZEHALE T,

F7>3> 3

BRENEEPGOART A Y IR—NOBEERITEHBRLUET (EPGOERNBEIBEEHES ). <
1’1(':3'\” %ﬁl/\l\EEﬁb\—Iﬁb u’x‘)ij—o

F7>3ar4:

VIAD Y —RAKYBIOACIN—2 3> Tk, BEOVLANAZEILLEG—T ALY FEOE—D
EPGICO&IVE>VYTENET, AUV—TAAYFLEIZEUVLANAZ EILILZZFED2EE D
EPGH $HBZBE. ACIRCHIS—%=RKEEEET,

VIAUY—ZLETIE., BUVLANAZ L EEALT. BEOU—TRASAYF (Ekid
FEX ) ICEBNOEPGE R— NEMOVIANRETERTEET

R—BNEBEMNOVLANEREH 1 R
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-

x/L2 config/b Cisco APIC Layer 2 Configuration Guide/b Cisco APIC Layer 2 Configuration Guide c

T DD FMAEIR

COEITIVE, BETDIEY RN YT Z2RURLBRENBEZRTITIFLUAAARE
LTHEATEXRT,

EPGEARZRT 1Y I INADBEEN T

T+ Bh>Ic_TN>Ic_AP > Ic_ EPG>AZT 1Y UR—b


https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
https://www.cisco.com/c/ja_jp/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

Static Path - Pod-1/Node-103/eth1/13

Path Description:
7 Y
Mode: | Trunk Access (BO2.1P) Access (Untagged

HART A4 Y IVR—KNEEPGOEER GRS —

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn
dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420
1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-Tc_TN/ap-T1c_APP/epg-
| c_EPG

1/

node- 103

/stpathatt-[

et hl/ 13

]/conndef/conn-[vlan-420]-[0.0.0.0]]

EPG & AAEP @ BIEfT IF

(777U [T EARY =[RS —]>[2 O—/VLI>[AAEP]>[Ic_AEP]

o



Attachable Access Entity Profile - lc_AAEP

Properties
Mame: ke_AAEP

Description: | optional

cture VLAN: []

Domains | , Physical or
External) Associated to Interfaces:
« name

le_phys_dem (Fhysical)

Application EPGs

= ppplication EPGs

Encap
vlan-420

ke _TH/lc_APP/ic_EPG

<#root>
APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="

vl an- 420

dn

| grep dn

vl an- 420

1-[0.0.0.0]

EPGE RX A2 DEER

T+ Rh>Ic. TN>Ic AP>Ic EPG>R XA

Domains (VMs and Bare-Metals)

[ Domain
le_phys_dom

[+]R X A ~lc_phys_domA'EPGICBIEMN TSN TVWET,

Type
Segmentation VLAN Made

Physical Domain

] Deployment  Resolution Allow Micro-  Primary Port Encap Switching
ptive

<ffroot>

APIC# moquery -c fvRsDomAtt | grep -A 25

Policy

State

formed

Primary Encap

unknown

Encap Mode Cos Value

Auto Cosf

Operational

0

Faults History
g & .
W +
Maode

Access (802P)

uni/epp/fv-[uni/tn-Tc_TN/ap-Tc_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[

O i .
Enhanced Custom EPG
Lag Palicy Name



| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1 c_phys_dom
]

RXA > EAAEPH &K T'VLANT — )L 0 BEEAS 1F

FP277099,>TFPOo0vR RUI—, > "YBERTCABRX A, > TYEBRAA2 > T
Ic_phys_dom

Physical Demain - le_phys_dom 0

Properties

[HIRX A2 EAAEP D BEE T (T

<#root>
APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[+]R XA > EVLANT —)L O BEE {1+

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[



I c_vl an_poo

]-static

VLANZ = )LIC&BT7OY 7 RXAOBENITOAT I

Fabric > Access Policies > Pool > VLAN > Ic_vlan_pool

VLAN Pool - le_vlan_pool (Static Allocation)

Properties

Description Aliocation Mode

[+] Vlan7' — )| €5 B D #ERR

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[+] Ic_vlan_pool A"ERAENhTWVWD RX 1>

<#root>
APIC# moquery -c fvnsRtVlanNs | grep

I c_vlan_poo

dn : uni/infra/vlanns-[1c_pool]-dynamic/rtinfraVlanNs-[uni/

Q

Histary

5.



phys-1 c_phys_dom
]

AAEPE RX A 2 OBSES T

[Z7 770y I[F 2 EARY S —]>[RU—]>[2 O—/VILI>[AAEP]>[Ic_AEP]

Attachable Access Entity Profile - lc_AAEP 0

Properties

<tfroot>

APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-
| c_phys_dom

]

IPG & AAEP O B8E {3

T77T7VYO>FTORARIS =>4V B—TIAA>)—TAVR—TIA AR =TI )T
>I) =7 TV tEAR—K>Ic_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

[+] IPG& AAEP D BS5E 1 (F

<ffroot>



APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

V=707 F7ANEAVER—TIA AL I ZOBRERF

7TV I>FTORARIS —>A U E—TIAAS)—=TAVE—TIAA>7O7 7 1 )L>
leaf103_IP

Leaf Interface Profile - leaf103_IP

<#root>
APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

AVE—TIARAELIREADE—TIA ARV =TI —T OBEENT

T7TVYISTFTORARID—>A U BR—=TIAA>S) =T A EZ—=TIA4A>7O774)>
leaf103_IP > Ic_Interface_Selector



Access Port Selector - le_Interface_Selector Q‘

Properties

4

HIPGEA 2 R—T7 I A AL UV ZDEEENT

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-

| ead103_I P
/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

<hg">U—T A2V R—TIARATATT7ANEAVE—TIAAELIR, LTIV —TRAAY
F7A7 7 A OBEER T

(77 70y O[T ORARI D= [AAY FI[U—T AA Y F>[7’07 7 1 )L]>[leaf103_SP]

Leaf Profile - leaf103_SP 0

Properties

FV—TAVE=—TIAARATAT7FAINERAYFTOT7 7 AL OEER F

<#root>



APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-

|l eaf 103_I P

]

[HNAAYFTAT77ANERAYF7A77A4NTIN—7TOBEEN T

<#root>
APIC# moquery -c infraRsAccNodePGrp | grep -A 8

| eaf 103_SP

| grep tDn
tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

Vianf& B O #& &t
S UF

o POEANTIIELVLAN 4204/ — R103 - E1/13ICEAEThTLS
- BETRIINTOT VAR —ELEPGREZEBA

APICZERL =ACIZ7 77U Y OVLANEBE OFER

22 AfvicConnlZ & 3 Zmoqueryld. {ROVLANA 7 EILILTT7 1 IILR) > TE, VLANKE
MENEINTOEPG/IAAM Y FIA 2 B—T I A ADHEAEDEERLET,

<tfroot>
APIC#

noquery -c¢ fvlfConn -f

"fv.lfConn. encap=="vl an-420""' | grep dn
dn : uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/
node-

103



/stpathatt-[

et hl/

13
]/conndef/conn-[
vl an-

420

1-[0.0.0.0]

A4 Y FCLIC KRB VLANRE R DO HERR

Fshow vlan extended; ZEENDAA Y FTEITL T, BEAAMY FIZEAETNTLVSVLANE,
FTOVLANA B EN TSN TVWBEPGHB LA VA —T I A ARERTEET,

Fencap-id xxu 7 1)L Z&E, ACIV ) —R4 2L\ THEATEET,

<tfroot>
Node-103#

show vl an encap-id

420

ext ended

VLAN Name Encap Ports
2 Tc_TN:T1c_APP:1c_EPG vlan-420 Ethl/13

ALY FCLIZFERALETSY N7 A—AICKEFELEVWVLANER OSSR

ACIZAYF/—RHADINTOVLANR, ERAYF/—RICHLTO—HILBETHDTFY
N7 #—LAFEMEPHVLANICY Y EZ TENET,

TOEAATEILILIE TFD VLAN, EFEENBPIVLANICYYE Y dEh, JUYD RXAF
TBD VLAN, EFEFENBPIVLANICY Y EY Y EhET,

Fshow system internal epm vlan all; ZAA4 Y FTRITIDE, U—TICEEE hizvian®D ) A
NEeRRTEEXRT,

<{froot>

Node-103#



show vl an extended | egrep

"Encap| ----| 1/ 13"

VLAN Name

Tc_TN:1c_APP:1c_EPG

vl an-
420
Eth1l/13
18
Tc_TN:1c_BD

FDvlanEBD VlanA 84 X —T7 I A ANO 7O ST &,

ALTEXRT,

<#root>
Node-103#
show interface eth

1/13 trunk | grep -A 2

Al | oned

--> FD vlan 2

vxlan-16416666 Eth1l/13

Port Vlans Allowed on Trunk

Ethl/13

SVI VLANE A D H#EER

--> BD vlan 18

Fshow interface; N> RTH#

BDSVIZERALTL A V3VLANZRIET BB EIE. 7T AfvSubnetZBVEHLETH TR Y K

DIP7 RLAZHEL XY,

<tfroot>

APIC#

noquery -c¢ fvSubnet | grep | c_BD



dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[201.201.201.254/24]

RIZ, Tshowipinterface brief; ZF T YL T, —HITBIP7 RLAZH#EFEL., VLANE FHiE
h3DVRFZ#&IILE T,

COBITE, AIOCLIEHHIOBD Vian 18I 2 HRLET T,

<#root>
Node-103#

show ip interface brief

IP Interface Status for VRF "

lc_TN: I c_VR

F"(16)

Interface Address Interface Status
vl an18

201.201.201.254/24

prot ocol -up/ i nk-up/adm n-up

W

R
ABTAYINANAVTFAVIOBLRLVTOIZZ I —T VA

COBED—T AR, VLANAZRT 4 Y ONAAPIORUHULASAA Y F/— RVLANOEA
ICEITRFIEZREHLZENDTT,



/APICS ‘\ [ AP| Request for static binding ]
nusunx:l
extXMLApi (4)  Jrefreosnennes Accept if format valid with proper auth
-
Policy Distributor (33) ] ---------- Enforce no dups, other logical rules
¥
Policy Manager (6) |v#)ssssssnss Validate against Policy. If complete, push
\ Y / to policy defined nodes

Switch(es) '
[ Policy Element

!
| NXOS

Validate against Hardware. If pass, push
to concrete policy onto node

Pulls in concrete config to program HW.
VLAN deployed

TORARIVD—BHEOTOY VK

RO70OY IREE, A4YTF/—RVLANORBRZRIE R LEHICT IV EARI S —BOEK
ZRLTVERT,

Security Domains hd
r ________ - Rﬁ:ﬂ'icl:VltyLM' Switches, ______-__________"I jb‘ﬂfg&-
H Interfaces, Tenants H -_: g

T =
Tenants 1 Leaf Switches
e, s e J : s Concrete Model
Caollection of switches - - -
¥ L S—— = __100nﬂgm€honapphed)
] LB
| | Leaf Interfaces Logical Model
| : comenoies e | (Configuration defined)
s a !
: : Interface Selectors
I : Interface IDs
i : T
I ]
- H AAEP Leaf Interfaces Interface Policies
: 1 Collectionof allowed  ==>  Poglicy Groups Intesfocs saitings
: : VLANS, VXLANS etc Interface type and settings
: | |
1 2
SRSE—— Lol sorole
etc are consumed
Pools
List of VLANS, WVXLANS atc

TOEARDD—IRYEYTENEZAR RFONXOSOY Y R

INTORY ND—DIODZTR, RBILTIVEARID —OB2CWMYBATVET, AX
YRPOVFNAADCLUA Y E—T I RAZNLTTI7PAILADOTFANELTEREN TV
21T,



A

switchport or no switchport

\_/'_

switchport trunk allowed VLAN 100-200

1

Interface
Policy Profiles
Groups S

\

mtu 9000 \ ssh 10.10.1.142
speed 10G

channel-group 1 mode active
lidp receive

lidp transmit

cdp enable

spanning-tree bpdufilter enable

Interface Ethernet 1/1

BEEF4GTN R ION21BE. ETT7IVEARI—ZEBEL, ThOoNFNELKREETNTWVS
CEEBATDENEETT,

VLAN#EEON > ROFI Y VAR

FEIXREAERE, VAMHOROONY RIZERAENDIEBNEEIET,

NSOV RE, EFREEBIFTVAORS TN 1T AV TTS5HIC. CORF2
X h2@HZBUTSRENTVET,

/J—R

XV R

=]:y)

APIC

moquery -c faultinst -f
'fault.Inst.code=="F0467"

7T TUYOTRET UF A TBIRTOD
FO467EEZ —BERRLE T,

moquery -c I2RtDomIfConn | grep
<epg_name> | grep dn

BEDEPGICEERTSATVRREZT 1Y /A
AFIVIONAERRLET,

moquery -c fvRsDomAtt | grep -A
25<epg_name> | grep rn

EPGICEERNTSNIERXA 2 ZRRLET

moquery -c infraRsVlanNs | grep -A
15 <dom_name> | grep tDn

RXAVICBEERTS hIEVLANT =L B Z R
LET. RXMBREINOIN RASHEEh
Y

moquery -c fvnsEncapBlk | grep
<vlan_pool_name>

BHEDOVLANT —LIZBIERN TS TV A VLANE
SERRLET,

moquery -c infraRtDomP | grep
<dom_name>

RXAICEEN TS NIZAEPZERRLET

moquery -c infraRtAttEntP | grep
<AEP_name>

RXAVIZBEERNTS N4>V R—TT4A70
J77ANTIN—T(PG)ERRLET

moquery -c infraRsAccBaseGrp | grep

-B 15 <IPG_name> | grep dn

AVE—TIAARATATTANIT LT (PG A
YER—TIARAELVZOBEERNTZERRLETY

moquery -c infraRsAccPortP | grep
<Interface_Sector> | grep dn

AVB—TIAATA77AIINERAYF7O7
TANOEENTZRRLET,

moquery -c fvifConn -f
'fv.IfConn.encap=="<encap_vlan>"" |

BEDencap vianN" 7 7 7)Y JICEBAE T
PINTOA 2 R—TIAAEXRRLET,




grep dn
mogquery -c fvnsRtVlanNs | grep VLANZ = )LICBBER s hiE RXAM 2 ZRRL
<vlan_pool_name>| | grep dn F9,
moquery -¢ fvSubnet | grep RXSICEAER TSN zsvilPEZRRLET,
<BD_name>
&KX
300 @
7 2+t [show vlan encap-id <encap_vlan> |PIVLANEFF> N, P7U4—>3>70O77
A R4 |extended 1), BLUTEPGE DEFilE R T
T
W=7
show vle?n extendfd | egrep "Encap|- BEODR—RNOVLANOF#MZERTRILET,
--|<port : f511/13>
. H|BEDR—NTEEENTVAVLANZRLET
SE?OW int eth <port> trunk | grep -A 25F| /) \NE 24 EVIANES TH B = & IEEL
TLEZL,
show o int bri vrf <vrf> BEOVAICY L TEBAENELAVIA2X2—7
P IARAERRLET,
show vbe brief DALY FHVPCRT7 O—BTHBBEIC,
P Vol BB I B EHERRLET,
BEEF R

* https://www.ciscolive.com/on-demand/on-demand-

library.html?&currentTab=session&search=BRKDCN-3900

* https://lwww.ciscolive.com/on-demand/on-demand-

library.html?&currentTab=session&search=BRKACI-2770

* https://lwww.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-

x/troubleshooting/Cisco TroubleshootingApplicationCentriclnfrastructureSecondEdition.pdf



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
https://www.cisco.com/c/dam/global/ja_jp/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



