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Catalyst CenterCRIT I D LENHBIBEHRPT V>3 VICRHLUT, BAPICEIMBOBENA HY E
To APINBEET B - ICIE, BIRFHEL T, M= ZFEHL TCatalyst CenterlZ Xt L TiEY]
CFOEEL . EEBAPIRBEZNMEIAIXENf HVET, =02, ThICISU TRESTHRUEHL
TTDHEZHRBILET,
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<7,

s URLEBEDVY—RAICTIVEATED I RKRAU N,

e XYY R:FTANTODAPIHCAY Y REZEEHDUENHYYET, BEDI RRANIKL
TCOZAT RN RITBDTI A REZEEZTSH : POST, GET, PUT, DELETE,
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SRLTLSEEL,
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« requests:CNDEZ 1 —) TR, HTTPAAERZHEDURLICEFETEET, E21—)IL0
FHHICOVTR, VOTARMEZI—IIHALARZSBLTLKEE L,

« base64: I A— RB LV TFOA— RBEZRELET., EZ1-IILOFEHAICOVTE.
base64ET 1 —I)LHA RZZRL T EE WV

« SON:CDED 1)L TR, APISEDL SBEDT—REZMBTEET., EZ1—I)LOFMI
DWT, jsonED 1= HA RZSRBLTLEZV,



https://developer.cisco.com/docs/dna-center/importcertificate/
https://developer.cisco.com/docs/dna-center/importcertificate/
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/base64.html
https://docs.python.org/3/library/base64.html
https://docs.python.org/3/library/base64.html
https://docs.python.org/3/library/json.html
https://docs.python.org/3/library/json.html

A PythonED 21— I)LOA 2V AN—IBFEOFHFMIZOWVWTIEE, TPythonEZI1—-)LDA
VABR=)g RFIXDVRESRBLTLEZL,

N—=D2DEK

HFLOWN—O>Z4ERT ST, Authentication APIE WS APIZERA T2 HRENH V) £T,

U]
]
1l

API:

POST https://<CatalystCenterIP>/dna/system/api/vl/auth/token

ERENBD =V IKEENTHRICEZHRLIZ LN EETY, 1KEER, LRREBEL
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ERLET,

import requests
import base64
import json

user = 'user' # User to login to Catalyst Center

password = 'password' # Password to Togin to Catalyst Center

token = "' # Variable to store the token string

authorizationBase64 = "' # Variable that stores Base64 encoded string of "username:password"

RELAPIE, AYA—HNOBIEERN—U > ELTEARRIAZYR—NLET, BRI (Basic
Auth)ld, T RRAD NOFRIEICHEATESAXT, QO TRYShEEI—HEE/NAT—R
(A—HFE : NAD—R)ZEBELET, WHDERbase64TII—Reh, TV RRSAVME
A4 0LFoov )27 1—RULT, =YD TIOELATERZIDNESHZHRALET,

A—HLBENAT— RIZKIET BBasebdR— AN X EHNZERT D =HIC, base64ETZ 1—)L
NPERAEIhET, ChEITSICE. bbdencodeBEEFRALET,

byte_string = (f'{user}:{password}').encode("ascii")
authorizationBase64 = base64.b64encode(byte_string).decode()

FREOO—RTE., .encode("ascii")y B ZEA L Toyte_stringBEHAERE A TVWET, &
nik, base64.b6dencodeEEMN/NA NDKSIBATSI VN EREBELE TR EDTT, Tk, XF
HIH R 'user:password' Z R1F T B 1= & ([CuserBH & password EMAERE N TWEC EICEZFE
LTLEEV, &REIZ, baseb4T > 1— REhE/NA NXFHA I ENAD—RTERE I
FL 7, 'decode() XV Y REFEHL T, BRstrA7 IO NCEBRENEL L,

ChEEFRTS(C(E. authorizationBaseb4ZEHDEZHHL E T,

print(authorizationBase64)
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Catalyst CenterCOFEAICI—FENAT—RZFEAL TBaseb4L > A— ROXFHINERE
hELE, RIZ, E221—)LEREZFEAL TAPIEREE APIO—I)LICEARE T, £/, request& V
SEBF. EROTFANZECRHREBEAT DI VNOBRBEFALED,

XYY ROBEX :

requests.request(“method”, “url”, **kwargs)

*kwargsld, BERICEENB/NTX—& (cookie, I—HI— I M, RAO—R, AVE—
BE)ZEKRLET,



SELIAPITIE, AXAPOST, URLA/dnal/system/api/vi/auth/tokenEIBEENTWVWET, AV A
—CEAXRFAZEETILEN BYET,

NS OERIE, request)BITHEATRDLEHICERLET,

url = https://<CatalystCenterIP>/api/system/v1/auth/token
headers = {

‘content-type’: “application/json”,

‘Authorization’: ‘Basic ’ + authorizationBase64

}

headersZ#IC &, 2D2NEENEBEETNTVET, RO AT— K X ~content-type TT,
chix, I>RRAVKNIEBEND VY —ADXTFATRATZEBELET (hicky), T
VRRAVKNGITF—REZERICHENTL TRETEET ), 2D B IFAuthorizationTd, ZNDHA.
ZFrauthorizationBase64 ( < D EHIC IEbaseb4 N BE WX FFINEIMENET ) AN X—
R ELTEEE N, Catalyst CenterlC U TERIEEENE T,

R, request) BB EFERA L TAPIJ—)ILZRTLET, XOI—REF. BROBXERLET

o

response = requests.request(“POST”, url, headers=headers)

responseZ# . RITETNEAPIO-IILOF—RZ2RETDLOICERENEL I,

WMELEBEZHMRITDICE., textO)XY Y REEE (ZresponseZEH TprintBEHREFAL £,
text) XV ¥ Ri&, Catalyst Center? SZELEREEZFEAL TsrA TSIV NEERLET,

print(response.text)
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{“Token”:*eyJhbGci0iJSUzI1INiIsInR5IJK09s1zVmNjkONFhkNTFhNDJI1ZWelLCU291cmNTIjoiaW50ZXJuYWwiLCW2vMPUbUOINTq
!--- OQutput is supressed



7¥:Catalyst Center N B BRIMBEEEZFEAL TVWBHE, APIERFIRXOIS—TEAHT
BAEEENBHYET,

requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

COEBEZBRTDICE, verify/N\ T X—2R &False& U TrequestBEIZIEINT D HEAH
HYEFT, chlcklV), I RRA > ~(Catalyst Center)h* 5 DSSLIEBAE D FEFRA LR
ThET,

response = requests.request(“POST”, url, headers=headers, verify=Fal se)

APIFREIO—ILASZELEIELN S, COBERKPythondF (4 V>3 FVICEATVRT A,



srA7 I ORNTHBEICEERELTLEEL,
FTSIORNDERAT#RIATSHICIE, type()BIEEFERALET,

print(type(response.text))

ROEANBENEKT,

<class 'str's>

EANBENOLEDIC, XFHEHETEHEL, APINSZELERENSHETIHEN HDD
FEN—OEEFTTYT, Chik, fEdDCatalyst Center APIZFERTHLSHIC, NTX—RELT
BEhBUEN BDORRN—DUETTHRLEHTT,

APITJ—)LAhSZEL EIBEE., PythonOF 4 02 aF Ve EBEEZRSETN, #7210
REA T EstreHhdicth, COATZ IV RNEjsonED 21— 2FERALTTF1 o3 FVICER
TRIMBENFHYVET, chllkV), APIPSZELEXFIEELNS M—U VENFfBEENET

o

CNERBEITBHLOHIC, jsonloads(\BHEXFIETF 103 FVICEHBRL, BTR—U2ED
AEFELT, ThEEEN IV ERICEY)ETET,

token
token

json.loads(response.text) # Converting the response.text string value into a dictionary (It is
(token["Token"]) # Extracting just the token value by specifying the key as a parameter.

tokenZHDEN N =D DHTHBD L ZHETSICE. HMRIICEXRET,

print(token)

ekl

eyJhbGci01JSUzIINiIsInR5IK09s1zVmNjKkONFhKNTFhNDI1ZWelLCU291cmNTIjoiaW50ZXJuYwWwilLCW2vMPUbUOINTgxOXNeljMzY
l--- Qutput is supressed
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Cisco DNA Center./ — RDERENDHE



GET https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config

CDAPIE, BREENATWVWABNTPHY—/N, /—RB, V9TAXAV U, LACPE—RAE L,
Catalyst CenterOIRENREICEHTHFHMZRHELET,

Cisco DNA Center Nodes Configuration Summary APITi&, A3 25NN GET. URLA
"/dnalintent/api/vi/nodes-config"TH B C E ZIEEL TVET, £, M—02XFIFHEEHh
TtokenZHUCEIW HTSNTVWB Y, SEEFEMN—IUFEHRELTAPIO=-IILOAYRZ—IC T
X-Auth-Tokens £ VWS FEXTEENE T,

chlo&kl), EITEhBEAPII—I)LICH L TCatalyst CenterNDERNRIAETNET, HEh—D
COEMPBE1BERTYT, 1”&, Catalyst CenterADAPII—I)LZ&TTSICIE, LW K
— OO RERTRIVENBYET,

HWT, APIZTANTDEHREERLET,

nodeInfo_url = "https://<CatalystCenterIP>/dna/intent/api/vl/nodes-config"
nodeInfo_headers = {

'X-Auth-Token': token
}

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers)

nodelnfo_url ZZIFAPIOURLZEM T D O ICERE E L /2. nodelnfo_headersZEEAPID
ANYR—ZBMLET, <DFE. 'X-Auth-Token:'&tokenZE A", E3R % Catalyst CenterlZ IE&
ICEREET B OD/NTX—RELTEEINTVET, HEIZ. nodelnfoResponseZ i IFAPID it
EERELET,

RELEREZRIATSICE., print)EHZEALET,
A6

{"response": {"nodes": [{"name": "Catalyst Center", "id": "eaS5dbecl-fbb6-4339-9242-7694eblcXxXx",

l--- Qutput is supressed
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X . BEFRBAAEN Catalyst CenterTEAET TV BIHFE, APIERFROIZ—T%
MIDAEMEAN B KT,

requests.exceptions.SSLError: HTTPSConnectionPool(host="X.X.X.X', port=443): Max retries exceede

COBBEZEIETBICIE, verify/N\TX—Z%ZFalseL UTERICEMT D HBEN HYVET
o chlZ&kY), I RFKRA > N(Catalyst Center)h* S OSSLEFBHENRIEN MEE hET

o

nodeInfoResponse = requests.request("GET", nodeInfo_url, headers=nodeInfo_headers, verify=False)

APINSZELERBRRAITSVCEN B ET, json)ED1—ILZFEATRE, &K)FTHP



TUVNZINTRHEEHRDTEET, HRYIZ, json.loads()BIEkE . TN EIZH:< json.dumps()BEE
ZEAL T, APISEZISONA 7TV MIO—RIBDUBENHYET,

jsonFormat = (json.loads(nodeInfoResponse.text)) # Creating a JSON object from the string received from
print(json.dumps(jsonFormat, indent=1)) # Printing the response in a more readable string using the dum

json.dumps:Z MBIKIE. /NTX—RE L THELEISONA TS T4 M EISONERDO X FFIT
BLET,

indent: CO/NFX—Z &, JSSONFEXOXZHOA T NLARILZEEEZLET,
)

{
"response": {
"nodes": [

{
"name": "X.X.X.X",

"id": "eaS5dbecl-fbb6-4339-9242-7694eb1xXxX",
"network": [

{
"slave": [
"enp9s0"

]

"Tacp_supported": true,
"intra_cluster_1ink": false,
l--- Qutput is supressed
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GET https://<CatalystCenterIP>/dna/intent/api/vl/client-enrichment-details

APIFFHIL LBV ICEET DO ICBEBAY A —NTA—2EEETSI(CIE, Platform >
Developer Toolkit > APIs > Get Client Enrichment DetailsD JEIZB 8L, APIOZFIZ VY UL
F9, LV A RINFE, ParametersF 723> OTIC, APINEIMET B HICHEXR
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-

Cisco Deviet AP| Guide

Parameters Responses Folicias Code Preview

Hequest Header FParameters

Default

Name Description DataType Required
¥ ¥E 4 Valug

CDIF/E. entity_type/NTX—RIZDV T, FHEAIZHE > Tnetwork_user_idE 1z &
mac_addressODVITNHA DIEICT D &N TE, entity value/N\TX—RIZIFEREZHAOIL T4
TARLATDEZEDDHVENHYVET,

BT TBDICE, 220FH L WEHentity_type&entity valueZ XIS T2 EEEEICERLET,

entity_type = 'mac_address’' #This value could be either 'network_user_id' or 'mac_address'.
entity_value = 'e4:5f:02:ff:xx:xx’ #Depending of the 'entity_type' used, need to add the correspondi

APITJ—=I)L&ZETITRLOOHFLVEREERENE T, APIJ—J)LOURLI
userEnrichment_urlZ#ICREENET, AY X —IFuserEnrichmentHeadersZEHI_REEINET
o ZEL 5 (FuserEnrichmentResponse ZEHICREFEENE T,

userEnrichment_url = "https://<CatalystCenterIP>/dna/intent/api/vl/user-enrichment-details"

userEnrichmentHeaders = {
'X-Auth-Token': token,
'entity_type': entity_type,
'entity_value': entity_value,

}



userEnrichmentResponse = requests.request("GET", userEnrichment_url, headers=userEnrichmentHeaders)

userEnrichmentHeaders A S H A2 & 5 (2, entity_typeZH & entity_valueZE A", tokenZHH & &
EIZAPIO—)LAODAY A —NFA—RELTEENTVET,

SELEBEERITSICE. pint)EBEEALET,

print(userEnrichmentResponse.text)

il -
[{
"userDetails" : {

"id" : "E4:5F:02:FF:xx:xx",
"connectionStatus" : "CONNECTED",
"tracked" : "No",
"hostType" : "WIRELESS",
"userId" : null,
"duid" : "",
"identifier" : "jonberrypi-1",
"hostName" : "jonberrypi-1",
"hostOs" : null,
"hostVersion" : null,
"subType" : "RaspberryPi-Device",
"firmwareVersion" : null,
"deviceVendor" : null,
"deviceForm" : null,
"salesCode" : null,
"countryCode" : null,

"lastUpdated" : 1721225220000,
"healthScore" : [ {

"healthType" : "OVERALL",
"reason" : "",
"score" : 10

3o q
"healthType" : "ONBOARDED",
"reason" : "",
"score" : 4

I--- Qutput is suppressed
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Get Device List APIJ—= LA TARENhET,



GET https://10.88.244.133/dna/intent/api/vl/network-device

Get Device List APIl&, Catalyst CenterlC BMMENEZITXTOTNAADIJARNZRLET, BE
DTINA ADFMAERENEZFZERE., JIUNSX—2Z2FAL THEOERE 7 AIILXTE
£9,

APITERTREZR VTN X —2ZHFE T Sk, Platform > Developer Toolkit > APIs > Get
Device ListDJEIZIZIRL ., APIOBRIZOUY OLET, ILWLWDI 12 RUNBEE,
Parameters 723> O TFIC, APITHEAAREZR VT —/NNFX—2FRTREIET,

Get Device list
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Dafault
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ZOHITIE, managementlpAddress & serialNumber@ 2 T NS X—ZAERENTVET
(APIJ=)LTINTOITINTA—BZFEATRIBEN BVEZERLTLKEZV ), #i
WT, BADIVITV—NFX—RIZRETREZERLTEYHTET,



managementIpAddress = '10.82.143.250'
serialNumber = 'FD025160X9L"

RDESIZ, JTUNSA—RFAPIOURLICEME hET, BEHICE, YTUNSX—X&
DEIC 71 ZEAL T, APIORRICEMENET,

BHEOIVIV-NFX—B22FEATIHERE. ThoOBICALEESZREL T, WhWwad 5T
XFHERELET,

ROBIE, APIO—)LDURLZRTEF T BdeviceListUrZRICTOTVUNTX—RZEBMT D FEE R
LTWVWERT,

devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=" + m

FICHER U LZZEBAURLXFINICEMENTVD CEICERLTLKEEY, D&V, URLOXF
S2EFRORSICBEYET,

devicelListUrl = "https://<CatalystCenterIP>/dna/intent/api/vl/network-device?managementIpAddresss=10.82

APIJ—=I)%Z#1T 95 &, APINY X —% KT BdeviceListHeadersBEHN /N TX—RE L TES
N dtokenZH E &£ EIEHKE N, deviceListResponseZHICAPIUSEN BIMENE T,

devicelListHeaders = {
'X-Auth-Token': token,

}

devicelListResponse = requests.request("GET", devicelListUrl, headers=devicelistHeaders)

RELEDNETZRILETSICE. print)BEHBZEERALEXT.

print(devicelListResponse.text)

ekl

{"response": [{"family":"Switches and Hubs","description":"Cisco IOS Software [Cupertino], Catalyst L3 S
I--- Qutput is suppressed
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