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/ SISF Policy |

Policy device-tracking policy DT_Trusted_policy
device-role switch « :
RSOt trusted-port , { Set device role }

{ Set trust state J

interface GigabitEthernetl/e/1
device-tracking attach-policy DT_Trusted_policy
]

Activate the
policy on target
(interface or

Vlan 1 VLAN)

L
device-tracking attach-policy DT_Trusted policy

Target o6

S 4
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<tfroot>

switch(config-device-tracking)#

?

device-tracking policy configuration mode:

data-glean binding recovery by data traffic source address
gleaning

default Set a command to its defaults

destination-glean binding recovery by data traffic destination address
gleaning

device-role Sets the role of the device attached to the port

distribution-switch Distribution switch to sync with

exit Exit from device-tracking policy configuration mode

Timit Specifies a Timit

medium-type-wireless Force medium type to wireless

no Negate a command or set its defaults

prefix-glean Glean prefixes in RA and DHCP-PD traffic

pr ot ocol Sets the protocol to glean (default all) <--

security-level setup security level

tracking Override default tracking behavior

trusted-port setup trusted port

vpc setup vpc port

switch(config-device-tracking)#
protocol ?

arp Glean addresses in ARP packets
dhcp4 Glean addresses in DHCPv4 packets
dhcp6 Glean addresses in DHCPv6 packets



ndp Glean addresses in NDP packets
udp Gleaning from UDP packets
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TO—7EF—ER—ADF1—=4
Probe:

- IPDTTR. BUO7O—7210PEESETT RLAOEEOBEICH QTS IT Y R
HYELE, VOT Y 7TEO Tip device tracking probe delay o
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<#root>
tracking enable reachable-Tifetime <second/infinite>

<-- how long an entry is kept reachable (or keep permanently reachabl e)

tracking disable stale-Tifetime <seconds/infinite>

<-- how long and entry is kept inactive before deletion (or keep permanently inactive)
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A4 Y F 9300-1:

<tfroot>

9300-1#

show runni ng-config interface G gabitEthernet 1/0/1



Building configuration...

Current configuration : 111 bytes
!

interface GigabitEthernetl/0/1
switchport access vlan 10
switchport mode access

devi ce-tracking <-- enable default SISF policy

end
9300-1#

9300-1#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp
9300-1#

9300-1#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- enable custom SISF policy

end

A4 ¥ F 9300-2:

<#froot>
9300-2#

show runni ng-config interface G gabitEthernet 1/0/2

Building configuration...



Current configuration : 105 bytes
|

interface GigabitEthernetl/0/2
switchport access vlan 10
switchport mode access
device-tracking

<-- enable default SISF policy

end

9300-2#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp
9300-2#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- custompolicy applied to interface

end

¥Rk
ROAX RZEFEAL T, BRAEThLERVD —ZRKRIAITEERT,
show device-tracking policy <policy name>

show device-tracking policies
show device-tracking database



A4 ¥ F 9300-1:

<#root>
9300-1#
show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

device-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get

Type

Pol i cy

Feature
Target range

G1/0/1
PORT

def aul t

Devi ce-tracki ng

vian all

9300-1#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-level guard
devi ce-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get



Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlian all
9300-1#

9300-1#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/1 PORT default Device-tracking vlan all
9300-1#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlvl age
ARP 10. 10. 10. 100 98a2. c07e. 7902 G1l/0/1 10 0005 8s
9300-1#

A4 ¥ F 9300-2:

<#root>
9300-2#
show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

state

REACHABLE



devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get

Type

Pol i cy

Feature
Target range

G 1/0/2
PORT

def aul t

Devi ce-tracki ng

vlian all

9300-2#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-level guard
device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feature
Target range

Tel/1/1
PORT

trunk-policy



Devi ce-tracking

vlian all
9300-2#

9300-2#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/2 PORT default Device-tracking vlan all
9300-2#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state
ARP 10. 10.10.101 98a2. c07e. 9902 G 1/0/2 10 0005 41s REACHABLE
9300-2#
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<#root>

Ethernet II,

Src: c0:64:e4:cc:66:02 (c0:64:e4:cc: 66:02)

, Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)

<-- Probe source MAC is the BIA of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)
Address: Cisco_76:63:c6 (00:41:d2:76:63:c6)
S LG bit: Globally unique address (factory default)
.0 ..., ..., ... ... = IG bit: Individual address (unicast)

Source: c0:64:e4d:cc:66:02 (c0:64:e4:cc: 66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. ... LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 0.0.0.0 <-- Sender IPis 0.0.0.0 (default)

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target |P address: 10.10.10.101 <-- Target IPis client IP

BRR T &

Z7O—7ICKRARPCUADT RLAZFEATBIEISICTO—TEZRELE T, Chld. KOFE
TRITTEXRT

"*—T7T7S47,70-70BEHY—A

Fr%—7T7547,70-7T0B8Y—AZHREL., REXIPELTO0.0.0.00FEAZRHS LE
9,

device-tracking tracking auto-source fallback <IP> <MASK> [override]



auto-source N RZBEHAT2HBEOO> Y I, XKOKXDIZHKYET,

<{froot>

device-tracking tracking auto-source fallback 0.0.0.253 255.255.255.0 [override]

<-- Optional paraneter

1.VLANSVI ICIEETZRELET (FETSDES ) -

2AULHTZYRNDIPRAN T—7ITEETLE MAC ODRT7EZBRRELET, 7O—7TDiE
ExE,. AAVFOYBA>EZ—TIAAMACE, F—ER—AILTTILEETZIH T X
Y NADOMDKRARNDIPTT,

3.;IRANEY REXARIVNEEENEREIPASREETIP ZHELET, 707, 7
SATRNPEETUIL, REOEY MREETAEYTZY NAILTO—T Z2EKT
BEICK>TERENET,

N OvY KF<override>s B EELTERAE ATV A EAE. AFFIEICEXET.

gEZ7O0-7

H7 %Y NTIPZERT 2 &S I(Cauto-source fallback configZ 8 ET 2. 7O—7HAEEEh
9, Y7RXYMECSVIEODIZA TR BWES, RETHRELEIPIRAZICT7 =)
NYOLET,

<tfroot>

swi t ch(confi g)#devi ce-tracki ng tracki ng auto-source fallback 0.0.0.253 255.255.255.0 <-- it uses .253 fc

BEENE7O0-TNTY NERICRLET,

<#root>
Ethernet II, Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02), Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)
<-- Probe source MAC is the Bl A of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Address: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
e e e e LG bit: Globally unique address (factory default)
....... 0 .... vvvv vvvs vvu. =1IG bit: Individual address (unicast)

o
[l

Source: c¢0:64:e4d:cc:66:02 (c0:64:e4d:cc:66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
e e e e LG bit: Globally unique address (factory default)
....... 0 .... vvvv vvvs vvnu. =1IG bit: Individual address (unicast)

o
[l



Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address:

10. 10. 10. 253 <--

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101
7'O—7 EED F$4H
Toay
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device-tracking auto-source
fallback <IP> <MASK>
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Note the new sender I P is now usingt




YIERLET,

BEEEhIEARARNEY N
EXAVZEFEALT, ¥
SAT > NPASEETT
IPEESTELET, EET
MACIK., 7547 ~IC
HmMLTWB ALY FR—
NOMACT RL AH S EH
BENIET,

NAAZEVETRDEWRFTE
FtA

device-tracking auto-source

fallback <IP> <MASK>M L& &

RS 7T & VLAN SVICERTE
LET (FEIZHE
) o

BEEShERARNEY
EXARVZFERALT, 7
SAT > NPASEET
IPEEHELET, EET
MACW., 25472 KNI
HLTWBRAAS Y FR—
NOMACT RL ANH SH
BEnET,

HEENEIPUAT RLAZEYS
ATORNEEERY ND—DF
NARIZEI) HTBZERETE
Ft A

device-tracking auto-source fallback <IP> <MASK> [override] 1< > RMEREA :

RANPIZIESUT, IPUT7 RLAZFHTILENHYET,

<reserved IPv4 address> = (<host-ip> & <MASK> ) | <IP>

N chET—LRTT

Bl -

ROII RZEFERALET,

device-tracking tracking auto-source fallback 0.0.0.1 255.255.255.0 override

RAKNIP=10.152.140.25

IP =0.0.0.1




NAD=24
T=ILRXZE20DIPAICDEILET,

1.10.152.140.258 & 1%255.255.255.0 D E1E :

10.152.140.25 = 00001010.10011000.10001100.00011001
AND
255.255.255.0 = 11111111.11111111.11111111.00000000
RESULT

00001010.10011000.10001100.00000000

10.152.140.0

2.10.152.140.0F 72(30.0.0.1 D B fE :

10.152.140.0 = 00001010.10011000.10001100.00000000
OR

0.0.0.1 = 00000000.00000000.00000000.00000001
RESULT

10.152.140.1 = 00001010.10011000.10001100.00000001

FHIFEHIP = 10.152.140.1
FHIFEHIP = (10.152.140.258 & 1°255.255.255.0 ) | (0.0.0.1) = 10.152.140.1

N EIPRERE LTERAENBT RLAR. T %Y NODHCP/SA VT4 > T H 5 AT~
ERDBENHYET,

IPv67 RLANDEERIS—

B8
Duplicate IPv6 addressy TS5 —ARETDHEENHYET,

BE®OIPv6 DAD/NT Y M Tk, IPv6A Y X —®MSource Address 7 1 —J)L RIFREET RL A
(0:0:0:0:0:0:0:0)ICEXEENET, IPVANIBZBEEREKTT .

SISF7/O—7TCRERT7 RLAZERIDIEFEIIAOEHYTT,

e SVIOUOO—AILNTRLA(BREENTVSES)
« 0:0:0:0:0:0:0%

RT3 %

RDIANY RZSVIREICEMIDCEZHRBLET., chiZ&kY), SVIRVU>20O0—-AILT RL
AZEBNICIBTEET, COF7 RLARSISFF7O—7 0EFRIPF RLAELTEAE A,



EBIPPRLANEEZEBTELRT,

interface vlan <vlan>
ipv6 enable

XEUHLOCPUERAEMDm@ L

Ll

ALY TFHEREBEND 'F—TT3547, 70-7 1. 7OJZLHNICEMIEhDE, IX
TOR—KPSTO-RFYARENET, BEULRXSMHOBERENIEZRASYTFE, Ch

S5O7O0—RFYARNERANIEBLET, TOHR. REXRAMYFRETFNAREHT—X

R—ALCUE-NRANZEMLERT, RARNIVKNUZENTDE, FNAAOXEIERE
AEML, VE—RKRARZEMIZTOLACE2TT/NA ADCPUERARNEMLE T,

BEESNLEAAYFAOTYTI ORI —ZRELT, FHETEDR—FELTERL.

AAYFIERENTEZR—NELTERTSHET, JOJZLRV—OEBEZERETS L
ZHRLET,

N EDHCPAR—E > 575 & DSISFAEBMEEC & > TSISFABICEIEL. COMEEE| =
BCTHEMA BB L EEL T EE L,

BSRTS

FYTUSH (RSYD)CRUS—EBREL, HOARA Y FERBETDBUE—RNKARDT

O—7¢cEBEEELETSISFRO—DILFARNT—TIILOHEZICOXKXMSETT)

<#root>
device-tracking policy DT_trunk_poTicy

trust ed- port
device-role switch

interface <interface>
device-tracking policy

DT_trunk_policy

TFNAARNTZYF T OEEMAERFEHINEITES

il

IPDTA' SSISFR—ADTFNAARSYF U IANOBITORBRBICKY), HWIU—ZAHS516.xLAE



DII—RACBITIBIRIC, F7FILNUAORETERENBAEThDENHBYET,
RT3 %

RDESICRELT, F7FI)NOREAREBICRICEZHBOLERT,

no device-tracking binding reachable-time <seconds>

MerakiV —JLIC A R—F 1 T E kALY F (CPUDEMER—KRTS Y1)

Ll

AAY FHMerakiV T REWRY =LAV R—F14009EhdE, COYV—=IHFDAZLTFTN
AANSZYF IR —BTYVSIILET,

device-tracking policy MERAKI_POLICY
security-level glean

no protocol udp

tracking enable

RI)D—RBINTOAE—TIAACXKBB<SBERAENET, 2TV, IVvZR—h&, D
XYRND—=OFNAR(ARAYTF, F77ATI7F=)II—2BE)ICALTVWAKRZVIR—-b
EZEXBILER A, AM4 Y FlE, MERAKI_POLICYANREENTWBE KT IR—NIEHBD
SISFTIV KU ZEKTER O, ChESDR—RTOT7Z Y AXCPUERRDEMNZSIEE
LEY,

<tfroot>
switch#

show i nterfaces port-channel 5

Port-channel5 1is up, 1line protocol is up (connected)
<omitted output>
Input queue: 0/2000/0/

112327
(size/max/drops/
fl ushes
); Total output drops: 0

<-- we have many flushes

<omitted output>



switch#
show process cpu sorted

CPU utilization for five seconds: 26%/2%; one minute: 22%; five minutes: 22%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

572 1508564 424873 3550 11.35% 8.73% 8.95% 0 SISF Main Thread
105 348502 284345 1225 2.39% 2.03% 2.09% 0 Crimson flush tr
BRRT5 &

INTDIFIYVIA U R—TILAATRORI—2RELET,

configure terminal
device-tracking policy NOTRACK
no protocol ndp
no protocol dhcp6
no protocol arp
no protocol dhcp4
no protocol udp
exit

interface <interface>
device-tracking policy NOTRACK
end

SISFF—7IICEWEUMACZ®EDIP7 RL A

Ll

cDIFIFIE, BBBIPTRLAZEFEIONBUMACT RLAZHEBEITBIHA(/NAITRAZED
TA)VE—ROTITSATATHETY, £/, AUERBEERETZVMERE (22U ELEDIPT
RLAICKHLTIDOMACT RLAR ) TERELET. CORAHIRETDE, H—RE—R®D
HDAZRALSISFRUS —AREETNTWVWBBAIC, SISFT—7ILICIY MU BVITXTOIPAD
XY ND—OBENHTFoNET, SISFEEEEICKY), MACZ RLAZEWCIDDIPE N ZEEE
hE,

N ComER. 177 AMEOUY—RICEELES

LTICH %R,

« MAC7 RL A10b3.d5a9.bd9f®MIP 10.0.0.1i&SISFF—7 I THEEB&Eh, XY RT—UFN
4 A10.0.03& DEEFBHIHFITENET,

« 127 L. MACT KL R10b3.d659.7858% £ HE 3 52 EB MIP 10.0.0.2& {R*8IP 10.0.0.100k
SISFF—7NIC7OJZLENTVEVED, XY RD—JLOBERHFITEAELA,



Server A Server B

IP 10.0.0.1
|

MAC 10b3.d5a9.bd9f
Gi1/0/1  am— (5i1/0/2

IP 10.0.0.2
MAC 10b3.d5a9.bdof

Cat9K switch

Gi1/0/3

=gl P 10003

Server C

SISFR)Z—

<#root>
switch#
show run | sec | PDT_POLI CY

device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

switch#

show devi ce-tracking policy | PDT_POLI CY

Device-tracking policy IPDT_POLICY configuration:
security-level guard <-- default node

device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6



gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
PoTlicy IPDT_POLICY 1is applied on the following targets:

Target Type Policy Feature Target range
G1/0/1 PORT | PDT_PQLICY Devi ce-tracking vl an al
G 1/0/2 PORT | PDT_PQLICY Devi ce-tracking vl an al

SISFF—ZXR—XA

<tfroot>
switch#

show devi ce-tracki ng database

Binding Table has 2 entries, 2 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
ARP 10.0.0.3 10b3. d659. 7858 G 1/0/3 10 0005
ARP 10.0.0.1 10b3. d5a9. bdof G1l/0/1 10 0005

FEARET AN —/NA

<#root>
ServerA#

ping 10.0.0.3 source 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ServerA#

ping 10.0.0.3 source 10.0.0.100 <-- entry for 10.0.0.100 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.100

ag



FETREMET A MY —/\B.

<#root>
ServerB#

ping 10.0.0.3 <-- entry for 10.0.0.2 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

AAYFOROY TEZRIAELTVET,

<#root>
switch(config)#

devi ce-tracki ng | oggi ng

oo

<ttroot>
switch#

show | oggi ng

<omitted output>
%SISF-4-PAK_DROP: Message dropped

1 P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f



I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
<omitted output>
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft |P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof



I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

RR T3 &

F7>3a31: R—KHDSIPDTARUS —ZHIBRT D E, ARPNT Y NEFE
BERREICKZYET

<#root>

switch(config)#interface gigabitEthernet 1/0/1
switch(config-if)#

no devi ce-tracking attach-policy |PDT_POLICY
switch(config-if)#interface gigabitEthernet 1/0/2

switch(config-if)#

no devi ce-tracking attach-policy |PDT_POLICY

A72322: FNAABHFR) S —HS57ORILARPIREZHIFRL £,

<tfroot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

no protocol arp

Z7> 323 IPDT_POLICYDEF 1T 14 LR ZgleanlCZEELET,

<tfroot>

ZZFATINAAN



switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

security-level glean

BYIE 5 ¥

tX1DFT«4AT74F21L—>32HA R, Cisco IOS XE Bengaluru 17.6.x (_Catalyst
9300ARAYTF ) : AA Y FRELFI )T 1 WEEDETE

X1V FAA74FI1L—>32HA R, Cisco IOS XE Cuppertino 17.9.x (_Catalyst
9300RA YT ) : AAVTFHRELFI )T 1 BEEDFRTE

Cisco Catalyst 90007 7 S U RA Y F#hERt+F 1 1) T 1 #BE(SISF)FRT A hAR—/V—
Cisco Bug ID CSCvx75602:AR!J L —ENDHIFITOSISFXED ) —2

Cisco Bug ID CSCwf33293:[EVPN SISF] EVPN + DHCPZ R 3 % IPv4/V6DHIR T RL A
EBE2ZLETILEHICHBERNAZLFR

Cisco Bug ID CSCvg22011 - IPDTAARPA 515 & B8 2 B ICIOS-XEA'ARPISE % KO
Y79

Cisco Bug ID CSCwc20488:vlan/evic & M 2558 LR — s O &R

Cisco Bug ID CSCwh52315:7R— N IZIPDTAR U —HFREEES N TWVD &, 9300R 4 Y FA
ARPISZZ ROV T 9%

Cisco Bug ID CSCvd51480 - ip dhcp snoopingE /N1 ARZ Y F 2T D/NA > RERBR
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