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ATYT2: LAVY2ONAZFIVITS

« VLANZ#ER L, RAVYFLETTIOTATICTRIHENHYET,

<#froot>

c9300#show vlan brief

VLAN Name
1 default
10 users

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

active

active

act/unsup
act/unsup
act/unsup
act/unsup

Gir/o/2, Giit/o0/3, Gi1/0/4, Gi1/0/5, Gil/0/6, Gil/0/7
Gi1/o/8, Gi1t/o0/9, Gi1/0/10, Gil/0/11, Gil/0/13
Gi1/o/14, Gi1/0/15, Gil1/0/16, Gil/0/17, Gil/0/18
Gii/o/19, Gi1/0/20, Gil/0/21, Gil/0/22, Gil/0/23
Gil/0/24

G 1/0/ 12

* VLANE, ARA D ER—TIAAEHAA 2V E—TIAATHASNTVIZENHYET

o

<tfroot>

interface GigabitEthernetl/0/12
description Client Port

swi tchport access vlan 10

switchport mode access

interface GigabitEthernetl/0/1
description DHCP SERVER

swi tchport node trunk

<tfroot>

c9300#show interfaces trunk

Port Mode Encaps
Gil/0/1 on 802.1q
Port Vlans allowed on trunk
Gil/0/1 1-4094

ulation

Status Native vlan
trunking 1

Port Vlans allowed and active in management domain



Gil/0/1 1,

10
Por t VI ans in spanning tree forwardi ng state and not pruned
G1/0/1 1,10

« A4V FE, ELWLANTOIZAT72 ROMACT RLAZZBIBDLENF HYKRT,

c9300-01#show mac address interface gil/0/12
Mac Address Table

10 7018.a7e8.4f46 DYNAMIC Gil/0/12

DHCPAX—EVINREENTVEIHEESE, EEAVE—TIAANELLEEEATY
BEEHRELET,

ATV 3: AAYFHN IS4 T hR— N TDHCP discover/N\TY RESELTVWD L%
wmlLET,

« Embedded Packet Capture(EPC)Y —ILZEHATE £ T,
e DHCPN\T Y REFZ 74 ILZI T TBICIE, ACLZERELE T,

c9300(config)#ip access-1list extended DHCP
c9300(config-ext-nacl)#permit udp any any eq 68
c9300(config-ext-nacl)#permit udp any any eq 67
c9300(config-ext-nacl)#end

c9300#show access-1ists DHCP
Extended IP access 1ist DHCP
10 permit udp any any eq bootpc
20 permit udp any any eq bootps

« DZAT 2V RR—=RTAUND REAONTY NEYTF v Z_/EL., BKBRLET,

c9300#monitor capture cap interface GigabitEthernetl/0/12 in access-1ist DHCP
c9300#monitor capture cap start
Started capture point : cap

c9300#monitor capture cap stop



Capture statistics collected at software:
Capture duration - 66 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Stopped capture point : cap

c FYTTFYORBERAELEY,

c9300#show noni tor capture cap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x9358003
2 3. 653608 0.0.0.0 -> 255. 255, 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x935800




X BEORRT, 94T RR—NTHABOEPCZRS &, DORAZVOEAANRET
LTWB eI ERT,

ATY T 4: ALY FHDHCPT A AANV ZEIELTWA 2B LET,

« PTORNNDYRABOHAR-RTHF ¥ 7F Y ZRBTERT,

c9300#nonitor capture cap interface G gabitEthernetl/0/1 out access-list DHCP

c9300#show noni tor capture cap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0. 000000 0.0.0.0 -> 255, 255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x4bf2a30e
2 0. 020893 0.0.0.0 -> 255.255. 255, 255 DHCP 342 DHCP Di scover - Transaction |ID 0xe4331741



BN Fv7F ¥ TUYEE N/=DHCP Discover’ RS 7N 1 —F 1 IRED IS
ATVNIBLTVWR L RBERT RO, display-fiterd 7> a>aERALTT7 1)
A dhcp.hw.mac_addrZEPCI_BRATE £ 9,

COBRT, AMYFADHCPNT Y NEEELTHY, RZTIN21—FT 12 ZDHCPH —
NIBEDEZMALEL I,

JL—TIT—2I2NEULTREESNERAYF

JL—I—JI2KNE, 9547 NEDHCPH—NABU7O—RFF¥ARNRXSZVICELT
WEWERILEAENET,

AAYTFHFIL—I—IJIVRNELTRETNTVRIHERRE., A4S Y FHATDHCP/NT Y NA'E
BEhET, VATV SEBENENTY NOFER., A4 YFHFEHFOER (IP7RL



ABRUMACT RLA) &#NT Y NMZEML, DHCPH—NICEATTERIARNRY ZICEEFELE
9o DHCPH—NASZELENTYRNIVL—TI—2I O RZERARNL, RAYFREEIQS
ONTYNBDSATUNIEELET,

HO>FI)AOFZESIEHREEALET, V77472 MNE, DHCPEHTIP7 RLAZEETE
% LWLAN 100 1 > & — 7 I 1 AGigabitethernet1/0/12I_##HiEch TVWERT, << T, CI000A A
YFREVLAN1OD T 7 AR T —RIDTATHY, VL—I—2I2RELTRETENTVET
o DHCPH —/NIEVLAN 200 1 > & — 7 I 1 AGigabitethernet1/0/1IC it h TVWET,

Gi1nan2 Gi1/0/1 I:'
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_ _ DHCP server

DHCP client L3 Switch IP address: 192.168.20.1

Interface vian10: 192.168.10.1
IP helper-address: 192.168.20.1
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ATYT 2 IPALN—REZFIVILET,
* DHCPHY—ERZBMCTIHZEN BV XTI,

show run all | in dhcp
service dhcp

« VLAN 10 SVITIP helperAN > RZEITLET,

<tfroot>

interface vl anl0
i p address 192.168.10.1 255. 255.255.0

i p hel per-address 192.168. 20.1



ATY 7 3:DHCPH—N\OEHZFIVYILET,

« AA4YFICIE, 9F4F > RNVLANA SDHCPH—NXAQI1_F + ANEHGHNIHETT,
pingZEALTTARTEET,

c9300- 01#pi ng 192.168. 20.1 source vlan 10

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 192.168.20.1, tineout is 2 seconds
Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

ATV T 4 ALY FAHADHCPNT Y RERVARNKY TIEHELTVWB L 2B LE T,

- debug ip dhcp server packet detailZ E{TTE £,

<#root>

*Feb 2 23:14:20.435: DHCPD: tableid for 192.168.10.1 on Vlanl0 1is O

*Feb 2 23:14:20.435: DHCPD: client's VPN is .

*Feb 2 23:14:20.435: DHCPD: No option 125

*Feb 2 23:14:20.435: DHCPD: No option 124

*Feb 2 23:14:20.435: DHCPD: Option 125 not present in the msg.

*Feb 2 23:14:20.435: DHCPD: using received relay info.

*Feb 2 23:14:20.435: DHCPD: Looking up binding using address 192.168.10.1
*Feb 2 23:14:20.435:

DHCPD: setting giaddr to 192.168.10. 1.

*Feb 2 23:14:20.435:

DHCPD: BOOTREQUEST from 0170. 18a7. e84f. 46 forwarded to 192. 168. 20. 1.

c NTYRFYTFrERBLET. IV RO 7L~ TEPCEERATERT.

monitor capture cap control-plane both access-1ist DHCP
monitor capture cap [start | stop]

- HAOR—HNTSPANEZERATREETEET,

Moni tor session 1 source interface G1/0/1 tx
Monitor session 1 destination interface [interface I D encapsul ation replicate
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ip dhcp pool VLAN1O
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1



s DHCPH—ERZEMICTIHBENHV)ET,

show run all | in dhcp
service dhcp

« AAYTFICE., T7—INICEREENEZY RT—OAOI_F Y ANEBHIBETT,

ping 192.168.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

« BRICREENLEINTOIPT RLAZT—IIERAL SHRATILEN B KT,

i p dhcp excl uded- address 192. 168. 10. 1
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ATYVT2: A4V FHIPFRLAZV—-ALTVWAZEZRABLET,

« debug ip dhcp server packet detail 2 ERA TEEJ,
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DHCP client

Gi1/oM2

VLAN 10

L3 switch
DHCP Pool VLANT0

DHCPH—NE L TREENEL A VI3RS Y FICEEENEIZAT 2 K,

<tfroot>

Feb 16 19:03:33.828:

DHCPD:. DHCPDI SCOVER recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vlanl0. DHCPD: Setting only requested paraneters

*Feb 16 19:03:33.828: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.828:

DHCPD: egress Interfce VI anl0

*Feb 16 19:03:33.828:

DHCPD: broadcasti

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

03:
03:
03:
03:
03:
03:
03:
03:
03:

33.
33.
33.
33.
33.
33.
33.
33.
33.

ng BOOTREPLY to client 9c54. 16b7. 7d64.

828:
828:
828:
828:
828:
828:
829:
829:
829:

Option 82 not present
DHCPD: tableid for 192.168.10.1 on Vlanl0 is O
DHCPD: client's VPN 1is .
DHCPD: No option 125
DHCPD: Option 124: Vendor Class Information
DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Ten: 10
DHCPD: Data: 4339333030582D313259

DHCPD: DHCPREQUEST recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vl anl0



*Feb 16 19:03:33.829: DHCPD: Client is Selecting (

DHCP Request with Requested IP = 192.168.10.2

Server |ID = 192.168.10.1

)

*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: No default domain to append - abort updateDHCPD: Setting only requested pa
*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: egress Interfce VlanlO

*Feb 16 19:03:33.829:

DHCPD: broadcasti ng BOOTREPLY to client 9c54. 16b7. 7d64

B2 OFA4TF > NN, DHCPH—/N& L TEREE hTW S Catalyst 9000 A 1 ¥ FIC BiFEEHzRE 1
TWEW,

COFIATRE, 94T RETF7FNRN TR I IABRCIL -T2 FELTR

EENELIAS Y FICERE N, DHCPH—/VIEVLAN 20 E D BEET B Catalyst 9000R 1 ¥ F T
RARENTVWET,

Gitonz2 Ei; | Gi1mon EiE
g VLAN 10 | VLAN 20

| L3 Switch
DHCF client Intertace vian10: 192.168.10.1 L% mwiich
IP helper-address: 192.168.20.1 DHCP Sever IP: 192.168.20.1

DHCP Poal VILAN1TOD
Interlace vian20: 192.168.20.2 e

DHCPH—NELTEMELTWVWBL A V3RS Y FICEEELGENATVWEVWIZAT RN,

<#root>

*Feb 16 19:56:35.783: DHCPD:

DHCPDI SCOVER r ecei ved from client
0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.230.2f31

through relay 192. 168. 10. 1.

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.DHCPD: Setting only requested parameters
*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: DHCPD:

egress Interfce VIan20



*Feb 16 19:

uni casting

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

56:35.783:

DHCPD:

BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168.10. 1.

56:
56:
56:
56:
56:
56:
56:
56:
56:

35.
35.
35.
35.
35.
35.
35.
35.
35.

785:
785:
785:
785:
785:
785:
785:
785:
785:

DHCPREQUEST r ecei ved

Option
DHCPD:
DHCPD:
DHCPD:
DHCPD:

82 not present

tableid for 192.168.20.1 on Vl1an20 is O
client's VPN 1is .

No option 125

Option 124: Vendor Class Information

DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-len: 10
DHCPD: Data: 4339333030582D313259

DHCPD:

fromclient

0063.6973.6367.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2f30.2f31 on interface Vlan20

*Feb 16 19:56:35.785:

DHCPD:

Client is Selecting (

DHCP Request with Requested IP = 192.168.10.2, Server |ID = 192.168.20.1

)

*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.

DHCPD

785:
785:
785:
785:
785:

DHCPD:
DHCPD:
DHCPD:
DHCPD:

Option 125 not present in the msg.

No default domain to append - abort updateDHCPD: Setting only requested pa
Option 125 not present in the msg.

egress Interfce V1an20

uni casti ng BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.
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BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



