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1.0AL ZBMICTBIC’F, XoJO—-N) OXY RZHRELET,

l ogging ip access-list cache entries 8000
l ogging ip access-list cache interval 300
I ogging ip access-list cache threshold 0

BLTRA—BITY,

Nexus- 7000# conf t

Enter configuration commands, one per line. End with CNTL/Z
Nexus- 7000( confi g) #logging ip access-list cache entries 8000
Nexus- 7000( confi g) #logging ip access-list cache interval 300
Nexus- 7000( confi g) #logging ip access-list cache threshold 0

2. O0F T ICROREZBERALEY,

| oggi ng | evel acllog <number>
acll og match-1o0g-1evel <number>
I ogging logfile [name] <number>

UFA—ITT,

Nexus- 7000( confi g)# logging level acllog 5
Nexus-7000(confi g)# acllog match-log-level 5
Nexus- 7000(confi g)# logging logfile acllog 5

3B.AFVIZBAMCTBILSICACL ZHRELET, T2 MUE, ROBICRFTLSIC, log F
—)—REFMCLTHRETILENBY ET,

Nexus-7000(confi g)# ip access-list testl

Nexus- 7000(confi g-acl )# 10 permit ip 10.10.10.1/32 172.16.10.10/32 log
Nexus-7000(confi g-acl )# 20 deny ip any any log

Nexus- 7000( confi g-acl ) #

Nexus- 7000( confi g- acl ) #show ip access-lists testl IP access list testl
10 permt ip 10.10.10.1/32 172.16.10.10/32 | og

20 deny ip any any |og

Nexus- 7000( confi g-acl ) #

4. BIDFIETREL =z ACL ZHRABA 2 R—TIAAICERALEY,

Nexus- 7000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus-7000(confi g)# int ethernet 4/1
Nexus-7000(config-if)# ip access-group testl in
Nexus-7000(config-if)# ip access-group testl out
Nexus- 7000(config-if)#

Nexus-7000(config-if)# show run int ethernet 4/1

I Command: show runni ng-config interface Ethernet4/1
I'Time: Mon Jun 30 16:30:38 2014
version 6.2(6)
interface Ethernet4/1

ip access-group testl in

i p access-group testl out

i p address 10. 10.10. 2/ 24

no shut down

Nexus- 7000(config-if)#
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172.16.10. 1O KR AN CpingAMBBEhET, NFZT71v O 70— ZHFETSICIE. CLITshow
logging ip access-listcache JN¥ > RZA DL E T,

Nexus- 7000# show logging ip access-list cache
Src IP Dst IP S-Port D-Port Src Intf Protocol Hits

10.10.10.1 172.16.10.10 O O Ethernet4/1 (1)1 Cw 368
Nunber of cache entries: 1

Nexus- 7000#

Nexus- 7000# show logging ip access-list status Max flow = 8000
Alert interval = 300

Threshol d value = 0

Nexus- 7000#

30 W EICOF VIV ERBTERIN, ChBC A TF7FIILNOERTY,

Nexus- 7000# show logging logfile

2014 Jun 29 19:19:01 Nexus-7000 ¥SYSLOG 1- SYSTEM MSG : Logging logfile (acllog)

cl eared by user

2014 Jun 29 19:20:57 Nexus-7000 %/SHD-5-VSHD SYSLOG CONFI G |: Configured fromvty by
adm n on consol e0

2014 Jun 29 19:21:18 Nexus-7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1,
Dst | P: 172.16.10.10, Src Port: 0O, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:

"I CMP" (1), Hit-count = 2589

2014 Jun 29 19: 26: 18 Nexus- 7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1,
Dst | P: 172.16.10.10, Src Port: 0O, Dst Port: 0, Src Intf: Ethernet4/1, Pro tocol:

"I CMP" (1), Hit-count = 4561
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HMOX > J=BMCT BT, CLIIC logging ip access-list detailed AN RZEADLET, U
THF—HITT,

Nexus-7000(confi g)# logging ip access-list detailed

ACL Log detailed Logging feature is enabled. Hit-count of existing ACL Flow entry will
be reset to zero and will contain Hit Count per ACL type Flow.

Nexus- 7000( confi g) #

HMOJzAMCLEEZOOTHIOHZRICRLET,

2014 Jul 18 02:20: 38 Nexus7k-1-oal Y%ACLLOG 6- ACLLOG FLOW I NTERVAL: Src |P: 10.10.10.1,
Dst I P: 172.16.10.10, Src Port: 0, Dst Port: 0, Src Intf: Ethernet4/5, Protocol:
"I CWP" (1), ACL Nane: testl, ACE Action: Permt, Appl Intf: Ethernet4/5, Ht-count: 69
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Switch(config)#
logging ip access-
list cache {{entries
number_of_entries}
| {interval seconds} | CO X > RiE OAL JO—NIL NSX—2EERELE T,
{rate-limit
number_of_packets}
| {threshold
number_of_packets}
Switch(config)# no
logging ip access-
list cache {entries < OOANX Rk, OALTVA—NIL NFA—ZZFT7 A RRZEICRLET,
|EFE | rate-limit |

gl_lﬂ

threshold}
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switch(config)#

acllog match-log-

level number COONVRIEFE, TRNUAACLOY (acllog) ICREBEE NBDHIIC—BL TV B S
5 : switch(configy# LRI ZEELET, HEWO ~7TT, BBEEIF6TT,

acllog match-log-
level 3
Switch(config)# no
acllog match-log-
level number

£l : switch(config)#
no acllog match-

COOANZY REF7AIREZE (6) COT LRILZRLET,

log- level 6

Switch(config)#
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5l - switch(config)#
logging level acllog
3

Switch(config)# no
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Il : switch(config)#
no logging level I2BITE. aclog BF7HILE (2) CRYET,

acllog 3
Switch(config)#
logging logdfile
logfile-name
severity-level [size
bytes]

il : switch(config)#
logging logdfile
acllog 3
Switch(config)# no
logging logfile
[logfile-name
E%g?mmbma:wjvyku‘D7774n«®m#>7ﬁﬁﬁtbi¢o
{5l : switch(config)#

no logging logfile

acllog 3
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