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CloudSecZ BMIC T % (ZIF. evpn multisite border-gateway® T Tdci-advertisepip X RERET 3 HE
BFHYVET,

SA-BGW-A$H & O'SA-BGW-B

SB-BGW-A# & U'SB-BGW-B

evpn multisite border-gateway 65001
dci-advertise-pip

evpn multisite border-gateway 65002
dci-advertise-pip

BGPMOERE

COHRERFHAMNCEAETT,

SA-BGW-A# & O'SA-BGW-B

SB-BGW-A# & U'SB-BGW-B

router bgp 65001
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive

router bgp 65002
address-family ipv4 unicast
maximum-paths 64
address-family 12vpn evpn
maximum-paths 64
additional-paths send
additional-paths receive
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maximum-pathd N> RIZ&K V), ERA/N—

D SEHMNDBGPL2VPN EVPN/NAZZETEET,

additional-pathdNX > Rid, FNA AN EBMNAZEZETESREZT RNZAXTB LS ICBGPTORAICERL

R=F——KRITIA LEOFTXTOLINIVRFTIE, YILFNRERETHDHENHYET,

SA-BGW-A# & O'SA-BGW-B

SB-BGW-A# & U'SB-BGW-B

router bgp 65001
vrf tenant-1
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

vrf tenant-1

router bgp 65002

address-family ipv4 unicast
maximum-paths 64

address-family ipv6 unicast
maximum-paths 64

RN RIIVESILERE

N

key chain CloudSec_Key_Chainl tunnel-encryption key 1000 key-octet-string ClOudSec! cryptographic-algorithm AES 128 CMAC feature tunnel-encryj

CORERFY A MIEBTT, tunne-encryption1~Y > Rid, evpn multisite dci-tracking 1~ > KA

COXBERATIHBENHYET,

DHREF. TRNTOR—L—S—RITATALTHIBEN BV ET,

N —]

AX

SA-BGW-A$ & U'SA-BGW-B

SB-BGW-A# & U'SB-BGW-B

tunnel-encryption peer-ip 192.168.13.2

keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.13.3

keychain CloudSec_Key_Chainl policy CloudSec_Policyl

interface Ethernetl/48
tunnel-encryption

tunnel-encryption peer-ip 192.168.3.2

keychain CloudSec_Key_Chainl policy CloudSec_Policyl
tunnel-encryption peer-ip 192.168.3.3

keychain CloudSec_Key_Chainl policy CloudSec_Policyl

interface Ethernet1/3
tunnel-encryption

tunnel-encryptionZ BMIC TR E, L—REXAN—BLTFITXNTOBCGPIPVAIZF ¥ ARKAN—ICT RNZ4XFBKEIC, O

—ANLL=TNY JICEBMOT NJEI—-RFEBMENET,

<tfroot>

ENTVWRAR—TIA(RA




SA-BGW-A# show ip bgp 192.168.2.3 BGP routing table information for VRF default, address family |Pv4 Unicast BGP routing table entry for 192.168.2

| IR
This is a new attribute

Path type: redist, path is valid, not best reason: Locally originated, no labeled nexthop AS-Path: NON

L—hBA72ICF, HLLEHEH ET,

<ttroot>

SA-BGW-A# show bgp I2vpn evpn 00ea.bd27.86ef BGP routing table information for VRF default, address family L2VPN EVPN Route Distinguisher: 6

l---
Et hernet Segnent Identifier (ESI) is also new attribute

Path-id 1 (dual) advertised to peers: 192.168.2.2 SA-BGW-A#

cloudsecZ BZICTRAIIC, RENAELLKBELTVWR L ESH ZHIEBTDCELEHBEBHLET,

SA-BGW-A(config)# show clock Warning: No NTP peer/server configured. Time may be out of sync. 10:02:01.016 UTC Fri Jul 19 2024 Time source is |

cloudsecDEREHRE, SALOIY RKRA UV NEH A RBOIY RAERA U MIR L TpingZ ERBICETIIHEN HYWET, L
BERILK O TREpingNKBTBENHYNET, chlk, O—DILFT/NA AN cloudsecklEBILNT T 1 Y U EEETHLHICE
RU fcloudsecE P IC K 2 TEBWET,

SA-HOST-A# ping 10.100.20.10 PING 10.100.20.10 (10.100.20.10): 56 data bytes Request 0 timed out Request 1 timed out Request 2 timed out Request .

RS7LZa—k

REERIY RRAY MOO—HILARPT—TILZHELET,

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1 Request 352 timed out Request 353 timed out Request 354 timed out 356 packets transmitted,

ZOHAE, BUMNZ 74y N EBL, O MO—L7L—2FABELTVWREERLTVET, AOATY Tk, X



LWESHEOAT—RAZHETS_ETT,

SA-BGW-A# show tunnel-encryption session Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

COHEAE, CloudSecty 2 a U HFBIAEThTVBZEERLTVWET, XROFIETIE, SA-HOST-AIZK L TEFIPR D ping%Z R1T
TEET,

SA-HOST-A# ping 10.100.20.10 count unlimited interval 1

COBRNS, YA NADOTFNAREZEFIVILT, RZTAVINZOTFNARICEELTVRHESH ZERITILENHY)
F9. H1A MAONRIZAE2EITXTOF/NS ATELAMEFERAL TN R RV ERITTEE T, T7FI)NEDGH SIUEET
inselect &, RAIDAY A —ICETVTHABEENET, ELAMOFEMAIZ DL Tk, Nexus 9000 Cloud Scale ASIC(Tahoe)NX-OS
ELAMESRBL T EE W,

SA-LEAF-AMELAM

RBEERY M TI—JIC. BROSPINEFNA AN BELET, RSZTAVINEQDANAVICEBENELN ZBBITBICE. &
FLEAFTELAMZEE TR HEN HYWET, insdect INMFEAEThTVBRICEMADST, BERTICEHRETATVRU—T TR,
COV—TICEETBRNT 7 1Y JERVXLANBES{LENEWESD, ABipvdANv X —2FERATIHEN HBVET. EBOXY b
D—UTlk, ERLENTY NZERICIEBIDCERRETT, CORIBBEE. BEORE OpingZR1TL., PktlenA v &
—ZFERALTNTY NEBBITEET, F7FILNTE, icmpN\T Y ROREE64NA R TT, E51220/N1 MDIPAY A —HF
)., BWNTBE84/N1 NOPKT Len:

<#root>
SA-LEAF-A# debug platform internal tah elam SA-LEAF-A(TAH-elam)# trigger init in-select 9 Slot 1. param values:. start asic 0, start slice 0, lu-a2d 1, ir
1---Note dpid val ue

Dst Idx : Oxcd, Dst BD : 1100 Packet Type: IPv4 Outer Dst IPv4 address: 10.100.20.10 Outer Src IPv4 ad
Pkt len = 84

, Checksum = Oxb4ae

1---64 byte + 20 byte | P header Pkt len = 84

Inner Payload Type: CE L4 Protocol : 1 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD:

1---
Put dpid val ue here

IF_STATIC_INFO: port_name=Ethernetl/52,1if_index:0x1a006600,1t1=5940,slot=0, nxos_port=204,dmod=1,dpid=

COHEINSES., RTT4YIKFSA-LEAF-AIZEIEL., RROZ A SSA-SPINE-AICELKE N T VD (> Z—7 I A AEthernetl/524'


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html

SEEENTVRENfDHIYET,

SA-SPINE-ADELAM

50/N1 ROVXLANAY A —E£BIIE N/, SPINETEPKt LenDEARKEL BN ET, F7FIIRNTIE, vxlan-parse il
featurenv overlay ZFEAL BV E, SPINEERIAY A —TRBETEEE A, LN 2T, SPINETIE vxlan-parse enable Y > R
EFERATEIXLENHYVET,

<tfroot>

SA-SPINE-A (config-if)# debug platform internal tah elam SA-SPINE-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic O, start slice 0,

84 bytes + 50 bytes VXLAN header Pkt len = 134

Inner Payload Type: IPv4 Inner Dst IPv4 address: 10.100.20.10 Inner Src IPv4 address: 10.100.10.10 L4

SA-SPINE-AlE. HAOIC#E 2 TSA-BGW-AICRTS 714 v U RXELET,

SA-BGW-AMELAM

SA-BGW-A(TAH-elam-insel 9)# set inner ipv4 src_ip 10.100.10.10 dst_ip 10.100.20.10 SA-BGW-A(TAH-elam-insel 9)# start SA-BGW-A(TAH-elam-ins

SA-BGW-ANSDHADICLDE, MT T 1Y TIEEthernetl/48h 5 SB-BGW-AICEIA 2 TVWEL =, RIC. SB-BGW-ATHEEL XY

o

<#root>
SB-BGW-A# debug platform internal tah elam SB-BGW-A(TAH-elam)# trigger init in-select 9 Slot 1: param values: start asic 0, start dice 0, lu-a2d 1, in-
l---Reset the previous filter and start again just in case if packet was not captured.

SB-BGW-A(TAH-elam-insel19)# reset SB-BGW-A(TAH-elam-insel9)# set inner 1ipv4 src_ip 10.100.10.10 dst_ip

SB-BGW-ADSDHAICELB E, ELAMEERUA—EZRENhTVEREA, hild, SB-BGW-BANTY hEZFLTWVWT, ELL
BB LB TELRWVWD, NTYREF2E<KZBELHAVWCEEZEKRLUET, cloudsechZ 7 1Y U TN 2 ZERE
T2IC1F. SB-BGW-ATHEELAMERITTEETAH . cdoudsechlESlbE NP BNT Y NORBIOAY X —ZHBRTDHEN &
Wize, MUA—=T 1)L ZEcloudsecTHEAET B ABDIPT RLAICERETDILENF HYET, IROEH DA S, SA-BGW-AN
RST7TA4VOBRMBLIEZEN DD YET, DEV., SA-BGW-AX T T 14 Y U ZcloudsecTHREILLET, LA 2T, SA-
BGW-ADNVE IPZELAMDO KU H—T7 14 )LRELTHERATEE T, BHROH AN S, VXLANES{LICMPNT v MRIE134/84 ~
T¥, BT DL, 32/V4 hDcloudsecA Y A —IZ & 2 T166/N4 MZRWET,

<tfroot>



SB-BGW-A(TAH-elam-insel 9)# reset SB-BGW-A(TAH-elam-insel 9)# set outer ipv4 src_ip 192.168.3.2 SB-BGW-A(TAH-elam-insel 9)# start SB-BGW-
192.168.13.3 !---NVE | P address of SB-BGWB

Outer Src IPv4 address: 192.168.3.2 Ver = 4, DSCP = 0, Don't Fragment = 0 Proto = 17, TTL = 254, More

1---134 byte VXLAN packet + 32 byte cloudsec header Pkt len = 166

Inner Payload Type: CE L4 Protocol : 17 L4 info not available Drop Info: ---------- LUA: LUB: LUC: LUD
I---To reach SB-BGWB NVE IP traffic was sent out of Ethernetl/4 which is connected to SB-SPI NE-A

SB-BGW-A(TAH-elam-insel19)# show system internal ethpm info all | i i "dpid=130" IF_STATIC_INFO: port_n
SB-BGW-A(TAH-elam-insel 9)# show cdp neighbors interface ethernet 1/4 Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge S - S

192. 168. 13. 3/ 32

, ubest/mbest: 1/0 *via 192.168.11.5,

Et hl/ 4

, [110/6], 00:56:13, ospf-UNDERLAY, intra via
192.168.14. 2

, [200/0], 01:13:46, bgp-65002, internal, tag 65002

1---The device still have a route for SB-BGWB NVE IP via SVI

SB-BGW-A(TAH-elam-insel19)# show ip route 192.168.14.2 IP Route Table for VRF "default" '*' denotes best
*via 192.168.14.2, VI an3600
, [250/0], 01:15:05, am SB-BGW-A(TAH-elam-insel9)# show ip arp 192.168.14.2 Flags: * - Adjacencies lear

ecce. 1324. c803

VI an3600

SB-BGW-A(TAH-elam-insel9)# show mac address-table address ecce.1324.c803 Legend: * - primary entry, G

3600

ecce. 1324. c803
static - F F
vPC Peer - Li nk(R)

SB-BGW-A(TAH-elam-insel19)#

ZOBEANS, L—FA4IF—TIICETVT, 41> R —7 I A AEthernetl/4% /L TCloudsech 5 7 4 ¥ 9 A"SB-BGW-BIZ &z
EENTWVWBZENF DAV ET, FCiscoNexus 9000 Series NX-OS VXLAN Configuration Guide, Release 10.3(x)a D HA RS54 > &
HREFEICEAE, OBV T,

AAYFHETNDCloudSech S 7 1Y Dk, DCITYTIOENLTAAY FICABDBENHVYET,


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-103x/m-configuring-cloudsec.html#Cisco_Concept.dita_21f0c4c7-0f8b-4478-ade6-f7a8b3deed2c

BLU A A R®D "vPC Border Gateway for Cloudsecy 2933 IC&d &, vPCBGWA'EF7VPCBGWOPIPY RL A% %% L TDCI
TT7 RNZAXFTBE, BHEDVPCBGWA S DBGP/NABMARBUICKY ET, LA 2T, DCIHE./— R, PIP7 RLA%
BEBVWWPCBGWA S DNARZEBIRTB LB ET, COZFUATR., VE—RMNFA MNP SOBESILRT T4V D12
MCTUVONBERENET, EEL. COBEEANA ALV EZ—T7 IAANERAENETTH . BGWICE/NY TV FVIE
HOOSPF7o v o —BREF B E T,

SB-BGW-A(TAH-elam-insel 9)# show ip ospf neighbors OSPF Process ID UNDERLAY VRF default Total number of neighbors: 2 Neighbor 1D Pri State

BIRE B IEDIEH

hik, SVIA2Z—T7IARAOOSPFIAARNNERTE, 724 NTlE, NXOSO BB IA NSRFEIEF40GTT, SVIA >
B—T7 T4 AOTHIEE1 GopsTT A, WEBA X —T7 T4 ADOFEHIEIF10 GopsTT

<#root>
SB-BGW-A(TAH-elam-insel 9)# show ip ospf interface brief OSPF Process ID UNDERLAY VRF default Total number of interface: 5 Interface ID Areac
<Qut put om tted>

Ethl/4 5 0.0.0.0 1 P2P 1 up

COBE, VINIANDEERLNEEILL > THEZBRTEXRT., IXNTOR—F—T— KNI I/ THRBEZTOSVEN B E
ED

<#root>

SB-BGW-A(config)# int vian 3600 SB-BGW-A(config-if)# ip ospf cost 1 SB-BGW-A (config-if)# ship route 192.168.13.3 IP Route Table for VRF "defal
via 192.168.14.2

, V1an3600, [110/2], 00:00:08, ospf-UNDERLAY, intra via 192.168.14.2, [200/0], 01:34:07, bgp-65002, int

l---The ping is started to work inmedi ately

Request 1204 timed out Request 1205 timed out Request 1206 timed out 64 bytes from 10.100.20.10: icmp_seq=1207 ttl=254 time=1.476 ms 64 bytes fror
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