3000L5—|- &k BTETRAEENDEH LS — h
STNYI—F 4%

2E

BUHIC

L &I

COHORFIAXARNTIR., I5—3000L5—CTETRAEENEER NS IIN>1—F12093F
JEICDWTFHBAL £ 9,

CIE =353
B4

ROERICETDHBAN BB ENHRENET,

+ Cisco Secure Endpoint
FEATHIVE—ZV N
CORFIXNOBEHIE, RON—RIJITIZEI<KENDTT,

« Cisco Secure Endpoint 1X V& (FEDO/N—23 )
« Wireshark (EED/N—> 32 )

CORFIXVNOERE. REDFARRELCLHAZTNARAICETVWTERENELE, DR
FAXKANTEATDIIXNTOTFNAAGR, JUTBE(TF7FIIN ) RETHERZRKLTLE
T ZHEBPORY ND—OTR., FEONVRIEL>TRIDAEMNI HE2HEZ TOEIELT
<EEL,

Gl

1. IV RARA 2 MT, TETRAEZEDOEFH A "Unable to install updates.Please try again
later; EVS IS —XYvtE—ITRBMUET,



AL SRR Settings

s

Protection

Maonitor Prodgram Install = ?

Monitor Program Start = 7

Monitor Nebwork Connections = ?
Cloud Detection Engines

ETHOS = ?

SPERO = >

FETHRA Detection Engine
Enable TETRA Engine [—| 2
=

Allow Definition Updates

v

Unable to install updates. Please try again later. |updute TETRA |Sync Policy

2. Cisco Secure Endpoint Console T, BIRNDEETL T —ANRRENET,
“FYRNDT—DVDRALTINDESD, BEFICKBLELE, XY RND—9, 7747
A=), FEETOFORELZHEREL T, IVRRAVNEEFH—/N—BD#E

BEERL TLSEESV, BENMMERLEVESE. Ciscotf R—NCBBEAVEHLELE
AW

2022-08-24 18:11:15 IST

Update failed because of a network timaout.

Definitions Last Updated Check your network, firewall or proxy settings to

verify connectivity between endpoints and the
update server. Contact Cisco support if the issue

pErsists.

3. debug sfc.exe.logT, definitions updated failed with error 30001 T —A"&RTE
F£F9, Chik, XEILEhTWBUnknown_Error2 EBRL E£9,
<#root>

(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdateInterface::update updateDir: C:\Progr
(978223515, +0 ms) Aug 04 07:30:23 [11944]: ERROR: TETRAUpdatelnterface::update

Update failed with error -3000

(978223515, +0 ms) Aug 04 07:30:23 [11944]: PipeSend: sending message to user interface: 26,
(978223515, +0 ms) Aug 04 07:30:23 [860]: PipeWrite: waiting on pipe event handle
(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdaterInit defInit: 0, bUpdate: 0



(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdaterInit bUpdate: 0, bReload: 0
(978223515, +0 ms) Aug 04 07:30:23 [11944]: FASharedPtr<class TETRAUpdateInterface>::Release
(978223515, +0 ms) Aug 04 07:30:23 [11944]: PerformTETRAUpdate: bUpdated = FALSE, state: 20,
(978223515, +0 ms) Aug 04 07:30:23 [11944]: PerformTETRAUpdate: sig count: 0, version: O
(978223515, +0 ms) Aug 04 07:30:23 [11944]: Config::IsUploadEventEnabled: returns 1, 1
(978223515, +0 ms) Aug 04 07:30:23 [11944]: AVStat::CopyInternal : engine - 2, defs - 0, fir
(978223515, +0 ms) Aug 04 07:30:23 [11944]: AVStat::CopyInternal : engine - 2, defs - 0, fir

R

1. 12V —)LTAMP Policy > Client User Interface D JE(ZiEIR L, Allow user to update
TETRA definitionsF 7> 3> 2 BMICLTLKEE VW, CcONTXA—REFERTH L,
NSTINDA—TFT 4 TRICHBEBEIZISUTCTETRAT Y I’ F—hE RN I—TEET,

Mndaw ared [ nginas
Excluadsr

Pty

Chutbraak Lontrol
Dirvdcn Cantrol

Prodiect Updstis

Clignt Lisar interface

Fily grad Peocess Scan

2. &, IVRRAVRT, REBRAMPRUS—Z#HA LT, OARTVRERMLALARILD
TNy IO ZBMLET,

3. I R4 > N TUpdate TETRAZ 2 U ¥ 2 LA S, TETRA Definitions D TETRAE
FORPELHRLETY REAY NOTEETNTY RF v 7F v ERBLTLEE L

o

4. TETRAT Y 7F— KRB LI RBA 2 M T, /87 Y K¥ v 7F ¥ Thttp.host
== "tetra-defs.amp.cisco.com:443"Z2EE/NTY N E T4 )N ZUTL, RIZENTY
N ®D"tcp.stream"ZEHL T, BETAINZ 71V 020 MLET,

5. Server Hello/\TY N T, Server accepts
"TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384"& LW\ 5 BE& A" Server Hello/N Y
NTHRETEET,



N |tcp.stream eq 7

No. | Time: |
169 17:54:13.581878 TCP
’— 17@ 17:54:13.501185 TP
171 17:54:13.581321 TCP
172 17:54:13.501438 HTTP
173 17:54:13.581449 TCP
174 17:54:13.519661 HTTP
175 17:54:13.52010@ TLSv1.
TCP
TLSv1.
182 17:54:17.326748 TLSv1..
183 17:54:17.327138 TCP
184 17:54:17.329911 TL5v1.
185 17:54:17.329925 TCcP
186 17:54:17.784938 TLSv1..
1B7 17:54:17.785988 TLSV1..
1B8 17:54:17.785921 TP
189 17:54:1B.134677 TLSV1.
198 17:54:18.134689 TcP
191 17:54:1B.135276 TP
192 17:54:18.370029 TLSV1.
193 17:54:18.370461 TCP
194 17:54:18.370471 Tcp
195 17:54:18.3707@3 TCP
196 17:54:18.370839 TCP
197 17:54:18.640107 TLSv1.

~ Transport Layer S
~ TLSv1.2 Record Layer: Hand
Content Type: Handshak

Handshake Typ:
Len 61

13f35df7270c3aceeh
on ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@8xcela)
Compression Method: null (@)

155
255
56
7356
1343
62
182
56
346
355
56
7356
6924

62
2799

60649 - 6058 [SYN, ECN, CWR] Seq=@ Win=8192 Len=@ M55=146@ W5=256 SACK_PERM=1

6850 - 68649 [SYN, ACK, ECN] Seq=@ Ack=1 Win=29200 Len=@ MSS=146@ SACK_PERM=1 WS=128

60649 - 6050 [ACK] Seq=1 Ack=1 Win=2182272 Len=@

CONMECT tetra—defs.amp.cisco.com:443 HTTP/1.1

6858 - 68649 [ACK] Seq=1 Ack=86 Win=29312 Len=8

HTTP/1.1 280 Connection established

Client Hello

6050 - 68649 [ACK] Sequl@® Acks285 Winm30336 Len=@

Server Hello

Certificate, Server Key Exchange, Server Hello Done

60649 - 6050 [ACK] Seq=285 Ack=B687 Win=2102272 Len=@

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

6050 - 60649 [ACK] Seq=8687 Ack=411 Win=38336 Len=0

New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

Application Data

650 - 60649 [ACK] Seq=8977 Ack=71@ Win=3136@ Len=0

Application Data

6850 - G@649 [PSH, ACK] Seq=16277 Ack=71@ Win=3136@ Len=6868 [TCP segment of a reassembled POU]
68649 - 6050 [ACK] Seq=718 Ack=23145 Win=2102272 Len=9

Application Data [TCP segment of a reassembled POU]

60649 - 6850 [ACK] Seq=718 Ack=32769 Win=2182272 Len=@

6058 — 68649 [PSH, ACK] S5eq=32769 Ack=710 Win=3136@ Len=4544 [TCP segment of a reassembled POU]
60649 - 6050 [ACK] Seq=710 Ack=35689 Win=2102272 Len=@

60649 - 6050 [ACK] Seq=718 Ack=37313 Win=2182272 Len=8

Application Data, Encrypted Alert

6. Cisco Secure Endpoint TETRAY —/N&, ERENEBSOAZZITANET,

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256

7. TETRAZ Y 7F—R"NRBUEIY RIRA 2 RNTRE, NTY RFv¥7F v T, Client

Hello/S7 ¥ h D&ICSSL\Y RS IS/ U DBEMEIS—HARRENET, =
8. Client Hello/S7 ¥ hTld, IV RRA U RNASEMREhIEESEERETEET, IR

9. ¥k, IV RRAY NTHERMICKZ 2 TVWBEES %Get-TisCipherSuite TAHERIITE £
¥ | ft name PowerShell N> REFEHALE T,



EXN Calect Administrater Windows PowerShell

PS CrAWINDOWS\system32> Get-TlsCipherSuite

Hane

TLS_AES_ 256 GCHM_SHA3EA

TLS AES 128 GCM SHA2SE

TLS ECDHE ECDSA WITH AES 256 GCM SHA3Z
TLS ECDHE ECDSA WITH AES 128 GCM SHA2ESE
TLS_ECDHE _RSA_WITH_AES 256 _GCM _SHA3B4
TLS_ECDHE_RSA_WITH_AES_128_GCH_SHA2S56
LS DHE RK5A WITH_RES 256 GLM SHAZO4
TLS DHE _RSA WITH_AES 128 GCM SHA2S6
TLS_ECDHE_ECDSA_WITH_AES_256 CBLC_SHA3B4
LS ECDHE ECDSHA WLTH RES 128 CBL SHAZSH
TLS ECDME RSA WITH_AES 256 CBC SHA3ZES
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
LS ECDHE ECDSHA WITH RAES 256 CBL SHA
TLS_ECDHE_ECDSA _WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
LS ECDHE R5A WITH AES 1326 CBEL SHA
TLS _R5A WITH AES 256 GCH SHAZEA
TLS_RSA_WITH_AES_128 GCM_SHA2S6

LS H5A WITH AES 256 (BL SHAZSH

TLS _RSA WITH AES 128 CBC SHA2SE
TLS_RSA WITH_AES_256 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA

TLS RSA WITH 3DES EDE_CBC_SHA
TLS_RSA_WITH _MULL_SHA2SE
TLS_RSA_WITH_MULL_SHA

LS F5K WilTH _AES Z£56 GLH SHAZES

TLS _PSK_WITH_AES_ 128 GCM_SHAZ56
TLS_PSK_WITH_AES_256_ CBC_SHA3B4

LS F5K WilTH AES 128 CBL SHALSH

TLS PSK_WITH MULL_SHA3E4
TLS_PSK_WITH_MULL_SHA256

ATYTETHALEESHACIILCVARENRTVWEVESR, SSLIANY R IAOHN
AHTBHEATT,

CNEBETBRICE, TIN—TRIS—TSSLESAA—NOJEFZHIEL TS
W

Run -> gpedit.msc -> Local Computer Policy -> Computer Configuration -> Administrative Templ




1] Local Group Pelicy Editor
File Action View Help

ol AR HEYN ? M 4

1 Local Computer Policy
~ @& Computer Configuration
5[] Software Settings
5 [ Windows Settings
w [ Administrative Templates
» ] Contrel Panel
w 7 Network
| Background Intelligent Transfer Service (BITS),
| BranchCache
| DirectAccess Client Experience Settings
) DNS Client
7 Fents
7| Hotspot Authentication
= Lanman Server
3 Lanman Workstation
] Link-Layer Topology Discovery
> [ Microsoft Peer-to-Peer Networking Services
> [] Network Connections
1 Network Connectivity Status Indicator
T Network Isclation
] Metwork Provider
7] Offline Files
3 [ QoS Packet Scheduler
= SNMP
| S5L Configuration Settings
3 (] TCPIP Settings
) Windows Connect Mow
1 Windows Connection Manager

| SSL Configuration Settings
SSL Cipher Suite Order Setting State Comment
[ SSL Cipher Suite Order Enabled Ne
R ] ECC Curve Order Mot configured No
Requirements:
At least Windows Vista
Description:

This pelicy setting determines the
cipher suites used by the Secure
Socket Layer (S5L).

If you enable this policy setting, S5L
cipher suites are prioritized in the
order specified.

If you disable or do not configure this
pelicy setting, default cipher suite
order is used.

Link for all the cipherSuites:
http://go.microseft.com/fudink/?
Linkld=517265

12. 5 A4 — M OJERENot Configured®E /= (& Disabled TH 2 BN H V) £,
EnabledICEREE N TWVBRHERIF. ATYT6THALELEESZUARNIEMLET,

= 550 Cophesi Sunte Ovcir

=] SEL Ciphetr Suite Orer

I:IHnttmﬁgurﬁd Lo

#) Enabled
() Disabled

Supporied o

Options:

O =

Sainn | NextSeting

it et Windows Vista

Help:

551 Cipher Suites

MSJE_G(H_MHLHSJH!

This policy sefting detenmines the cipher suites uied by the
Setung Sedhont Layer (35L)

if you enable this policy sething, $5L cipher suites are prionitized
in 't erdier specified,

If you driable of &5 ol donfagrais thel pelidy eitasy delel
Ciphier fusbe ordber 15 aped.

Link fior all the cpherduites: hitpe'/gomicreredt. comeFalnkT
Linkld="51T265

Cangel

o]

Apply

13.ChSnEEZBEAL. IVRRAVNZBRBLT, P7UT—3 0 THATE

BELDOICLET,



14. BEREANTT LS. Update TETRAZBRITL T EE L,
15. TETRAEZOBBEAN R L ZVBEE, OVESHLTBEF v 7FrLT<EEW

o

BYIE 5 ¥

« DRAQOT IV ANBR=—pEHXDO—R



https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



