-OAT72a>zfEAL T, OpenSSHI.0ED Y
ZAT > KD SIOS XEF/NM1 ANDSCPZ IE®
_ERITLET,

AR

FL®I

[EIbi3 3

250
SSH#& & U'SCPOERTE
ST a—h

L &I

CORFIXRNTR, -OF7>a>zEAL T, OpenSSHI.0OLED U S 147> M SCisco
IOS® XEF /N1 ANDSCPZEREICETIT A AEICOVWTHALET,

2] 38 2R

-OF7'>aziE, SCPONY RZFEAL TOpenSSHOFHL WN—2 3> TEAL, 774 I)E
EICSFTPORD V) ICSCPZEATEE T,

scp -0 file.ext username@192.0.2.1:file.ext

BR#H

SCPZEERTDE, SCPUTAT U NESCPH—NNOBETT7 7A I\ ZEETEET, SCPIFFE
ICSSHEY > avaERALET., 1—YHNRIAEThdE, BOFrIILAFBEHI N, SCPEFEH
LTT7 74N EEENET, OpenSSHI.OLABBO/N—2 3> Tldk, REEICSSHAEAE AT
FIHN., 77A4IINEEICIESCPTRELSSFTPAERAENET, BED/N—2 32 DCisco 10S
XETlE, SSHICKRD 7 7 A )VEREICSFTPABREHR—RFEhTWVW RV, BEFfrRELET
o SSHE Y a L, O 4 KRIIOT A'syslog/\y 7 7 ICEEBEEhET, L.
SCPUZAT > NNSFTPEIEAZFHIBL LS ETD E, EENIMRAKTLET,

SSH# K UV'SCPMERE



SCPUZAT> &AL TCisco IOS XETFNA RICT7 7 AN 2EIET D /= DETRFH-

- SSHZRET D LEN H D

c O—ANATA Y FIZFAAAEZRETDLEN B

« A—YHSCPIZT IV EARATRICIE., HELARIISGHVETT
* SCPH—NZBNMICIZHLENHD

RICREPZRLET

# configure SSH

hostname c8000v

ip domain name cisco.com

crypto key generate rsa

# optional - use ssh version 2

ip ssh version 2

# verify the SSH server is online

show ip ssh

# create a user with privilege level 15
username cisco privilege 15 password 0 cisco
# configure the vty Tline to use local login and allow ssh
Tine vty 0 4

Togin Tlocal

transport input ssh

# Enable the SCP server

ip scp server enable



E> b:SSHOREICEIT2FMIE. CCZ2ZRLTSEZL,



https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-secure-shell-v2-0.html

X :O—AILOJd4oRbV) (CaaazEHATEET,

RENFTTLES, FINAALORETAREBIPT RLAZRFHDT/NA AICSSH/SCPZIAETE E
EE

LinuxZ* /N1 AD S5, FINAADIPF RLAICHLTROON REEHATEXRT,

® sshcisco@192.0.2.1
* sepfileext cisco@192.0.2.1:file.ext


mailto:cisco@192.0.2.1

FETFT7AIRTR, 77A4LMET N7y 22 lOE—EhFET,

KZ7)L>a1—hb
MEAREL SBAE. ROEREBRL TS,

1.0penSSHN—2 3> DU T4 T NTlE, Q.0LBFRRENET,

jeff@jeff-virtual-machine:~$ ssh -V
OpenSSH_9.0p1 Ubuntu-lubuntu7, OpenSSL 3.0.5 5 Jul 2022

2.9Z4F NG, IZ— 77 A NGBEZTHLTICEENINRRKRTLUIECEZRLETD,



jeff@jeff-virtual-machine:~$ scp test.txt cisco@192.0.2.1:test.txt
(cisco0@192.0.2.1) Password:
scp: Connection closed

3. L—R Tsyslog-SSHELEDRMARRENETH, 774N RBEEENETBATLE,

*Mar 26 18:06:57.290: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: 192.0.2.2] [Toca

4. )L—BDOSCPTFNY TTR, FHBIRTRENTEA,

c8000v#debug ip scp
Incoming SCP debugging is on

5, VA7 3VEEELIESCPTR, SFTPH 7 AT AZEBELTVWATFNY JOTHFRREH
x9,

scp -v test.txt cisco@192.0.2.1:test.txt

Executing: program /usr/bin/ssh host 192.0.2.1, user cisco, command sftp
OpenSSH_9.0p1 Ubuntu-lubuntu7, OpenSSL 3.0.5 5 Jul 2022

<snip>

debugl: Entering interactive session.

debugl: pledge: filesystem

debugl: Sending environment.

debugl: channel 0: setting env LANG = "en_US.UTF-8"

debugl: Sending subsystem: sftp

debugl: client_input_channel_req: channel 0 rtype exit-status reply O
scp: Connection closed

6. L—ZDssh7/NY T Tldk, SSHESFTPH 7 AT LAZRRL TERZEMUET,

c8000v#debug ip ssh detail

ssh detail messages debugging is on

*Mar 24 14:25:05.074: SSH: MD5 compliance exception Registered

*Mar 24 14:25:05.074: SSH1: starting SSH control process

*Mar 24 14:25:05.074: SSH1: sent protocol version id SSH-2.0-Cisco-1.25

*Mar 24 14:25:05.075: SSH1: protocol version id is - SSH-2.0-OpenSSH_9.0p1l Ubuntu-lubuntu7 <snip>



*Mar 24 14

*Mar 24 14:

*Mar 24 14:

*Mar 24 14:

*Mar 24 14:

7. RE&IC,

:25:07.370: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: 10.10.10.10] [1o

25:07.379: SSH2 1: channel open request *Mar 24 14:25:07.389: SSH2 1: env request
25:07.389: SSH2 1: subsystem request *Mar 24 14:25:07.389: SSH2 1: subsystem message receive
25:07.389: SSH2 1: searching for subsystem sftp for vty

25:07.490: SSH1: Session terminated normally

OF 723V EEELZSCPIFEIILE T,

jeff@jeff-virtual-machine:~$ scp -0 test.txt cisco@192.0.2.1:test.txt

(cisco@192.

0.2.1) Password:

test.txt 100% 28 2.7KB/s 00:00
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